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About this information

product

Overview

Purpose

365-360-001R6.0

Welcome, you are about to embark on a course to set up secure access to your network
with the industry’s leading RADIUS server, 8950 AAA. It provides you the highest level
of control and management of a wide range of access services. These services range from
simple dial-up remote access using Point-to-Point Protocol (PPP), Local Area Network
(LAN) access, wireless (Wi-Fi) and wired, and even access to core network elements such
as switches and routers.

RADIUS, or Remote Authentication Dial-1n User Service, enables network operators to
authenticate, authorize and account (AAA) for users. The RADIUS protocol defines
communications between an access device or server and the RADIUS server. RADIUS
based security ensures that only users who meet your access criteriawill be allowed access
to aresource. The 8950 AAA server provides this functionality within an extensible,
easy-to-use environment.

This manual introduces you to 8950 AAA through its friendly user interface, the Server
Management Tool (SMT) and itsintegrated policy configuration tool, the PolicyAssistant.
These tools provide a simple way to configure 8950 AAA for the most common AAA
applications.

The PolicyAssistant creates, manages, and applies policies to control how and when users
access your network. A policy isaset of rulesthat 8950 AAA uses to determine how users
are authenticated, how access is authorized and configured, and how accounting datais
stored.

The PolicyAssistant can be configured to support as many access policies as your network
may require. You decide how many policies are necessary based on your business needs.
These needs can include the type of services your network provides, your equipment
requirements, your customers’ requirements, or the geographic location of your
customers.
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Audience

Where to go First

How to Start

Ready to configure 8950 AAA?

With the Server Management Tool (SMT) running, you should see the Policy Flow Editor
in the Navigation pane as shown in Figure 1-1.

Figure 1-1

Where to go First

This guide is designed to be used by qualified system administrators and network
managers. Knowledge of basic networking conceptsis required to successfully install
8950 AAA. You should be familiar with RADIUS server installation, configuration, and

For more information about installing 8950 AAA and general software and hardware
requirements, read the 8950 AAA Quick Sart Guide.

If you are new to 8950 AAA, the links below should help determine where to go first:

Server Management Tool-Navigation Screen

Server Panel Edit Window Help

Flo e Mm@ C|m @

M Configuration Tools &

?‘?3

% |9 e

+ Server Properties
« Clients | Peers

+ Realm Fouting Table
+ Remate Configuration
- PalicyFlow Editor

+ USSw2 Configuration
+ 8950 AAA Operators
- Simple Address Manager
+ USS Address Manager

A2 Stats Collecting ES

+ Staks Collectar
+ Configure Reports
& Logging Tools S

- Server Log Messages
+ Log Channels
< Log Rules

1~ Monitoring Tools A

- Server Statistics
+ Sessions [ Counters | Indices
+ USS Address Statistics

- Liveadministrator

il File Tools

« User Files

+ Dictionary Editor
- File Manager

+ Tail

+ Certificate Manager

2| =|=|
| = Toc @ Server Log | @ SMT LDgI | Licensed To: alcatel-Lucent - Sessions: Unlimited - Users: Unlimited - Copyright {c) 2008 alcatel-Lucent. all

If you have already installed 8950 AAA and know how to launch the SMT, refer to the
section “Using the Policy Wizard” on 9-4 to begin configuring your RADIUS
environment.

365-360-001R6.0
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How This Manual Is Organized
Looking for the PolicyAssistant?

If you cannot find the PolicyAssistant in the Navigation pane when the Server
Management Tool is running, refer to the section “Installing the PolicyAssistant and the
Policy Flow Editor” on 3-13 to learn how to install the PolicyA ssistant.

Attempting to start the Server Management Tool?

If you need help launching the Server Management Tool (SMT), refer to the section
“Preparing to Create Your First Policy” on 9-3 to learn more about the SMT.

What is RADIUS?

If you are new to the RADIUS world of access control, refer to “RADIUS Terms
Explained” on 1-3 to learn more about 8950 AAA and RADIUS terminol ogy.

How This Manual Is Organized

Manual organization

This manual covers the steps necessary to set up your 8950 AAA server, clients, and user
profiles to process user requests for network access. The manual is organized as follows:

Chapter 1, “Introduction to 8950 AAA”

This section provides an introduction to 8950 AAA and some of the terms that you will
encounter when working with the 8950 AAA product.

Chapter 2, “8950 AAA Server Management Tool Overview”

This chapter covers the Server Management Tool layout and how to install the
PolicyAssistant.

Chapter 3, “Server Management Tool Command Set”

This chapter discusses the Server Management Tool commands that are accessible from
the menu bar, toolbar, and navigation pane of the user interface.

Chapter 4, “Managing 8950 AAA Servers”
This chapter addresses methods in controlling the behavior of 8950 AAA Servers.

Chapter 5, “Configuring 8950 AAA Client Properties”

This chapter discusses the process of configuring clients such as Network Access Servers
(NASs) or other access points with the 8950 AAA SMT.

365-360-001R6.0 iii
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How This Manual Is Organized

Chapter 6, “Configuring 8950 AAA Realm Routing Table Properties”
This chapter discusses the process of configuring the Realm Routing Table.

Chapter 7, “Configuring 8950 AAA Remotely”
This chapter discusses the process of configuring the 8950 AAA remotely.

Chapter 8, “Using the 8950 AAA Policy Flow Editor”

This chapter discusses the process of configuring and creating necessary entities for the
Policy Flow Editor in the 8950 AAA Server Management Tool.

Chapter 9, “Using the 8950 AAA Policy Assistant in Server Management Tool”

This chapter discusses the process of how to use, configure, and create necessary entities
for the PolicyAssistant in the 8950 AAA Server Management Tool.

Chapter 10, “Configuring 8950 AAA USSv2”
This chapter discusses the process of configuring the 8950 AAA USSv2 functionality.

Chapter 11, “Configuring 8950 AAA Operators”

This chapter provides information about defining administrator access to 8950 AAA. It
defines different administrator roles and functions. It also provides information on how to
use the SMT Operators panel.

Chapter 12, “Configuring Simple Address Manager”

This chapter discusses the tools that are used for the configuration and management of
address pool by the Simple Address Manager. Simple Address Manager provides dynamic
address pool management.

Chapter 13, “Configuring USS Address Manager”

This chapter discussesthetoolsthat are available for the configuration and management of
address pools of 8950 AAA, using Universal State server.

Chapter 14, “Stats Collector”

This chapter discusses about the various parts of 8950 AAA tool that collects statistical
information of 8950 AAA.

Chapter 15, “Configuring Reports”
This chapter discusses about the reports configurator for the 8950 AAA tool.

365-360-001R6.0
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How This Manual Is Organized

Chapter 16, “Message Logging”

This chapter discusses how to determine the information that is logged, the format for
logging it, and the destination for the logged information.

Chapter 17, “Server Statistics”

This chapter covers how to collect statistics for the 8950 AAA server.

Chapter 18, “Using LiveAdministrator”

This chapter discusses how to use the LiveAdministrator panel to manage, diagnose and
control the 8950 AAA server.

Chapter 19, “Creating and Managing User Profiles with Files”
This chapter covers how to create a user file and add and edit user profiles.

Chapter 20, “8950 AAA Dictionary Editor”

This chapter provides information about the 8950 AAA Data Dictionary and some of the
terms that you will encounter when working with the 8950 AAA product.

Chapter 21, “Managing files”

This chapter discusses 8950 AAA files and how to create and manage them using the File
manager panel.

Chapter 22, “8950 AAA Certificate Manager”

This chapter discusses the 8950 AAA Certificate Manager, a'so known as nrcert. Root
certificates generated with nrcert are self-signed certificates.

Chapter 23, “Creating and Managing User Profiles with the Built-in Database”

This chapter discusses how to manage user profiles stored in a Structured Query Language
(SQL) database, besides managing database users, administrators, and 8950 AAA tables.

Chapter 24, “Server Diagnostics and Control Commands”

This chapter describes the 8950 AAA server control commands.

Appendix A, “Supplementary Information”

The appendix contains examples of 6 SMT text files that are produced through SMT
activity.
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Conventions

Conventions

Table 1-1 lists the typographica conventions used throughout this manual .

Table 1-1 Conventions used in the document or manual

Convention

Meaning

Example

boldface

Names of items on screens.
Names of commands,
properties and plug-ins.
Names of buttonsyou should
click.

Click the Enable check box.
The AuthL ocal plug-in
compares password attributes.
Click Validate to check the
syntax of the method.

Arial boldface

Names of keys you should
press.

Press Enter to continue.

<angle brackets>

Variables that require you to
substitute another value.

http://<server |P address or
name>

where <server |P address or
name> is the address of name
of the 8950 AAA server.

twice.

italics Names of manualsor thefirst | Refer to the 8950 AAA 6.0
occurrence of a glossary User’s Guide and
term. Reference for more
information.
Arial italic Directories, paths, file The 8950 AAA Web siteis
names, email addresses, and | http://www.8950AAA.com
Uniform Resource Locators
(URLS).
click Press the |eft mouse button To view the online help, click
once. the book icon on the 8950
AAA toolbar.
right-click Press the right mouse button | Right-click a Selector Typeto
once. view alist of selector types
for method selection.
double-click Press the left mouse button To open the Accounting

Method Configuration panel,
double-click anywhere on the
tab display.

365-360-001R6.0
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Recommended Reading

Recommended Reading

Reference reading

The following books cover a variety of topics that you might encounter while working
with 8950 AAA. These books provide more information on the vast number of protocols
and applications that 8950 AAA supports.

Building Internet Firewalls (2nd ed.). Elizabeth D. Zwicky, Simon Cooper, D. Brent
Chapman, and Deborah Russell. O'Reilly & Associates, Inc., 2000. (ISBN 1-56592-871-
7)

Firewalls and Internet Security: Repelling the Wily Hacker (2nd ed.). William P.
Cheswick, Steven M. Bellovin, and Aviel D. Rubin. Addison-Wesley Publishing
Company, February, 2003. (ISBN 0-20163-466-X)

Inter networking with TCP/IP, Volume 1: Principles, Protocols, and Architecture (4th ed.).
Douglas E. Comer. Pearson Education, February, 2000. (ISBN 0-13018-380-6)

Mastering Regular Expressions (2nd ed.). Jeffrey E. F. Friedl. O'Reilly & Associates, Inc.,
July, 2002. (ISBN 0-59600-289-0)

RADIUS: Securing Public Access to Private Resources. Jonathan Hassell. O'Reilly &
Associates, Inc., October, 2002. (ISBN 0-596-00289-6)

The DHCP Handbook (2nd ed.). Ralph E. Droms and Ted Lemon. Pearson Education,
October 2002. (ISBN 0-67232-32 3)

Understanding PKI: Concepts, Sandards, and Deployment Considerations (2nd ed.).
Carlisle Adams and Steve Lloyd. Pearson Education, May 2002. (ISBN 0-67232-391-5)

Understanding and Deploying LDAP Directory Services (2nd ed.). Timothy A. Howes,
Gordon S. Good, and Mark C. Smith. Addison-Wesley, May, 2003. (ISBN 1-67232-316-8)

UNIX in a Nutshell: A Desktop Quick Reference for SYR 4 and Solaris 7 (3rd ed.). Arnold
Robbins. O'Reilly & Associates, Inc., August, 1999. (ISBN 1-56592-42 4)

Obtaining Technical Support

Technical Support

To contact Alcatel-L ucent for technical support, select the support channel that appliesto
youl.

Support Channel 1: If you have purchased a 8950 AAA support contract, contact
Alcatel-L ucent World-Wide Services (LWS):

365-360-001R6.0 Vvii
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Obtaining Technical Support

Customers in the USA and Canada, call 1-866-LUCENTS, Prompt 3. If you are not
registered, use Prompt 7.

Customers in other international locations, call +1-510-74 2000 or
+1-410-381-3484

Alcatel-L ucent Customer Support Web Site: http.//www.alcatel-lucent.com/support/
Alcatel-Lucent Customer Support Web Site: http.//support.lucent.com

Support Channel 2: If you have purchased 8950 AAA within the last 90 days, you can
contact Lucent Technologies World-Wide Services (LWS) for email support:

Alcatel-Lucent Customer Support Web Site: http.://support.lucent.com

Important! If you are afirst time LWS support user OR if you have not yet
registered your 8950 AAA service contract, contact LWS.

Support Channel 3: If you are evaluating 8950 AAA for purchase or need sales
information or technical support (but do not have a support contract), contact us for:

How to Comment

Technical support questions, review the 8950 AAA Discussion Forum:
http.//www.8950AAA.com/cgi-bin/dcforum/dcboard.cgi

Pre-sales product questions, send an email to: tech-sales@8950AAA.com
Salesinformation, send an email to sales@8950AAA.com

Queries from Al catel-L ucent employees, Sales Teams, VARS and Resellers, send an
email to: radius-internal@8950AAA.com

Other non-technical requests, send an email to: tech-sales@8950AAA.com

To comment on this information product, Online(<http:/ | wwmw.lucent-info.com/ comments>http:/ | www.lucent-
info.com/ comments/) €Mail your comments to the Comments Hotline: comments@al catel -
lucent.com.
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Part 1: Configuration Tools
Navigation Pane

Overview

Purpose

This part consolidates the chapters related to Configuration Toolsin the SMT Navigation

pane.
Contents
This part includes the following chapters.
Chapter 1, “Introduction to 8950 AAA” 1-1
Chapter 2, “8950 AAA Server Management Tool Overview” 2-1
Chapter 3, “ Server Management Tool Command Set” 31
Chapter 4, “Managing 8950 AAA Servers’ 4-1
Chapter 5, “ Configuring 8950 AAA Client Properties’ 5-1
Chapter 6, “ Configuring 8950 AAA Realm Routing Table Properties’ 6-1
Chapter 7, “ Configuring 8950 AAA Remotely” 7-1
Chapter 8, “Using the 8950 AAA Policy Flow Editor” 8-1
Chapter 9, “Using the 8950 AAA Policy Assistant in Server Management Tool” 9-1
Chapter 10, “Configuring 8950 AAA USSv2" 10-1
Chapter 11, “Configuring 8950 AAA Operators’ 11-1
Chapter 12, “Configuring Simple Address Manager” 12-1
Chapter 13, “Configuring USS Address Manager” 131
L o
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1 Introduction to 8950
AAA

Overview

Purpose

This chapter provides an introduction to 8950 AAA and some of the terms that you will
encounter when working with the 8950 AAA product.

The following topics are included in this chapter:

What is 8950 AAA? 11

RADIUS Terms Explained 1-3

What is 8950 AAA?

Overview

8950 AAA is server software that is used to manage secure access to networks, servers,
and information services. Network elements that use a RADIUS server to manage access
are known as clients. An example of a RADIUS client might be a network access server
(NAS), aWi-Fi access point, or even a Web page. 8950 AAA isatool that promotes
system integrity not only for the network server, but also for the client-server relationship.

The next section provides a scenario showing the role that 8950 AAA playswithin a
network.

Overview of Client-Server Access

8950 AAA provides access management for a client system. Figure 1-1 illustrates
basically how thisis done. The term Network Access Server (NAS) isaterm for anetwork
element that provides dial-up access services to a network. After the user connects to the
NAS, the NAS receives the user name and password from the user’s computer.
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Figure 1-1 Accessing a Service

REQUEST ACCESS-
adius S
FOR REQUEST Rad UNIS\;EEEAL
g s SERVICE Server SERVER
E > oo -
SERVER
- - . USSV2
— SESSION NA9 ACCESS Configuration Configuration
USER STARTS RESPONSE Server Server

8950 AAA SERVER

The NAS places this information into a RADIUS data packet called an Access-Request.
This data packet identifies the NAS, the port used for connection, the user name, the
password, and other information about the session.

The Access-Request is sent from the client to the server and asks the server if the user is
allowed to use the requested services and access the network.

The process the server then follows may include the following actions, although none are
required:

« Finding information about the user
« Validating the user’s identity against information in a user profile
« Returning an answer (accept or reject) to the RADIUS client

A user profile contains information about a user that 8950 AAA uses to process a
RADIUS request. The information usually includes the user name and password, and
might include other information needed to implement local access policies. User profiles
can be stored in files, databases, directories, Web-based services, etc. We call the location
of the user profile the user source.

If local policy requirements are met then an authentication acknowledgement called an
Access-Accept, is sent to the NAS along with other information defining specific settings
for the user session. If local policy requirements are not matched, then the Access-Request
isreglected by sending an Access-Reject message to the NAS.
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RADIUS Terms Explained

Radius Overview

365-360-001 R6.0

RADIUS isaclient-server data communications protocol. The RADIUS protocol defines
the types and contents of messages that can be exchanged in order to successfully accessa
system or service. Theterm RADIUS is an acronym that stands for Remote
Authentication Dial-In User Services.

A RADIUS server is an example of an authentication, authorization and accounting
(AAA-pronounced as “triple-A”) server because it authenticates a user, authorizes network
access, records usage:

« Authentication—validating the user’s identity
« Authorization—validating that the user is allowed to do what was requested
e Accounting — recording information about a user’s session

The AAA environment is based on aclient/server relationship. 8950 AAA implementsthe
server functions and communicates with clients, such as Network Access Servers (NASS).
The client isresponsible for passing user information to RADIUS servers and acting on
the response it receives. RADIUS servers are responsible for receiving user connection
requests, authenticating the user, and authorizing access, and then returning configuration
information necessary for the client to deliver service to the user.

The RADIUS client controls the access protocols that are used. Within the protocol,
RADIUS Attributes provide the vocabulary used for communication between RADIUS
clients and servers. They provide authentication and authorization information, define
session parameters, and record session accounting information. In the RADIUS protocol,
attributes are defined by a number, a name, and a datatype. For example, attribute number
1iscalled User-Name and contains string, that is, character data. Each attribute contained
inaRADIUS packet is assigned a value. For example, User-Name = Bob. This
combination of an attribute name and an associated value is called an Attribute Value Pair
(AVP).

When configuring 8950 AAA, attributes are used in two ways: to return session settings to
the client and to provide access check datain the authorization process. When used in
these two ways, attributes are often called reply-items and check-items, respectively.

8950 AAA uses policies to define a set of rules that the server uses to determine access
rights, user privileges, and accounting practices based on information contained in the
Access-Request and information about the user who is requesting access. A policy defines
the rules and steps the server follows to complete the process described above.
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8950 AAA requiresthat at least one policy be defined, but it can be configured to handle
many policies. You decide how many policies are hecessary based on your business needs.
The needs can range from the type and level of services you provide, equipment
requirements, and customer requirements, to the geographic location of your customers
and the time of day.

This document will describe use of the 8950 AAA PolicyAssistant to define access
policies. It is aso possible to create custom access policies using the 8950 AAA
PolicyFlow programming language. Please refer to the 8950 AAA Programmer’s
Reference Manual.

Authentication and Authorization Activities

As mentioned previously, auser source is a data repository that contains user information
called user profiles. 8950 AAA can access information stored in avariety of user sources.
A user source might be one of the following:

« Standard text files, such asa RADIUS User file commonly used in publicly available
RADIUS servers

«  SQL databases, such as Oracle, Sybase, MySQL, or the built-in database

« AnLDAP (Lightweight Directory Access Protocol) server or a server that supports
LDAP queries, for example, Microsoft Active Directory or Novell NetWare directory

A user profile typically contains the user’s name and password. Some user profiles may
also contain information that describes the connection type, alowed services,
authentication means, and session limits specific to a user.

The term authentication source refers to the place where the user’s authentication
information, typically a password, is stored, for example, the user’s profile, or an external
service that authenticates the user. An example of an external service is a secure token
server.

Table 1-1 provides alist of supported sourcesfor user profiles and a description of each. It
is possible to read a user profile from one source and use a different source for
authentication. For example, the user profile might be stored in LDAP while an RSA ACE
(SecurlD) might be used for authentication.

Table 1-1 Supported Sources for User Profiles

User Source Description

RADIUS User File A text file that conformsto atraditional format as
used in many freeware RADIUS servers
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RADIUS Terms Explained

User Source

Description

SQL Database

A database that accepts SQL (Structured Query
Language) queries, for example, the built-in 8950
AAA database, and has a JDBC (Java Database
Connectivity) driver

LDAP Directory

A directory service supporting LDAP (Lightweight
Directory Access Protocol)

Microsoft Active Directory viaLDAP

Directory service that is a part of Windows 2000,
Windows XP, and Window 2003 Servers, using an
LDAP interface.

Windows SAM

Windows Security Accounts Manager server that sits
on top of the Windows 2000, Windows XP, and
Window 2003 operating systems. Thisisonly
available when 8950 AAA is running on a Windows
platform, local account, Windows domain, or
Windows Active Directory.

UNIX System

When running on asupported UNIX or Linux system, 8950
AAA can retrieve user name and password
information using the operating system.

Password File

8950 AAA can read the UNIX /etc/shadow or
/etc/passwd files to access passwords for
authentication.

ACE/Server

8950 AAA actsasaclient for communicating with an
RSA ACE/Server.

SafeWord

8950 AAA can communicate with a SafeWord server.

Proxy

8950 AAA can proxy (forward) datato another server
that verifies the user name and password for
authentication. It then waits for aresponse.

Accounting Activities

In addition, the 8950 AAA server can collect and store session and billing data. The server
can save this data to text files (RADIUS Detail file), the built-in database, or any SQL
database that supports a Java Database Connectivity (JDBC) driver, or forward the data to

another RADIUS server.

END OF STEPS
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2 8950 AAA Server
Management Tool Overview

Overview

Purpose

This section describes how to utilize the 8950 AAA Server Management Tool. It contains
information about how to start and how to navigate through the application. It describes
the look and feel of the graphical user interface and lists the commands that are available
to interact with 8950 AAA successfully.

The following topics are included in this chapter:

Purpose of the Server Management Tool 2-1
Starting the Server Management Tool 2-2
The Server Management Tool User Interface 2-4

Purpose of the Server Management Tool

Overview

The 8950 AAA Server Management Tool (SMT) is an application that is used for
configuring and managing 8950 AAA servers. It utilizes a graphical user interface or GUI
that interfaces to the 8950 AAA server. It can be used to manage all aspects of server
operation. The SMT also displays real-time statistical information from the RADIUS
servers and Universal State Server (USS) systems.

The SMT is a standalone application that is started and run independently of the 8950
AAA server. The SMT may be run on the same computer as 8950 AAA or on adifferent
computer. When the SMT is not run on the same platform as 8950 AAA then asmall
application called the 8950 AAA server must be started on the 8950 AAA platform before
the SMT can be used.
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Figure 2-1 illustrates the 8950 AAA SMT architecture.

Figure 2-1 8950 AAA System with SMT
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The SMT contains a variety of tools including a menu bar, toolbar, navigation tools, and
windows that provide the means to make server requests.

The following sections describe how to start the application and a basic overview of the
GUI tools and commands.

Starting the Server Management Tool

How to start

To open the SMT, execute either of the following procedures:
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1. OnaWindows platform:

From the Windows desktop, double-click the Server Management Tool icon/click the
Start button to display the Start Menu. Select Programs to display the Programs
Menu. Select 8950 AAA 6.0. Click Server Management Tool.

OR

On aUNIX/Linux platform:

Run the following command in the bin directory.

aaa-snt -u <user_name> -p <password>

For example, enter the following command line at the command prompt:
[ AAA/ bi n/ aaa- snt

Result: The 8950 AAA SMT Window opens and the login panel appears as shown in

Figure 2-2.
Figure 2-2 SMT Login Panel
x|
User Marne |

Password |

Conneck

f* Connect Locally ko This Computer
i~ Connect ko a Configurakion Server

Host | localbiost LI

[~ Use Secure Conmeckion

Conneck I Cancel I

2. Enter the appropriate 8950 AAA User Name and Password.

Important! This can be an administrator name or a user configured for operator
access.

3. Select the appropriate Connect option for your 8950 AAA server.

You can open and edit files locally or connect to aremote 8950 AAA Server with the
SMT.

Result: When the SMT is not running on the same platform as the 8950 AAA server,
the Configuration Server is used to execute commands issued by the SMT. In this case,
the Configuration Server must be running on the 8950 AAA server. Enter the Host
name or |1P address to connect to aremote 8950 AAA server as shown in Figure 2-3.
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Figure 2-3 SMT Login Panel-Connecting to Configuration Server
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Important! Each instance of the SMT can only manage one 8950 AAA server at a
time.

4. Choose the appropriate Host/I P address to connect to the appropriate 8950 AAA
server.

5. Click Connect to connect to the mentioned host or 8950 AAA server.

Important! Appropriate certificates are installed during the initial installation of
8950 AAA server to use the Use Secure Connection option.

Important! Command to start the config server on Solarisis:
../bin/aaa start config

The Server Management Tool User Interface

SMT Interface

When you run the SMT, awindow appears such as in the example in Figure 2-4. The
following screen shows an example of the default screen.
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Figure 2-4 The SMT User Interface-Default screen
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Navigation pane

The main frame of the window, located below the taskbar, is called the Data pane. The
following screen shows an example of a Data pane when clicked on one of the menu
options from the Navigation Pane.
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Figure 2-5 SMT-Data Pane with example
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Data pane

Important! A paneisaportion of a Window that behaves as a container. It can hold
objects. A panel isaWindow that can have GUI components such as tabs, text fields,
buttons, and panes. Panels can be resized, minimized, and maximized within the SMT.

On the left side of the SMT window, beneath the toolbar, the Navigation pane lists 5
groups of configuration and management panels. If the user selects an item from the
Navigation pane, apanel isdisplayed in the Data pane. The Data pane can display multiple
panels simultaneously.

SMT Menu Bar

The 8950 AAA SMT menu bar appears at the top of the SMT interface as alist of menus
as shown in Figure 2-6.
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Figure 2-6 SMT-Menu Bar
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SMT Menu Bar

Each menu contains a set of commands as described in Table 2-1.

Table 2-1 SMT Menu Commands

Menu/Command Description

Server

«  Connect to Server +  Establish link to the 8950 AAA server.

+  Disconnect from Server + Log off from the currently connected 8950
AAA server.

«  Exit «  Terminate the Server Management Tool.

Panel

«  Save Changes «  Save changesto the active panel.

+ Revertto Last Saved + Restore changes that have been saved for
active panel.

+ Reload Files + Re-read modified 8950 AAA filesinto the
running 8950 AAA server.

+ Close « Remove the active panel from the data pane.

« Print +  Send data from the active panel to the
printer.

«  Print Configuration «  Prints configurations with different print
options.

Edit

+  Cut «  Copy selected information to the clipboard
and delete the information.

+  Copy +  Copy selected information to the clipboard.

+  Paste +  Copy information from the clipboard to the

selected location.

« Select All « Indicatethat all information from asourceis
to be acted upon.

« Find «  Search for information.

+ Find Again «  Continue the last Find request.

365-360-001 R6.0 2-7
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Table 2-1 SMT Menu Commands

Menu/Command Description

+ Preferences «  Customize SMT features for this and
succeeding SMT sessions.

+  Expand All « Digplay al folder components within the
navigation pane.

+  Collapse All « Display only folder names within the
navigation pane.

Window

» Cascade « Display active panel followed other open
panels using a stacked format with title bars
infull view.

+  Maximize « Display afull view of the active panel.

«  Usethe Next Window command to activate

and display other open panels.

+ TileHorizontal « Display atop-down list of all open panels.

+ TileVertica « Digplay all open panels from left to right.

« Arrangelcons + Relocate panel iconsto bottom of data pane.

+  Next Window » Activate next logical panel from pool of
open panels.

«  SaveAll «  Preserve datafrom all open panels.

+ CloseAll « Remove al open panels from data pane.

+ Panel Names « List of open panelsin order of precedence.

Help

+ Help Contents « Display genera information within help
pane.

« License Information « Display license information.

+  System Information » Display system information.

«  Support File Packager «  Display window for selecting information
that requires support.

« About » Display 8950 AAA release information.

SMT Toolbar
The SMT toolbar appears at the top of the SMT interface. It isarow of buttons as depicted
in Figure 2-7.
28365360001R60
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Figure 2-7 SMT-Toolbar
#loJle 0] m[sc|7 %|=| 2| a|

SMT Tool Bar

o

Thetoolbar contains buttons that are used for executing commands within the application.
The commands are described in Table 2-2.

Table 2-2 SMT Tool bar-Buttons

Buttons Description

Log off the currently connected 8950 AAA server. Use the connect menu
option to reconnect.

Show the status of the 8950 AAA Policy server running on the host of the
currently connected 8950 AAA server. When the server is running, the

‘ o button is green and if it is not running, the button is red. You can force a

' check by clicking the button.

Provides Policy server management and allows control to the 8950 AAA

_ Policy server. To manage the Policy Server, the following options are
J available: the name of the Policy Server, Start Server, Shutdown Server,
Restart Server, Pause Server, and Resume Server.

Show the status of the 8950 AAA Configuration server. When the server is
running, the button is green and if it is not running, the button is red. You
- can force a check by clicking the button.

Provides configuration server management and allows control to the 8950

_ AAA Configuration server. To manage the configuration Server, the
J following options are available: the name of the Configuration server,
Start Server, Shutdown Server, and Restart Server.

Save changes within the active panel. If no panel is displayed then this
option is not available.

o]

Save changesin al displayed panels. If no panel is displayed then this
option is not available.

=)

Revert to the last saved panel by abandoning changes to the active panel.
The last saved panel is reloaded. If no panel is displayed then this option
c isnot available. If no panel is displayed then this option is not available.
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Table 2-2 SMT Tool bar-Buttons

Close the active panel. If any changes have been made to that panel, a
panel box appears asking if the changes should be saved. If no panel is
E displayed then this option is not available.
Close dl displayed panels. If changes have been made to any panel, a
panel box appears asking if the changes should be saved. If no pandl is
% displayed then this option is not available.
Display aprint panel box that provides print options for the user.
i
Reload the filesin the current panel for the 8950 AAA Servers.
Copy selected information to the clipboard and delete the information.
L
Copy selected information to the clipboard.
Copy information from the clipboard to the selected location.
Search for atext string that is specified within a panel box.
Repeats the last search operation.
=
Displays Configuration preferences.
o8
Displays License Information.
6
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Table 2-2 SMT Tool bar-Buttons

Displays System Information.

Displays SMT help.
~
Displays Technical Support File Packager window for gathering files and
P send to technical support.
[+
Allows you to launch test tools in another process.
4.

Allows you to launch database tools in another process.

SMT Navigation Pane

The Navigation paneisalist of panel names categorized according to the functionality, as
shown in Figure 2-8.
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Figure 2-8 SMT-Navigation Pane
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There are 5 categories of panels or tools. The navigation pane can be linked to a toolbox
because each panel provides adifferent tool and each tool can be accessed by selecting the
panel name. The Navigation pane provides ease-of-use for the SMT user because it allows
quick accessto any of the listed panels.

Important! Your navigation pane may look sightly different depending upon the
options you have installed and settings in your SMT preferences.

SMT Data Pane

The Data pane is the main area of the SMT window where panels are displayed. It isthe
gray area shown in Figure 2-9. Figure 2-10 shows the Data pane with a panel.
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SMT Data pane without Panel

Figure 2-10 SMT-Data Pane with panel
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The Log pane appears at the bottom of the SMT user interface when you click onthe SMT
Logtabinthescreen. The SMT Log paneis used for displaying log messages of the SMT,
as shown in Figure 2-11.

Figure 2-11 SMT-SMT Log pane
[gsonvertongment Ten-loghiosses . x]

Time Level Message
2008/06/18 20:10:16 | Error Cannot connecting to Policy Server IPAM Interface 1=
) ({Connection refused to host: localhost; nested exception is:
= javanet.ConnectException: Connection refused: connect)
2008/06/18 20:10:28  |Error Cannot cannecting to Policy Server IPAM Interface
(Connection refused to host: localhost; nested exception is:
Y javanet.ConnectException: Connection refused: connect)
J 2008/06/18 20:11:16 | Error Cannot connect to Policy Server
(Connection refused to host: localhost; nested exception is:
javanet.ConnectException: Connection refused: connect) -
| 2 T0C 7 server Log |§}TMT Log ‘ Licansed To: Alcatel-Lucent - Sessions: Unimited - Users: Unlimited - Capyright (c) 2008 Aleate-Lucent. Allrights reserved. ‘27M of 481 |E—

SMT Log Pane

The SMT Log pane contains buttons that are used for executing commands within the
application. The commands are described in Table 2-3.

Table 2-3 SMT Log Pane-Buttons

Buttons Description

Copies the log information/message to clipboard.

Clearsthe SMT Log pane.

Printsthe SMT Log pane information/message.

Togglesthe font in the SMT Log pane message table, from
monspaced font to default font.

Sets the log window to auto scroll. Displays the latest log
message and scrolls the list of log messages as new
% messages are added.

SMT Server Log Pane
The Server log pane appears at the bottom of the SMT user interface when you click on
the Server Log tab in the screen. The Server Log pane is used for displaying log messages
from the server, as shown in Figure 2-12.
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Z006/05/30 10:57:44_963 { [ [Carlinall} <org. apache. o
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on Wanagerbaser End expire 1
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[8tandardEngine [Catlinal 1} <org. apache. o

£ 0

I8tandardEngine [Catlinal 1} <org. apache. o
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I8tandardEngine [Catlinal 1} <org. apache. o

sion.ManagerBaser Start expire

sion ManagerBaser End expire
= ssions Standardfanager pro
2008/05/30 10:57:44_ 963 (Container

! sion ManagerBaser Start expire
ssions StandardManager at 1222752464963 cunt 0
2008/05/30 10:57:44_ %63 {ContainerBackgroun sor [StandardEngine [Caclinal 1} <org. apache.c n. ManagerBaser End expire
sessions Standardlanager processingTiue 0 expired sessions: 0 j
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SMT Server Log

The SMT server pane contains buttons that are used for executing commands within the
application. The commands are described in Table 2-4.

Table 2-4 SMT Server Pane-Buttons

Buttons Description

Starts monitoring the Log files.

To pause the monitoring process.

Clearsthe SMT Server log pane.

Opensthelog filein a editor window.

Printsthe SMT Server pane information/message.

Setsthelog to the desired level.

To select the desired log files from the list of log files
displayed. Default is policy.log file.
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3 Server Management Tool
Command Set

Overview

Purpose

This section describes the SMT command set, focusing on commands that are found
within the SMT menus. There is also information about panel commands and table
management. The last section returns to the topic of the PolicyAssistant and lists a
procedure on how to use the commandsto install it.

The following topics are included in this chapter:

SMT menus and their commands 31

Managing Datain SMT Panels 3-11
Sizing Table Columns 3-13
Installing the PolicyAssistant and the Policy Flow Editor 3-13

SMT menus and their commands

SMT Menus

As described in the section*SMT Menu Bar” on 2-6, the 8950 AAA Server Management

Tool contains five command menus, as follows:

«  Server

« Pand

« Edit

e Window

« Hep

This section describes the commands in more detail.
L o
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Important! Asdiscussed in Chapter 2, some SMT commands can be issued using
the toolbar. Refer to the section” SMT Toolbar” on 2-8.

Server Connection

The Server menu contains commands that manage the connection between the SMT and
the 8950 AAA server. It isfound on the SMT menu bar. During the start procedure, either
alocal or remote connection to the configuration server is attempted. A local or remote
connection is necessary to display and enablethe SMT GUI.

To break the connection to the 8950 AAA server, select Server on the menu bar and then
click Disconnect from Server. As aresult, the GUI disappears from the screen, except for
the title bar and menu bar, and is replaced by the 8950 AAA logo icon.

To connect to a 8950 AAA server, select Server on the menu bar and then click Connect
to Server. Asduring the start procedure, the Server Management Tool Login popup
window appears so that the user can enter a username, password, and a mode of
connection. After clicking Connect, the GUI appears again.

Managing Panels

The Server Management Tool uses panels to request or display information. Panels
contain one or more tabs that have a variety of fields including text boxes, checkboxes,
and drop-down lists. Some panels contain tables and graphs. Figure 3-1 shows an example
of the SMT interface with a panel displayed.

365-360-001 R6.0
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Figure 3-1 SMT-Data pane with example panel
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The Panel menu contains five commands that provide user control of the active panel. The
active panel isthe most recently displayed or selected panel within the SMT data pane. In
most cases, the commands available on the Panel menu are also available as buttons on the
panel itself and on the toolbar.

To display the Panel menu, select Panel on the menu bar. The following commands are
available:

365-360-001 R6.0

The Save Changes command saves the most recent panel modifications.

The Revert to Last Saved command restores active panel fields to values that were
saved before any modifications were entered. If the modifications have been saved
then this command will not restore the fields to any previous values.

The Reload Files command provides the ability to reload modified versions of
configuration filesinto the running 8950 AAA server.

The 8950 AAA server loads certain files into memory when it is started, for example,
the list of RADIUS clients. These files can also be reloaded while the server is
running. If memory resident files are modified then they must be reloaded before the
changes will take affect. The files must have been loaded at |east once in order to use
this command.

The Close command closes the panel, removing it from the data pane.

The Print command prints the contents of the active panel. If thiscommand is selected
then the Configuration Print Options panel is displayed, as shown in Figure 3-2.
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Figure 3-2 Configuration Print options panel

A Configuration Print Dptions il

~Dukpuk Opkions

" :Print ko Syskem Prinker:

" Save to Adobe POF File
{~ Save to Web Page (HTML)

= Print Preview

Prink I Cancel |

Select one of the available print options as described below:
« ThePrint to System Printer option sends the output to the default system printer.

« The Save to Adobe PDF File option saves the output to a PDF file created in the
8950 AAA run subdirectory.

« The Save to Web Page (HTML) option saves the output to an HTML file created in
the 8950 AAA run subdirectory.

« ThePrint Preview option displays the output on the screen and provides an option
to print it.

« The Print Configuration command option from the Panel menu displays alist of print
configurations and helps to select the items that you want to print. If this command is
selected then the Configuration Print Optionsdialog is displayed, as shownin
Figure 3-3.
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Figure 3-3 Configuration Print options dialog-Print Configuration option

#* Configuration Print =

Select the items you wank to print From the lisk below, Use the mouse with the Contral

key to select multiple or the Shift key to select a range of items. Then select an output
opkion.

Configurations
GOS0 Add O

~Ougkput Opkions ——————————

*  Print ko System Prinker
{~ Save to Adobe PDF File
" Save to Web Page (HTML)
~

Print Prewiew

Prink I Cancel

Edit Commands

The Edit menu displays commonly used text editing commands as well as server
preferences and data pane management options. To display the Edit menu, select Edit on
the menu bar. Most of the commands on the Edit menu perform operations that are the
same as with any GUI based application. The SMT Edit menu allows you to perform the

Cut, Copy, Paste, Select All, Find, Find Again, Preferences, Expand all, and Collapse all
commands.

Select Preferences to display the SMT Preferences panel, as shown in Figure 3-4.

365-360-001 R6.0 3-5
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Server Management Tool Command Set SMT menus and their commands

Figure 3-4 SMT-Preferences Panel

A server Managem x|
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[EJ Paths To File viewers €5 Wersion © 5.1
£ 551 Configuration OF System Type :  xB6
B server Control
@ Datsbase Java Runkime : JayaiTM) SE Runtime Enwironment
& check Ttems List Java Vendor : Sun Microsystems Inc,
&% Reply Ttems List Java Yersion © 1.6.0-b105
! Client Properties List
User Mame : admin
fccess ¢ FILE "*" update
COMMAND "+ on
ROLE "*" on
[o]4 Cancel |

Table 3-1 describes the fields of the SMT Preferences Pandl.

Table 3-1 SMT Preferences Panel-Properties

Configured Items Description

General Info Displays the general information such as Version
details, Host Information, Operating System
information, Java information, and so on.

Fonts and Colors Controls display fonts, font size, and color schemes.

Ul Theme: Choice of color scheme used for SMT user
interface appearance.

Use System Fonts: Choose Yes to keep the default
options. Choose No to edit the required options.
Display Font: Choice of font used for SMT text display.
Monospaced Font: Choice of font used for SMT
logging and editing file input.

Font Size: Choice of font size used for SMT text
display.

Use Antialised Font: Choose Yesto use the antialiased
font and choose No to not choose this.

Display Font Preview: Shows an example of selected
display font and size.

Monospaced Font Preview: Shows an example of
selected monospaced font and size.
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SMT menus and their commands

Table 3-1 SMT Preferences Panel-Properties

Configured Items

Description

Display Settings

Sets and display desktop components, icons, and
windows sizes and locations. All the settings are Yes or
No buttons. Choose appropriate buttons as per the
requirement(s).

Icons

Show Iconsin Resource Outline.

Show Icons on Table Buttons.

Shows Icons on Tabbed Panels.

Windows

Save Window Sizes and Location on Exit.
Use Saved Window Sizes and L ocations.

Use Outline Dragging when Moving and Resizing
Panels.

Desktop

Show Status Bar: Display the SMT status bar at the
bottom of the main window. Used for displaying
messages and efrors.

Show Tool Bar.
Show Pop-up Tips.

Confirm Operations

Specifies the questions that are asked throughout the
SMT.

Confirm Server shutdown for the policy or
configuration servers.

All the settings are Yes or No buttons. Choose
appropriate buttons as per the requirement(s).

Panel Loading

Specifies the panels to load in the Server Management
Tool. Any changes to these properties will take effect
next time you run the SMT. You can choose to load or
not load all the available panels by selecting the Yes/No
buttons that are provided next to each of the available
panel names.

All the settings are Yes or No buttons. Choose
appropriate buttons as per the requirement(s).
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Table 3-1 SMT Preferences Panel-Properties

Configured Items Description

Pathsto File Viewers Sets directory paths to Web browser, PDF viewer, and
text file viewer.

Web Browser Path: Indicates the location of the
browser.

PDF Viewer Path: Indicates the location of the
application to view PDFs.

Text File Viewer Path: Indicates the location of the
application to view text files.

SSL Configuration The SMT connectsto the Configuration Server via
RMI. Use the following to control whether the
connectionsare secure (SSL). If you change this option,
you must restart the SMT in order for it to take effect.

Use secure remote connections when SMT in Local
Mode: Choose Yes to use the secure remote
connections when the SMT isin Local Mode. Choose
No to not use the secure remote connectionswhen SMT
isin Local Mode.

File for Trusted Certificates: Enter the filename that
needs to be used for this.

Server Control Sets how often the SMT checks the status of the 8950
AAA and configuration servers.

On Windows platforms, controls 8950 AAA operation
as a Windows service.

Database Enables display of database panels and sets database
connection options.

Java JDBC Class. Specifies the Java JDBC Classfile to
use when connecting and for managing user recordsin
your database. A database and a JDBC driver are
included with your 8950 AAA server.

JDBC Connection URL: Specifies JDBC connection
URL. If you are connected to a database that is remote,
replace localhost with the host name or |P address of
the remote server.
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Table 3-1 SMT Preferences Panel-Properties

Configured Items Description

Check-items List Sets the attributes displayed in the default Check-items
list that is availablein various SMT panels. You may
select an attribute from the full dictionary attribute list,
labeled Attributes, on the left side of the pane or enter
your own attribute name in the custom attribute text
box. Click the right arrow to add the attribute to the
default list which appearsin the window |abeled
Defined Properties.

Reply-items List Sets the attributes displayed in the default Reply-items
list that is availablein various SMT panels. You may
select an attribute from the full dictionary attribute list,
labeled Attributes, on the left side of the pane or enter
your own attribute name in the custom attribute text
box. Click the right arrow to add the attribute to the
default list which appearsin the window |abeled
Defined Properties.

Client Properties List Sets the properties displayed in the default Client
Propertieslist that is available in various SMT Client
Settings panels. You may select an property from the
full property list, labeled Attributes, on the left side of
the pane or enter your own property namein the custom
attribute text box. Click the right arrow to add the
attribute to the default list which appearsin the window
labeled Defined Properties.

365-360-001 R6.0 3-9
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Figure 3-5 SMT Preferences Panel-Check-Items List
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Search/Find

The Find Menu section has two options that helps to find or find once again the word/item
you want to search.

« Find
« Thefind message screen is shown in Figure 3-6.
« Find again

Figure 3-6 Find Menu options
x

key Mame ||
Log Lewvel I
Channel I
Message I

[~ Case Sensitive

(0] 4 I Cancel |

Other Edit Menu Commands

Under the Edit menu on the menu bar, the Expand All and Collapse All commands control
the menus within the Navigation pane. By default, all menus are expanded in order to
display all the panel names. To hide the panel hames, select Collapse All.
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Using the Window Menu to Manage Panels

This menu contains commands that allow the user to manage the panels that are open
within the data pane. Cascade, Maximize, Tile Horizontal, Tile Vertical, and Arrange Icons
display the panels asin other graphical user interfaces.

The Maximize command displays afull view of the active panel. Use the Next Window
command to activate and display the next open panel. The Next Window command can
also be used for cascaded panels. Alternatively, clicking the title bar of an open panel will
activate it.

Each panel contains three window controls in the top right-hand corner of the panel, as
shown in Figure 3-7.

Figure 3-7 Panel Control Buttons
=10Ix|

They alow the user to minimize, maximize, and close the panel. A maximized panel will
contain the Restore Windows control, as shown in Figure 3-8.

Figure 3-8 Panel Restore Button
=2

Clicking this control resizes the panel to its previous form.

Minimizing a panel convertsit to an icon. The Arrange Icons command allows the user to
move all panel icons to the bottom of the data pane. Double-click a minimized icon to
restoreit to its previous size.

The Save All command saves the contents of all open panelsto the database. The Close All
command removes all panels from the data pane.

The Window menu contains a numbered list of all open panelsin order of precedence.
The active panel isawaysfirst in the list. Click the name of an open panel in thelist to
activate it and make it first in the list.

Managing Data in SMT Panels

About managing data in SMT panel

The SMT uses graphical panelsto allow you to easily view, add, change, edit and remove
configuration items. While each of these panelsis designed to manage specific data types
(Clients, Attributes, Realms, Users, etc.) they share many common control functions.

Table 3-2 describes six of the most common panel control functions.
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Managing Data in SMT Panels

Important!

is due to space limitations on some of the panels.

Table 3-2 Panel Control Functions

In some cases more than one icon may be used for agiven function. This

Action Description Button Icon
Insert Add arecord in the current panel after the
selected row. If no row is selected, the
record isinserted at the end of thetable or @ |
list. Clicking thisbutton typically displays
apanel to enter information.
Edit Edit data for an existing record. Clicking
this button typically displays a panel to
enter information. Iﬁ
Delete Remove the selected row from the current
panel's table.
Delete All Remove al records from the current E
panel.
Make a Copy of Duplicate the selected record. The
selected record duplicate record isinserted after the E | F'F'l
selected record.
Row Order Some panels contain order sensitive data.
When using these panels, you may change
the order of records by selecting arecord :
and then using the Up-Down buttons as
appropriate.
i
s
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Sizing Table Columns

Resizing the table columns

You can resize columns in atable. To resize a column, pass the mouse over the line
dividing the table columnsin thetitle row, that is, the top row of the table where the
column names appear. The mouse changes to aresize pointer. Click and drag in either
direction. If acolumn istoo narrow to display atable entry, a small arrowhead appears to
indicate that data has been truncated.

Installing the PolicyAssistant and the Policy Flow Editor

Installing PolicyAssistant

You can choose to install and work on either the Policy Flow Editor or the Policy Assistant
at atime. By default, the Policy Flow Editor is enabled when you install the 8950 AAA
GUI. To enable the Policy Assistant, perform the following steps.

1. Select Policy Flow Editor from the Navigation pane under the Configuration Tools
section. The Policy Flow Editor panel isdisplayed as shown in Figure 3-9.

Figure 3-9 SMT-Policy Flow Editor Panel
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2. Click the Install PolicyFlow... to open the PolicyFlow Installation page. The
PolicyFlow Installation page is displayed as shown in Figure 3-10.
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Figure 3-10 SMT-Policy Flow Installation page
]

This option allows you to install a PolicyFlow, Select an option and click Install, This wil replace
your PolicyFlow files.,

f* Install PolicyAssistant

Installs Policydssistant option. The PolicyAssistant uses a predefined PolicyFlow that
supports user in LDWP, RADIUS User Files, and Databases, Authentication can be done by
Windows SAM, UNI% System, EAP, and SecurID.

" Install a Configuration Set

Installs a configuration set. Select a set from the list to install it, The Files for each set are in
the 'samples’ subdirectory under the 'run' directory.

I LI Yiew Descripbion |

= Build Your Own PolicyFlow

Installs 3 empty PolicyFlow, Use this option if you want to configure your own PolicyFlow,

Install PolicyFlow I Cancel |

3. Select Install Policy Assistant and click the Install Policy Flow button. The
following message appears.

Figure 3-11 SMT-Policy Flow Installation warning message

PolicyFlow Installation x|
9

\."/ Installing a new PolicyFlow will override any existing PolicyFlow currently installed. Are you sure you want o continue?

4. Click Yesto continue.

Important! If the Policy Flow Assistant is already installed, the following message
appears.

Figure 3-12 SMT-Policy Flow warning message

8950 AAA PolicyAssistant ﬂ

) Warning: There are existing PolcyAssistant files that conkain configuration data, IF you have modified the PolicyAssistant configuration,
< your configuration wil be averwritten, Do you want to continue?

fes 1o |

5. Click Yesto continue. It will take afew seconds and when the installation is compl ete,
the following message appears.
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Figure 3-13 SMT-Policy Flow Installation success message

x|

The PolicyAssistant was successfully installed. IF the Policy server is running
wou will need to restart it before the new configuration will be in effect. Also, installing the PolicyAssistant
requires you ko disconnect and reconneck in the SMT, Please disconnect now.

6. Click OK and closethe SMT GUI and restart the application.
7. After you restart, instead of the PolicyFlow Editor, you will see the entry Palicy
Assistant in the Navigation pane under the Configuration Tools section.

Read through Chapter 9, “Using the 8950 AAA Policy Assistant in Server Management
Tool” for more information on the PolicyAssistant. While the PolicyAssistant is very easy
to use, there are some decisions you must make to successfully set up 8950 AAA.

Installing PolicyFlow Editor
1. To enable the PolicyFlow Editor, perform the following steps:

2. Inthe PolicyAssistant panel, click Install PolicyFlow.. to open the PolicyFlow
Installation page. The PolicyFlow I nstallation pageis displayed as shownin
Figure 3-10.

3. Select Build Your Own PolicyFlow and click the Install Policy Flow button. A
warning message, as shown Figure 3-11 appears.
4. Click Yesto continue.

5. If the Policy Flow Editor is aready installed, one more warning message as shown
Figure 3-12 appears.

6. Click Yesto continue. It will take afew seconds and when the installation is complete,
the following message appears.

Figure 3-14 SMT-Policy Flow Installation success message

x|

The expert Set files where successfully installed. If the Policy Server is running
wou will need to restart it before the new configuration will be in effect. Also, instaling a Configuration
Set requires ywou ko disconnect and reconnect in the SMT. Please disconnect now.

7. Click OK and closethe SMT GUI and restart the application.

8. Onceyou restart, you will see that instead of the Policy Assistant, you will see the
entry Policy Flow Editor in the Navigation pane under the Configuration Tools
section.

Read through Chapter 8, “Using the 8950 AAA Policy Flow Editor” for more information
on the PolicyFlow Editor.
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Server Management Tool Command Set Installing the PolicyAssistant and the Policy Flow Editor
Installing PolicyFlow Editor for a configuration set
To enable the PolicyFlow Editor for a configuration set, perform the following steps:

1. InthePolicyFlow Installation page, as shown in Figure 3-10, select Install a
Configuration Set.

2. Thedrop-down list box is activated and this shows alist of
pre-configured configuration sets.

3. Select one of the configuration set from the list and click the Install Policy Flow
button. A warning message, as shown Figure 3-15 appears.

Figure 3-15 SMT-Policy Flow-already existing warning message

PolicyFlow Installation x|

H?/ Installing & news PolicyFlows will override any existing PolicyFlow currently installed, Are you sure you wank to continue?

Yes Mo |

4. Click Yesto continue. It will take afew seconds and when the installation is complete,
the following message appears.

Figure 3-16 SMT-Policy Flow Installation success message

x|

The expert Set Files where successfully installed. IF the Policy Server is running
wou will reed to restart it before the new configuration will be in effect. Also, installing a Configuration
Set requires you to disconnect and reconnect in the SMT. Please disconnect now,

5. Click OK and closethe SMT GUI and restart the application.

6. Onceyou restart, you will see that instead of the Policy Assistant, you will see the
entry Policy Flow Editor in the Navigation pane under the Configuration Tools
section.

Important! If you click on the Policy Flow Editor in the Navigation pane, the SMT
will display the configuration set that was selected in step 2.

END OF STEPS
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4

Managing 8950 AAA
Servers

Overview

Purpose

This section discusses how the SMT is used to control the behavior of 8950 AAA servers
and to define properties associated with the servers.

The following topics are included in this chapter:

Configuring Server Properties 4-1
Policy Server tab 4-2
Universal State Server tab 4-28
Configuration Server tab 4-38

Configuring Server Properties

About Configuring the Server properties

365-360-001R6.0

Before 8950 AAA can start processing AAA (“triple-A”) traffic, it must first be
configured for your local environment and specific policy needs. 8950 AAA alowsthe
user to control the behavior of the 8950 AAA RADIUS server by setting configuration
options. The various configuration options control how 8950 AAA servers process packets
and manage data flow.

The configuration options are provided within the Server Properties Panel. To open this
panel, locate Configuration Tools within the SMT Navigation Pane and select Server
Properties. The Server Properties Panel appears as shown in Figure 4-1.
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Managing 8950 AAA Servers

Policy Server tab

Figure 4-1
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Web Interfacs Configuratio

Species the configuration values Far running the buit-in web interface, The web interface allows you
o query statistical information about the 5350 A&A Servers from a standard web browser, This
inkerface is automatically started when you run the 8950 AAA servers,

When assigning a port to the address Field, make sure you do not have any conflicting services Lsing

this port.

HTTP Address #3080 K1
HTTP Directary | Al
HTTP Securs Address [*3443 K1

Save Close

@ TOC [ Server Log| (24 SMT Log ‘L\censed To: Alcakel-Lucent - Sessions: Unlimited - Users: Unimited - Capyright (c) 2008 Alcatet-Lucenk. Allrights reserved.

The Server Properties Panel

|23M of 34t E

Use the Server Properties panel to control the behavior of the 8950 AAA serversincluding
how the 8950 AAA server processes packets and manages data flow between its servers

and clients.

The Server properties panel display 3 tabs as follows:

« Policy Server
« Universal State Server
« Configuration Server

Each of these tabs allow you to configure different types of interface.

Policy Server tab

About the Policy Server tab

The Policy Server tab allows you to configure the entities in the policy server.

By default, when you click on the Server Properties option, the Policy Server tabis
displayed. In the Policy Server tab, by default, the Web | nterface Configuration panel is

displayed as shown in Figure 4-1.
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Managing 8950 AAA Servers Policy Server tab
Web Interface Configuration Panel

The Web Interface Configuration panel specifies the configuration values for running the
built-in web interface. The web interface allows you to query statistical information about
the 8950 AAA serversfrom astandard web browser. Thisinterfaceisautomatically started
when you run the 8950 AAA servers.

Important! When assigning a port to the address field, make sure you do not have
any conflicting services using this port.

Table 4-1 lists the configurable entities of this panel.

Table 4-1 Policy Server Tab-Configurable properties

Configurable Properties Description

HTTP Address Sets the address for the HTTP connection to the built-in
web interface. Default is‘*:9080’.

HTTP Directory Specifies the root directory where the server looks for its
HTML filesused by itsweb server. If afull path is not
included, thisfilenameisrelative to the run directory.
Defaultis*..\ntml\’.

HTTP Secure Address Sets the address for secure (HTTPS) HTTP connection to
the built-in web interface. Default is‘*:9443'.

Admin Interface Configuration Panel

To go to the Admin Interface Configuration panel, click on the Admin Interface option
from the Policy Server data pane menu options on the left side. The Admin Interface
Configuration panel is displayed as shown in Figure 4-2.
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Managing 8950 AAA Servers

Policy Server tab

Figure 4-2 Policy Server-Admin Interface Configuration Panel
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The Admin Interface Configuration panel specifies the configuration values for running
the Admin interface. The Admin interface alows you to administer the 8950 AAA servers
from atelnet connection. Thisinterface is automatically started when you run the 8950

AAA servers.

Important!

When assigning a port to this interface, make sure you do not have any

conflicting services using this port.
Table 4-2 lists the configurabl e entities of this panel.

Table 4-2 Admin Interface Configuration panel-properties

Configurable Properties Description

Administration Address Sets the address for telnet connections to the built-in

admin interface. Default is‘127.0.0.1:9023'.

SSH Interface Configuration Panel

To go to the SSH Interface Configuration panel, click on the SSH Interface option from
the Policy Server data pane menu options on the left side. The SSH Interface
Configuration panel is displayed as shown in Figure 4-3.
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Policy Server tab

Figure 4-3 Policy Server-SSH Interface Configuration Panel
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Policy Server | Universal State Server | Configuration Sewerl

55H Interface Configurat

Specifies the canfiguration values for running the 55H Intetface, The 55H Interface allows you to administer the 8350
A& Servers from a secure connections using an 55H dient. This interface is automatically started when you run the 8950

AdA servers,

55H Address 5022 K|
Maximum Connections |10 ﬂ
Maximurn Authertications |3 ﬂ
Password Acthentication Alowed (+ Yes Mo Al
Default Encryption IaaleB-[h[ j ﬂ
Default Hash Ihmac-shal j ﬂ
Default Public Key Algorithm |ssh-dss j ﬂ
Key Exchange |d\fﬁe'hel\manrgmuplrshal j ﬂ

2|2

Save Close

The SSH Interface Configuration panel specifies the configuration values for running the
SSH interface. The SSH interface allows you to administer the 8950 AAA servers from
secure connections using an SSH client. Thisinterface is automatically started when you

run the 8950 AAA servers.

Table 4-3 lists the configurable entities of this panel.

Table 4-3 SSH Interface-Properties

Configurable Properties Description

SSH Address

Specifies the address and port the server listens to, default is
*:9022" and port number 0 means do not start the SSH at all.

Maximum Connections

Specifies the maximum number of simultaneous connections
against the SSH server at any given time. Entering a value of
0 disables the SSH Service.

Maximum Authentications

Specifies the maximum number of unsuccessful
authentication attemptsin arow that a user is permitted
before being kicked off.

Password Authentication
Allowed

Specifies that the password authentication is allowed.
Password forces a standard username and password login.

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Managing 8950 AAA Servers

Policy Server tab

Table 4-3 SSH Interface-Properties

Configurable Properties

Description

Default Encryption

Specifies the default encryption to use for connections if not
specified by the client.

Default Hash

Specifies the default hash algorithm to use for connections if
not specified by the client.

Default Public Key Algorithm

Specifies the default public key algorithm to use for
connections if not specified by the client.

Key Exchange

Specifies the key exchange configuration. Currently only
‘diffie-hellman-groupl-shal’ is supported.

RMI Registry Configuration Panel

The Remote Method Invocation (RM1) Registry property isused to set the port for running
the RMI Registry. The panel contains one field that contains the Registry Port that the
server uses for accepting connections from the SMT for retrieving statistical information
about statistics, counters, indices, and port status. This port is used to replicate data
between the primary and secondary state servers.

To go to the RMI Registry Configuration panel, click on the RM| Registry option from
the Policy Server data pane menu options on the left side. The RMI Registry
Configuration panel is displayed as shown in Figure 4-4.
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Policy Server tab

Figure 4-4 Policy Server-RMI Registry Configuration Panel
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The RMI Registry Configuration panel specifiesthe port for running the RMI Registry for
both secured and non secured. The RMI Registry isused to get statistical information from
the RADIUS Server and the StateServer from the SMT. It isaso used in StateServer
replication to synchronize the active sessions.

Table 4-4 lists the configurable entities of this panel.

Table 4-4 RMI Registry-Properties

Configurable Properties

Description

Registry Port

Specifies the Registry Port the server uses for
accepting connections from the SMT to retrieve
statistical information about statistics, counters,
indexes, and port status. This port is used to replicate
data between the primary and secondary state servers.
Default valueis*9099'.

Secure Registry Port

Same as Registry Port. Default valueis *9100’.

SMT and Server Certificates Panel

To go to the SMT and Server Certificates panel, click on the Certificates option from the
Policy Server data pane menu options on the left side. The SMT and Server Certificates
Configuration panel is displayed as shown in Figure 4-5.

365-360-001R6.0

Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.




Managing 8950 AAA Servers Policy Server tab

Figure 4-5 Policy Server-SMT and Server Certificates Panel
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The SMT and Server Certificates panel specifies the names of the certificate files to use
for secure connections (SSL) for RMI connections and communications between the
primary and secondary state servers for replication.

Table 4-5 lists the configurable entities of this panel.

Table 4-5 SMT and Server Certificates panel-Properties

Configurable Properties Description

Server Certificate File The server certificate file. Default fileis * server.pem’.

Trusted Certificates File The trusted certificates file. Default fileis
“trusted.pem’.

Lawful Intercept Properties Panel

To go to the Lawful Intercept Properties panel, click on the L awful I ntercept option from
the Policy Server data pane menu options on the left side. The Lawful Intercept Properties
panel is displayed as shown in Figure 4-6.
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Figure 4-6 Policy Server-Lawful Intercept Properties Panel
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The Lawful Intercept Properties panel specifies the configuration values for the policy

server lawful intercept service.

The Lawful Intercept service allows the interception of telecommunications by law
enforcement authorities (LEA’s) and intelligence services, in accordance with local law
and after following due process and receiving proper authorization from competent
authorities. Various countries have different rules with regards to lawful interception. In
the United states the law is known as CALEA, in CIS countries as SORM.

Table 4-6 lists the configurable entities of this panel.

Table 4-6 Lawful Intercept Properties Panel-Properties

Configurable Properties

Description

Lawful Intercept Address

Specifies the address for lawful intercept target
administrative messages. The value of zero (0)
disables the address.

SNMP Panel

The SNMP properties can configure the SNMP agent built into the 8950 AAA server.
8950 AAA acts as an SNMP agent counting events that it receives.
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To go to the Simple Network Management Protocol (SNMP) Properties panel, click on the
SNM P option from the Policy Server data pane menu options on the left side. The SNMP
properties panel is displayed as shown in Figure 4-7.

Figure 4-7 Policy Server-SNMP Properties Panel
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The SNMP properties panel specifies the configuration valuesfor the Policy server SNMP
agent. The SNMP agent allows the SNMP clients to retrieve statistical information about
request processing from the policy server through a Radius MIB.

If the SNMP addressis set to avalid non-zero address:port combination, the policy server
starts a SNMP agent listener on that address.

Table 4-7 lists the configurabl e entities of this panel.

Table 4-7 SNMP properties panel-Properties

Configurable Properties

Description

SNMP Address Specifies the port to listen to the SNMP requests on.
Entering avalue of ‘0" disables the listener. The SNMP
address defaults to zero (0).

Read Community Specifies the read community value that controls access

to read variables. The read community value defaults to
‘public’.
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Table 4-7 SNMP properties panel-Properties

Configurable Properties Description

Write Community Specifies the write community value that controls
access to write variables. The write community has no
default values.

System Contact Specifies the contact name of the SNMP agent.

System Name Specifies the name of the SNMP agent.

System Location Specifies the location of the SNMP agent.

Allow SNMP Version 1 If enabled, the policy server SNMP agent accepts
version 1.

Allow SNMP Version 2 C If enabled, the policy server SNMP agent accepts
version 2 C.

Allow SNMP Version 3 If enabled, the policy server SNMP agent accepts
version 3.

SNMP Version 3 Engine ID This value must be globally unique and is calculated by

the policy server upon start up using the proposed
algorithm in RFC-3411 asfollows:. Thefirst four octets
of the enginel D are set to the 8950 AAA enterprise
number ‘831" with the very first bit set to 1 (8000033f),
octet number 5is set to 01 to indicate an |Pv4 address
and finally octets 6 through 9 are set the servers |P
address. This addressis either the value of the server
property SNMP address, or if that address is wildcard
(*), the first non-loopback IPv4 address of the system.
Setting the SNMP V3 engine ID value explicitly will
disable the above algorithm and it is not recommended
unless absolutely necessary.

Database Configuration Panel

To go to the Database Configuration panel, click on the Database option from the Policy
Server data pane menu options on the left side. The Database Configuration panel is
displayed as shown in Figure 4-8.
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Figure 4-8 Policy Server-Database Configuration Panel
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The Database Configuration panel specifiesthe configuration valuesfor the built-in Derby
database. If the port is a non-zero, the database is automatically started when you run the
policy server.

Important! \When assigning ports to the database, make sure you do not have any
conflicting services using this port.

This panel aso specifies the configuration values for the built-in Hypersonic database.
The Hypersonic database is no longer enabled by default. It isonly available for backward
compatibility. If the port is a non-zero value, the database is automatically started when
you run the policy server.

Important! \When assigning ports to the database, make sure you do not have any
conflicting services using the port.

Table 4-8 lists the configurable entities of this panel.

Table 4-8 Database Configuration Panel-Properties

Configurable Properties Description

Derby Address Setsthe listen addressesfor Apache Derby database server.
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Table 4-8 Database Configuration Panel-Properties

Configurable Properties

Description

Derby System Home

Sets the location of the derby database files. Thisisthe
name of sub-directory under the 8950 AAA base
installation directory. Sets the derby.system.home Derby

property.

Derby Log level Setsthe 8950 AAA log level that messages from the Derby
database server will be logged.
Derby Severity Setsthelevel of the Derby messagesthat Derby will output

to our logging system. These messages are logged at the
Derby log level in the AAA logging system.

Enable Driver Trace

If enabled, the Derby driver level messages are logged in
the policy server log.

Hypersonic configuration entity detai

S

Hypersonic Address

Sets the listen addresses for the Hypersonic database
server.

Hypersonic Shutdown

Sets the shutdown mode for the database. NORMALL:
Checkpoints the database normally. IMMEDIATELY:
Equivalent to a poweroff or crash. COMPACT: Compacts
the tables, closes the log, and checkpoints the database.

Log File Size

Sets the maximum size (in megabytes) that the database
log file can reach before an automatic checkpoint occurs.

User Provisioning Panel

To go to the User Provisioning System panel, click on the User Provisioning option from
the Policy Server data pane menu options on the left side. The User Provisioning System
panel is displayed as shown in Figure 4-9.
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Figure 4-9 Policy Server-User Provisioning System Panel
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The User Provisioning system specifies the configuration values for the built-in User
Provisioning system. The connection information below specifies how and where the
provisioning system finds the database to manage the data.

Table 4-9 lists the configurable entities of this panel.

Table 4-9 User Provisioning System panel-Properties

Configurable Properties Description

Java JDBC Driver name The Java Jdbc driver name.

Java JDBC Connection URL The Java Jdbc connection URL.

Insert Database Information from.. Click thisto get alist of Database names that are
available from which you can select any of the
database type to insert the database information
from.

Radius Properties Panel

To go to the RADIUS Properties panel, click on the Radius Properties option from the
Policy Server data pane menu options on the left side. The Radius properties panel is
displayed as shown in Figure 4-10.
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Figure 4-10 Policy Server-RADIUS Properties Panel
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The RADIUS properties panel specifies the configuration values for the Policy server
when processing Radius requests.

Table 4-10 lists the configurable entities of this panel.

Table 4-10 Radius Properties panel-Properties

Configurable Properties | Description

Authentication Addresses Sets the listening addresses for authentication requests. This
value is acomma separated list of address.port values. If
addressis omitted, it isassumed to be *. If the port is omitted, it
defaultsto 1812. Default value is *:1645, *:1812. If this
property is not defined or set to zero (0) authentication requests
will not be processed.

Accounting Addresses Sets the listening addresses for accounting requests. This value
is acomma separated list of address:port values. If addressis
omitted, it isassumed to be *. If the port is omitted, it defaults
to 1813. Default value is*:1646, *:1813. If this property is not
defined or set to zero (0) authentication regquests will not be
processed.
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Table 4-10 Radius Properties panel-Properties

Configurable Properties

Description

Dynamic Authentication
Addresses

Sets the listening address for dynamic authentication requests.
Thisvalue isacomma separated list of address.port values. If
addressisomitted, itisassumed to be*. If the port is omitted, it
defaults to 3799.

Truncate Attributes at First
NUL

If enabled, attributes are truncated at the first NUL found in the
value. If disabled, the attribute values are not truncated. This
enables support for NAS devices that send NUL charactersin
their attributes.

Add NUL to string attributes

If enabled, aNUL is appended to the end of plain string
attributesin response reguests to the NAS. This enables support
for NAS devicesthat send NUL charactersin their attributes.

Check Duplicates

If enabled, the server checksto seeif the request received isa
duplicate of a previously received request. Duplicates are
detected by a combination of the Source I P, Source Port, and
Packet Authenticator. The default setting is true. This property
can be set on a per-client basis in the Client properties.

Check Authenticators

If enabled, the policy server checks the request authenticator
and if not verified, the request is dropped.

Discard request when error

If enabled, the policy server discards packets when a method
returns an error. If not enabled, the policy server rejects the
packet.

Max RADIUS packet size

Specifies the maximum RADIUS packet size that is allowed.
The default is 4096 bytes.

Receive buffer size for

Specifies the size of the system UDP receive buffer assigned to

RADIUS the local socket.

Send buffer size for Specifiesthe size of the system UDP send buffer assigned to the
RADIUS local socket.

Type of Service (Traffic Specifies the traffic class or type-of-service octet in the

Class) RADIUS IP header.

Response Cache Timeout
Enabled

If enabled, the policy server caches responses for the time
specified in the corresponding timeout property. If not enabled,
responses are not cached.
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Table 4-10 Radius Properties panel-Properties

Configurable Properties

Description

Response Cache Timeout

When responding to the RADIUS requests, the policy server
can remember (cache) the responses. If the responseis sent, but
lost and the NAS resends the same request, the policy server
can respond with the cached response and not have to process
the request again. This property sets how long the policy server
keeps cached entries before discarding them.

Diameter Properties Panel

365-360-001R6.0

To go to the Diameter Properties panel, click on the Diameter Properties option from the
Policy Server data pane menu options on the left side. The Diameter properties panel is
displayed as shown in Figure 4-11.

Figure 4-11

Policy Server-Diameter Properties Panel
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The Diameter properties panel specifies the configuration values for the Policy server
when processing Diameter requests.
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Table 4-11 lists the configurable entities of this panel.

Table 4-11 Diameter Properties panel-Properties

Configurable Properties

Description

Diameter Address

Sets the listen addresses for diameter requests. This
valueisacommaseparated list of address:port values. If
address is omitted, it isassumed to be *. If the port is
omitted, it defaults to 3868. Default value is *:3868. |If
this property is not defined or set to zero (0) diameter
reguests will not be processed.

Origin Realm Specifiesthe origin realm.

Origin Host Specifies the origin host. Useful when testing diameter
when no outside network connection is available.

Peer Socket Timeout Specifies the amount of time (in milliseconds) allowed

before generating a peer state machine ‘ Timeout’ event
as defined in RFC-3588, paragraph 5.6, during
connection establishment with aremote peer. Asan
example, when an initiating peer attempts to connect to
aremote peer in the Closed state, it starts atimer
simultaneously with the connection request being sent.
Then, in ‘Wait-Conn-Ack’, the state that follows Closed,
aTimeout event is generated if no other event intervenes
and the connection state is brought back to Closed while
noting the peer as unavailable.

Peer Idle Timeout

Specifiesthe timein millisecondsthe peer istimed out if
idle.

Peer Idle Holdoff

Specifies the time in milliseconds before a peer isfailed
back after being suspended (if it was failed over at the
time of suspension). Peers are getting suspended as a
result of an idle-timeout, either on the local side or by
the remote server requesting a connection shut down.
Without this time-out and no extended requests,
suspended peers would be kept in the failed over state
indefinitely if they were failed over when asked to
suspend.
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Table 4-11

Diameter Properties panel-Properties

Configurable Properties

Description

Device Watchdog Rate

The AAA Transport Profile document defines a
heartbeat mechanism for maintaining connection state
through the periodic exchange of ‘ Device-Watchdog'
messages between two peersin their connected state.
This parameter defines the average time (in
milliseconds) between transmissions of consecutive
‘Device-Watchdog-Request’ message. Note that the
timeisan average for thelocal server as arandom skew
is applied to the value for each emitted watchdog
request. The timer is also reset by other inter-peer
traffic.

Outstanding Diameter Request
Lifetime

Specifies how many milliseconds to keep an outbound
reguest pending without an answer beforeiit is discarded
and atime-out event is sent back to the policy engine.

Minimum Accepted Redirect Cache
Time

Specifies the minimum value accepted asareal valuein
a'Redirect-Max-Cache-Time' AVP in aDiameter
answer where result-code is set to DIAMETER-
REDIRECT-INDICATION. If ‘ Redirect-Max-Cache-
Time' islessthan thisvalue, the redirect indication is
treated the same as a DONT-CACHE Redirect-Host-
Usage indication.

Default Advertised Redirect Cache
Time

Specifies the default value in seconds inserted into a
locally generated redirect answer’s ‘ Redirect-Max-
Cache-Time' AVPif an explicit value is not defined by
the policy flow.

Maximum Redirect Traversal Depth

The diameter server builds up a graph that models the
received redirect indications as they are received
(example, if the host alphaindicated redirection to beta
and beta indicated redirection to gamma, the graph
would be alpha -> beta -> gamma.) This parameter
defines the maximum allowed depth of the redirection
graph before a message is considered undeliverable.

Maximum Route Attempts

Specifies the maximum number of unique peers that are
tried for routing of arequest before returning an answer
with DIAMETER_UNABLE_TO_DELIVER tothe
originator.

L ess Specific Route Fallback

Setting to true enables fall-back to less specific route
matching in the route table should all destinationsin the
current entry fail to accept the request.
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To go to the TACACS+ Properties panel, click on the TACACS+ Properties option from
the Policy Server data pane menu options on the left side. The Terminal Access Controller
Access-Control System Plus Properties panel is displayed as shown in Figure 4-12.

Figure 4-12 Policy Server-Terminal Access Controller Access-Control System Plus
Properties Panel
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The Terminal Access Controller Access-Control System Plus (TACACS+) Properties
panel specifies the configuration values for the policy server TACACS+ service.

TACACS+ is aremote authentication protocol that is used to communicate with an
authentication server commonly used in UNIX networks. TACACS+ allows aremote
access server to communicate with an authentication server in order to determine if the

user has access to the network.

Table 4-12 lists the configurable entities of this panel.

Table 4-12 TACACS+ Properties panel-Properties

Configurable Properties

Description

TACACS+ Address

Specifies the listener address that the policy server uses for
the TACACS+ service.
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Attribute Properties Panel

To go to the Attribute Properties panel, click on the Attributes option from the Policy
Server data pane menu options on the | eft side. The Attribute Properties panel is displayed
as shown in Figure 4-13.

Figure 4-13 Policy Server-Attribute Properties Panel
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The Attribute Properties panel specifies the configuration values that control how the
policy server handles RADIUS attributes. Place the mouse over each option to display
how it is used by the server.

Table 4-13 lists the configurable entities of this panel.

Table 4-13 Attribute Properties panel-Properties

Configurable Properties Description

Reveal Hidden Attributes Yes or No option. If enabled, attributes that are marked
as hidden in the dictionary are now displayed in the
packet trace.

Strict Attribute Encoding Yes or No option. If enabled, attributes that can’t be
encoded cause an exception. If not enabled attributes
that can’'t be encoded are skipped and not sent.
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Requests Properties Panel

To go to the Requests Properties panel, click on the Requests option from the Policy
Server data pane menu options on the left side. The Radius Request Properties panel is

displayed as shown in Figure 4-14.

Figure 4-14 Policy Server-Radius Request Properties Panel
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The Radius Request Properties panel specifies the configuration values that control how
the policy server handles RADIUS requests (packets). Place the mouse over each option to
display how it is used by the server.

Table 4-14 lists the configurable entities of this panel.

Table 4-14 Radius Request Properties panel-Properties

Configurable Properties

Description

Automatically Check Items

Yes or No option. If enabled, the policy server runs a
check item plug-in equivalent at the end of the method
chain.

Automatically Check Password

Yes or No option. If enabled, the policy server checks
the password to the end of the method chain. Thisis
similar to the AuthLocal plug-in.
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Table 4-14 Radius Request Properties panel-Properties

Configurable Properties Description

Automatically Check Leftovers Yesor No option. If enabled, the policy server rejectsa

request if there are check items | eft to be checked.

Automatically Remove Check Items | Yesor No option. If enabled, the policy server

removes check items as they are checked by plug-ins.

Yes or No option. If enabled, the policy server
compares the minimum session timeout with the
Time-of-Day value to decide whether to accept the
request.

Automatically Check Minimum
Session Timeout

Delimiters Panel
To go to the User Name Parsing Delimiters panel, click on the Delimiter s option from the

Policy Server data pane menu options on the left side. The User Name Parsing Delimiters
panel is displayed as shown in Figure 4-15.

Figure 4-15 Policy Server-User Name Parsing Delimiters Panel
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Save Close

The policy server allows parsing of the User-Name attribute into the Base-Name and

Realm attributes.
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The first property below lists all valid delimiters to split the User-Name attribute. All
delimiters are evaluated in the order they are entered. User-Name is searched character by
character from left to right for the match. The split is done on the first occurrence of the
delimiter.

Once amatch is found, the second property is used to determine which part of the User-
Name attributes is the Base-Name and which part is the Realm. If you specified a
delimiter in the second property that was used to parse the User-Name, it is parsed as
<Base-Name>[Delimiter]<Realm>. If nat, it is parsed as <Realm>[Delimiter]<Base-
Name>.

Table 4-15 lists the configurable entities of this panel.

Table 4-15 User Name Parsing Delimiters Panel-Properties

Configurable Properties Description

Realm delimiter characters List of charactersin search order to parse the user name
into auser and realm. By default, the realm is the left
hand value and the user is the right hand value, unless
the delimiter isfound in the ‘ Delimiters for realm on
right side’ value. The default when not specifiedis' @'.

Delimitersfor realm onright-hand | List of characters that mean the realm is the right hand
side value and the user isthe left hand value of the parsed
user name. Thislist should be a subset of the Realm
Delimiter characters. The default when not specified is

l@'ll

Timeout Properties Panel

To go to the Timeout Properties panel, click on the Timeouts option from the Policy
Server data pane menu options on the left side. The Timeout Properties panel is displayed
as shown in Figure 4-16.
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Figure 4-16 Policy Server-Timeout Properties Panel
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The Timeout properties panel specifies the configuration values for the Policy server
timeouts. A timeout is an amount of time to wait before an action is taken. Place the
mouse over each option to display how it is used by the server.

Table 4-16 lists the configurable entities of this panel.

Table 4-16 Timeout Properties Panel-Properties

Configurable Properties Description

Client Timeout Time, in milliseconds, to specify the amount of time the
policy server will wait before it discards the requests.
This should match the timeout set on your NAS client.

Dictionary Specifies the dictionary name to use for this client class
definition.
Minimum Session Timeout The policy server will reject any request that has a

session-time value | ess than the value specified by the
property. If reply.session-time is not set then no actionis
needed.

Session Time from Time-of-Day If enabled, the session time is the time remaining from
the Time-of-Day check item.
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Table 4-16 Timeout Properties

Panel-Properties

Configurable Properties

Description

Default Challenge Timeout

Default Challenge Timeout. Duration with default
timeunit in seconds.

Default Challenge Timeout Linger

Default challenge timeout linger. Duration with default
timeunit in seconds.

Default Continue Timeout

Default continue timeout. Duration with default timeunit
in seconds.

Default Continue Timeout Linger

Default continue timeout linger. Duration with default
timeunit in seconds.

Advanced Properties Panel

To go to the Advanced Properties panel, click on the Advanced option from the Policy
Server data pane menu options on the left side. The Advanced Properties panel is
displayed as shown in Figure 4-17.

Figure 4-17 Policy Server-Advanced Properties Panel
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Save Close

The Advanced properties panel reflects the advanced configuration properties. In most
circumstances, you will not need to change these val ues.
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Table 4-17 lists the configurable entities of this panel.

Table 4-17 Advanced Properties Panel-Properties

Configurable Properties

Description

Max Plug-insin Method Chains

Specifies the maximum number of plug-in
invocations for 1SPs. The default is 100.

Max number of waiting items

Specifies the maximum number of RADIUS items
that can be waiting to be processed by the policy
server. The default is 0, which means no limit.

Important! Setting thisto small numbers (for
example, lessthan 10) will greatly diminish server
performance.

TAOS Port Normalization

Specifies how to get the real NAS port number out
of the NAS port info. This should only be used if
your NASs are running TAOS.

Character Set for Encoding

Specifies the character set to use to encode string
attributesin requests.

Cache Data File

Specifiesthe file that contains the ‘ cache’ data
when using the ReadCache and WriteCache
plugins. If specified, the contents of the ‘cache’ is
written to thisfile on policy server shutdown and
read into the cache on policy server startup.

Cache NAS Routes

Yes or No option. Specifies whether NAS IP
address and Client |P address (proxy) are stored in
the NAS Routes cache.

NAS Routes Cache Name

Specifies the name of the cache to store NAS
Routes within the policy server.

Log By Item

Yes or No option. If enabled, the policy server
groups all messages of arequest together when the
messages arelogged. If not enabled, messages from
different requests could overlap in the log output.

HTTP Tota Connections

Sets the maximum number of concurrent HTTP
connections to make as a client.

HTTP Connection Timeout

Sets the timeout in milliseconds used when
retrieving an HTTP connection from the HTTP
connection manager. 0 means to wait indefinitely.
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Table 4-17 Advanced Properties Panel-Properties

Configurable Properties

Description

Send Error Ratio

Sets asimulated transmit error ratio for server.
When set to anon-zero value, RADIUS packets
transmitted from the work engine will be randomly
dropped. If set to one, al packets will be dropped.

Receive Error Ratio

Sets a simulated receive error ratio for server
RADIUS listeners. When set to a non-zero value,
RADIUS listener threads will randomly drop
received RADIUS packets. A value of onewill drop
al packets.

Wire Decode Map

Specifies how to read the request from the wire
(decode) into the policy server. If not specified,
‘${request.*}:=${*};" isused.

Usean ‘@' symbol to reference afile, example,
@filename.

Universal State Server tab

About the Universal State Server tab

The Universal State Server (USS) is an in-memory database optimized to track network-
resource usage. It interacts with the 8950 AAA server to maintain usage counts and
enforce resource limits within the network.

The Universal State Server tab allows you to configure the entities in the Universal State

Server.

To go to the Universal State Server panel, click on the Universal State Server tab in the
Server Properties navigation option. The Universal State Server propertiestab is displayed

as shown in Figure 4-18.
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USS Panel
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Figure 4-18 Universal State Server Properties Panel
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When you click on the Universal State Server tab option, by default, the Universal State
Server properties pandl is displayed as shown in Figure 4-18.

The Universal State Server properties panel specifies the configuration values for the
Universal State Server.

Table 4-18 lists the configurable entities of this panel.

Table 4-18 Universal State Server Panel-Properties

Configurable Properties Description

Accounting Start Timeout Specifies the time (in milliseconds) the Universal State
Server will wait for an accounting-start after recording

an access-accept for a particular port.

Session Timeout Specifies the time (in milliseconds) after which the

Universal State Server will mark a port asidle.

Inactive Timeout Specifies the time (in milliseconds) after which an
inactive session entry will be removed entirely. A value
of -1 disables the timeout and O firesimmediately. The

default value is -1 (disabled).
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Table 4-18 Universal State Server Panel-Properties

Configurable Properties

Description

Key Separator

Specifies the character that separates the key into two
parts for the creation of secondary indices. This
character should not appear in the values used to
construct the key (that is, the NAS-1P-Addressand NAS-
Port).

Session State Data File

Specifies afile to store the session state information. If
specified, the state server saves the session information
when it shuts down. When the state server isrestarted the
initial session information isread from thisfile.

Important! Thisfileisdeleted after read and created
each time the state server shuts down.

Universal State Server

LDAP interface information—Specifies the configuration values for the LDAP interface for the

LDAP Host Address

Specifies the listener address that the policy server uses
for the LDAP interface to the stateserver.

Replication Panel

To go to the Universal State Server Replication panel, click on the Replication option
from the Universal State Server data pane menu options on the left side.

The Universal State Server Replication panel has two tabs, the HA-USS tab and the
Advanced tab. By default, the HA-USS tab panel is displayed as shown in Figure 4-19.
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Figure 4-19 Universal State Server Replication Panel with HA-USS tab
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The HA-USS tab in the Universal State Server Replication panel specifies the values for
configuring the high-availability (replicated) universal state server (HA-USS).

Table 4-19 lists the configurable entities of this panel.

Table 4-19 Universal State Server Replication Panel-HA-USS tab properties

Configurable Properties

Description

Replication Role

Specifies the role of the stateserver on this server.

Primary Address

Specifies the host and address of the state server (the
embedded registry). On the secondary, this should be set
to the primary host name, and on the primary can be
either “localhost” or the primary host name. If anon-
default port is desired, specify it as localhost:9089.

Secondary Address

Specifies the host and address of the state server (the
embedded registry) to usein an replicated USS Address
Manager configuration. On the primary, this should be
set to the secondary host name. If anon-default port is
desired, specify it aslocalhost:9089.
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Table 4-19 Universal State Server Replication Panel-HA-USS tab properties

Configurable Properties

Description

Use Secure Connections

Yes or No option. Specifies to use secure connections
(SSL) for registry connections and communications
between the primary and secondary state servers.

Communication Interval

Specifies how often (in milliseconds) that the state
server communicates with the primary state server.

Discovery Retries

Specifies the number of timesto attempt to find the
primary state server.

Discovery Retry Time

Specifies the time (in milliseconds) to wait between
each failed attempt to find the primary state server.

Registry Timeout

Specifies the maximum amount of time (in
milliseconds) to allow before aremote registry access
aborts the attempt.

Primary Hold Off time

Specifies the amount of time (in milliseconds) that the
primary will wait to receive updates from the secondary.
This only occurs when the primary shuts down and is
restarted.

On the Universal State Server Replication panel, click on the Advanced tab. The
Advanced tab panel is displayed as shown in Figure 4-20.
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Figure 4-20 Universal State Server Replication Panel with
Advanced tab
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The Advanced tab in the Universal State Server Replication panel specifies the advanced
properties of the HA-USS. In most circumstances these properties will not need to be
changed.

Table 4-20 lists the configurable entities of this panel.

Table 4-20 Universal State Server Replication panel-Advanced tab properties

Configurable Properties Description

Minimum Update Threads Specifies the minimum number of worker
threads per replication update queue.

Maximum Update Threads Specifies the maximum number of worker
threads per replication update queue.

Maximum Update Push Specifies the maximum number of USS
entries to push to a secondary in asingle
RMI call.

Maximum Secondary Fetch Specifies the maximum number of USS
entries for the primary to fetch from the
secondary in asingle RMI call during
reconciliation.
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Table 4-20 Universal State Server Replication panel-Advanced tab properties

Configurable Properties

Description

Minimum Flow Entries

Sets the minimum number of entriesin the
primary replication queue before plug-in
flow control enables.

Entries per Millisecond

Used to compute the flow control delay time
for the stateserver plug-in.

Attribute Counters Panel

To go to the Attribute Counters panel, click on the Attribute Counters option from the
Universal State Server panel menu options on the left side. The Attribute Counters panel is

displayed as shown in Figure 4-21.

Figure 4-21 Universal State Server-Attribute Counters
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Attribute County

specifies the list of attributes that the Universal State Server counts, Each attribute is either counted when an authentication
packet is received or when an accounting stark packet is received.

To specify that the attribute be counted at authentication, select Access as its type, Select bype Accourting to count the
attribute at accounting start,

EIEELR

Attribute ko Count Type
User-Ream Access
Called-Station-Id Access
Pulicy Access

Save Close

The Attribute Counters panel specifiesthe list of attributes that the Universal State Server
counts. Each attribute is either counted when an authentication packet is received or when
an accounting start packet is received.

To specify that the attribute be counted at authentication, select Access asits type. Select
the type Accounting to count the attribute at accounting start.
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Indices Panel

365-360-001R6.0

A tableisdisplayed that lists the attributes to count and specifies the type of the attribute.
Four action buttons are also displayed above the table that allows you to perform the
actions specified in Table 4-21.

Table 4-21 Universal State Server-Attribute Counters

Action Buttons Description
Inserts arecord.
(4
Edits the selected record.

o
8
=

Deletes the selected record.

Deletes all the records.

To go to the Indices panel, click on the I ndices option from the Universal State Server
panel menu options on the left side. The Indices panel is displayed as shown in
Figure 4-22.
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USSv2 panel

Figure 4-22 Universal State Server-Indices
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The Indices panel specifies the attributes that the Universal State Server creates an index
for. The USS uses each index to track the resources of the attribute. Use the ‘index’ admin
command in the Admin Interface panel to list resources for a given attribute.

Important! Each index added affects the performance and memory usage of the
USS.

The Indices panel showsthe existing Attributesin the Universal State Server in one side of
the panel and allows you to select and add any of these attributes to the Defined Indices
window using the action arrow buttons in between these windows. You can choose to add
an item, delete selected record, or delete all records from the Defined Indices window.

To go to the State Server version 2 panel, click on the USSv2 option from the Universal
State Server data pane menu options on the left side. The State Server version 2 panel is
displayed as shown in Figure 4-23.
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Figure 4-23 State Server version 2 Panel
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The State Server version 2 panel specifies the values for configuring the version 2 of the

universal state server.

Table 4-22 lists the configurable entities of this panel.

Table 4-22 State Server version 2 panel properties

Configurable Properties

Description

Replicated Server Timeout Specifies the amount of time the replication
queue is kept active after areplicated server has
gone down.

Heartbeat Time Specifies the amount of time between heartbeat
transmissions.

Heartbeat Skip Specifies the number of missing heartbeats

before a connection to areplicated server is
considered down.

Bucket Load Factor

Specifies the maximum number of heartbeat
intervals of outstanding buckets before
replication is halted and areconciliation is
prepared.
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Table 4-22 State Server version 2 panel properties

Configurable Properties Description

Idle Ack Rate When remote ack rate per heartbeat interval
drops below thislimit a prepared reconciliation
is started.

Merge Pool Size Specifies the number of threads servicing

inbound replication.

Replicator Pool Size Specifies the number of threads servicing
outbound replication.

Configuration Server tab

About the Configuration Server tab

The Configuration Server tab alows you to configure the entities in the Configuration
Server.

To go to the Configuration Server panel, click on the Configuration Server tab in the
Server Properties navigation option. The Configuration Server panel is displayed as shown
in Figure 4-24.
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Figure 4-24 Configuration Server Panel
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The Configuration Server panel specifies the properties used by the configuration server.
The configuration server is used by the Server Management Tool to configure a server
from aremote location. These properties are |loaded each time the configuration server
starts. Any changes to these properties will take effect the next time you start the
configuration server and log into the SMT.
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Table 4-23 lists the configurable entities of this panel.

Table 4-23 Configuration Server Panel properties

Configurable Properties Description

Administration Address Specifies the TCP/I P address on which the Admin interface
listens for connections. The addressisin the form of a
hostname (or “*") followed by a colon, followed by the port
number. The hostname must be a name that correspondsto a
local interface on the machine, or the value “*”, which
represents all local interfaces. The default value for this
property is*“*.9020".

SSH Address Specifies the address and port the server listens to, default is
“*:9021” and aport number of 0 means do not start SSH at all.

Registry Port Defines the port to be used when creating an RMI registry.
Normally, an RMI registry is already running at the address
specified. However, if there is no registry, the configuration
server will try to create one on the local host. By default, it
uses the RMI port 9097 to do this, but this property enables
another port to be used if necessary.

Secure Registry Port Secure registry port.

Log File Name Specifies the name of the file in which configuration server
writes messages and errors. Thefile‘config.log’ isthe default
log file name.

Level of Messagesto Log Specifiesthelevel (or debug level). The level determines what

type of messages the configuration server to the log file. By
default, the configuration server logs at ‘info’ level.

END OF STEPS
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5

Configuring 8950 AAA
Client Properties

Overview

Purpose

This chapter discusses the process of configuring clients (NASs or other access points)
with the 8950 AAA Server Management Tool. Use the Clients panel to identify the clients
with whom your 8950 AAA server communicates during request processing. Refer to
your client product documentation for information specific to its configuration options.

The following topics are included in this chapter:

Configuring Clients 5-2

The Radius Clients tab 5-4

The Diameter Peerstab 5-8

The TACACS+ Clients tab 5-11

The Client Classes tab 5-14
Introduction

365-360-001R6.0

Upon receiving a RADIUS request, 8950 AAA must first determine that the request is
from an authorized RADIUS client. The source of the request is validated before the
request is accepted for processing. The server uses the source | P address or domain name
of the data packet to locate client information stored in a special 8950 AAA file called the
clientsfile. The clientsfile is maintained using the Clients panel of the SMT. Messages
from unknown clients are logged and then discarded.
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Configuring Clients

About Configuring Clients

A RADIUScclient (NAS or other resource with RADIUS client capabilities) passes session
information to designated RADIUS servers and acts on the response returned. The 8950
AAA server must have the following information for each client that sends RADIUS
requests to the server:

« |P address or domain name of the client
» A shared secret used between the server and the client

Important! Do not add entries for remote servers that will receive requests provided
from the 8950 AAA server unless requests are aso received directly from this remote
server.

Using the SMT to Configure Clients

This section describes how to configure 28950 AAA client. The specific procedure that
follows lists steps to modify an existing client using the Server Management Tool. For
information about running the SMT, please refer to “ Starting the Server Management
Tool”.

1. Select Clients/Peer s from the Configuration Tools folder on the Navigation pane, as
shown in Figure 5-1.

Figure 5-1 Navigation Pane-Clients/Peers option

& Configuration Tools A The

+ Server Properties Clients/Peers
+ Clients | Peers <eg———— option in the
+ Realm Routing Table Navigation pane

+ Remaote Configuration

+ PolicyFlow Editor

+ US5w2 Configuration

+ 3950 Add Operatars

+ Simple Address Manager
+ U35 Address Manager

Result: The 8950 AAA client/peer panel is displayed as shown in Figure 5-2.
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Figure 5-2 The 8950 AAA SMT-Clients/Peers panel

Server Panel Edit Window Help =15 x
= = - | 2 A - | i1l &l 2 =
| #le e | Eim|Cla[B[=] 2] % [m|m]a|a] %] s[=] ]2 |8
% Configuration Tools & Clients | Peers Information. Click button to expand. . =l
+ Server Praperties B Radius Clients (151 | () Diemeter Peers (15) | (@) TACACS+ Clients 115) | 7 Client Classes |
+ Clients | Peers | | | | | | |
+ Realm Routing Table el A=l @)%
+ Remate Canfiguration Client IP Address or Host Shared Secret Client Classes & Attributes

+ PalicyFlow Editar
~ Lis5v2 Corfiguration
s

Save Reload Close

The Clients/Peer s panel (Figure 5-2) contains four tabs as following:
« RadiusClients

« Diameter Peers

« TACACS+ Clients

« Client Classes

When you click on the Clients/Peer sin the navigation pane, by default, the Radius Clients
tab is displayed as showed in Figure 5-2. Click on the other tabs like the Diameter Peers
tab, the TACACS+ Clientstab, and the Client Classes tab to display information related to
that screen. The following sections in this chapter explain each of these tabs in detail.

Using the Client/Peers SMT Action buttons

The Client/Peer s menu bar also consists of a set of Action Buttons that appear at the top
of the 8950 AAA client/peer panel, as shown in Figure 5-2.

The Action buttons are as shown in Figure 5-3.

Figure 5-3 Client/Peers-Action buttons
B & e|x|la| | ¥

You can perform the following actions using these action buttons:

* Insert arecord
» Edit selected record
» Deéelete salected record

365-360-001R6.0 5-3
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» Déeetedl records

« Makeacopy of selected record
« Move selected record up
« Move selected record down

The Radius Clients tab

You can perform any of the required actions using these action buttons.

The Radius Clients tab

Radius Clients tab

The Radius Clientstab displays information about Radius Clients in different columns.
Table 5-1 displays the Radius Clients tab information.

Table 5-1 Client/Peers SMT-Radius Clients tab information

Column Name

Description

Client IP Address or Host

The client | P address, host name, or Fully Qualified
Domain Name (FQDN).

Shared Secret

The secret key shared between the 8950 AAA server
and the client. The shared secret must be entered
exactly the same way on both the 8950 AAA and the
client. Errorsin entering the secret key is one of the
most common causes of 8950 AAA configuration
problems.

Client classes & Attributes

This section shows the names of any Client Classes
to which this client has been assigned. In addition,
any properties (specific Attribute Value Pairs (AV Ps)
assigned to the client are displayed. If it contains
#default then there are no assigned classes or
attributes for the client.

To go to the Radius Client Properties panel, click on the @ action button. The Radius
Client Propertiespanel is displayed as shown in Figure 5-4. This panel allowsyou to add
or insert records to the Radius Client Properties. The Radius Client Properties panel, as
shown in Figure 5-4, has the following three tabs:

« TheRadius Client Propertiestab that allowsto add a record.
« TheClient Classesand Attributestab that allows to select the required client option.
« The Comment tab that allows to enter necessary comments.

365-360-001R6.0
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The Radius Clients tab

Using the Radius Client Properties tab to Add a record

The Radius Client Propertiestab allows you to add arecord and enter information in the

required fields as shown in Figure 5-4.

Figure 5-4 The Radius Client Properties-Add record panel

i
Radius Client Properties | & # Client Classes & Attributes | Comment |
# Client IP Address or Host I
# Shared Secret |
Dickionary I =zunspecified= ;I
TADS Pork Mormalization I <unspecified = LI
Authenticaton Tirmeout | _I
Accounking Timeouk I _I
Character Set For Encoding | =<Server Default File Encoding = LI
Truncate attributes at First MUL % Yes Mo ]
Add MUL to String Atkributes i ¥es ¢ Mo _1|
Check Duplicates = ¥es Mo ]
Check Authenticators I Auko LI _1'

ok I Cancel I

Table 5-2 explains each of these fields and the field descriptions.

Table 5-2 Radius Client Properties

Field Name Description

Client IP Address or Host Specifies the Domain name, IP Address, range of IP
addresses, or a CIDR block of addresses.

Shared Secret Shared secret between Policy server and client.

Dictionary This section shows the names of any Client Classes
to which this client has been assigned. In addition,
any properties (specific Attribute Value Pairs
(AVPs) assigned to the client are displayed. If it
contains #default then there are no assigned classes
or attributes for the client.

TAOS Port Normalization Specifies how to get the real NAS port number out
of the NAS port info. This should only be used if
your NASs are running TAOS.
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Table 5-2 Radius Client Properties

The Radius Clients tab

Field Name

Description

Authentication Timeout

Specifiesthetime, in milliseconds, the Policy server
will wait before it discards authentication requests.
This overrides the Client Timeout value for
authentications only.

Accounting Timeout

Specifies the time, in milliseconds, the Policy server
will wait beforeit discards accounting requests. This
overrides the Client Timeout value for accounting
requests only.

Character Set for Encoding

Specifies the character set to use to encode string
attributes in requests.

Truncate Attributes at First NUL

Yesor No option. If enabled, attributes are truncated
at the first NUL found in the value. If disabled, the
attribute values are not truncated. This enables
support for NAS devices that send NUL characters
in their attributes.

Add NUL to String Attributes

Yes or No option. If enabled, aNUL is appended to
the end of plain string attributes in response requests
to the NAS. This enables support for NAS devices
that send NUL charactersin their attributes.

Check Duplicates

Yes or No option. If enabled, the server checksto
seeif the request received is aduplicate of a
previously received request. Duplicates are detected
by a combination of the Source IP, Source Port, and
Packet Authenticator. The default setting is true.
This property can be set on a pre-client basisin the
Client Properties.

Check Authenticators

The drop-down list box displays the Auto, On, or
OFF options. If enabled, the Policy server checks
the request authenticator and if not verified, the
request is dropped.

Using the Client Classes & Attributes tab in Radius Client Properties panel

The Client Classes & Attributesisone of the tabsin the Radius Client Properties
Panel. This panel allows you to perform the following actions using the action buttons:

* Insert Row Wizard
* Insert arecord
» Edit selected record

365-360-001R6.0
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« Delete selected record
« Deleteadl records
« Makeacopy of selected record
« Move selected record up
» Move selected record down

You can perform the following actions using these action buttons:

1. Thelnsert Row Wizard action button displays the Alcatel-L ucent Clientsdialog, as
displayed in Figure 5-5.

Figure 5-5 The Lucent Clients Dialog-Add record panel
x|

Select the bype of Lucent client below, Then configure the options For that type of client. Once
configured, click OK, and the appropriate predefined client class is selected.

& r
‘rhat Radius Compatibility Mode is set on the client? I old vl
[~ The Client System Profile has 'Mew-Mas-Port-Id-Format=yes'

= MAX TNT Client
What Fadius Compatibility Mode is set an the client? lﬂ
™| The Client Systern Prafile has Mew-Mas-Port-Id-Format=yes'
I~ | The Client Contains an Analog Maden Card
" APX Client
‘ihat Radius Compatibility Mode s set an the client? Iﬂ
I~ | AP s & model Bk

(" Other Lucent Clients

Select this aption if your client is a Lucent device such as a SpringTide client, a Residential
Gateway client, or another client not listed above, The default dient class handles these tbypes
of clients,

Cancel |

This panel alows you to select the type of the Alcatel-Lucent client. Select the
required client and select the configuration optionsfor that type of client and click OK.
The appropriate predefined client class is selected.

2. Thelnsert arecord action button displays the Client Classes and Attributes dialog,
Figure 5-6.
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Figure 5-6 The Client Classes and Attributes dialog-Add record panel
zl

kaos-old
tans-16
Qichat

" Custom Client Class

" Attribute and Yalue

Attribute | 5aPP-Associsted-Identities i’
3GPP-Camel-Charaing-Info
3GPP-CE-Address
3EPP-CE-IPvE-Address
3GPP-Charging-Characteristics
3GPP-Charging-Id
3GEPP-Charging-Information

3GPP-Confidentiality-Key =l
Yalue
e |

3. Thispane allowsyou to select the Client Classes and Attributes from either alist of
Predefined Client Class, or alows you to add a Custom Client Class, or alows you to
select/add the Attribute and value from the list.

4. The other action buttonsin this panel allows you to perform the other required actions
on the record(s).

Using the Comment tab in Radius Client Properties panel

The Comment tab is one of the tabs in the Radius Client Properties Panel. Thistab
allows you to add any comments about the Radius Client Properties panel.

The Diameter Peers tab

Diameter Peers tab
The Diameter Peerstab displays information about Diameter Peersin different columns.
Table 5-3 displays the Diameter Peer stab information.

Table 5-3 Client/Peers SMT-Diameter Peers tab Properties

Column Name Description
Peer Name Host name of the peer system to which the current reply server
interacts.
Server Address The Host IP Address.
L T
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Table 5-3 Client/Peers SMT-Diameter Peers tab Properties

Column Name Description

Admin State The state of the diameter server.

Tls The Transport Layer Security (TLS). Thisisto secure the diameter
Server.

Client Classes and The names for additional attributes. Thisincludes Client Classes

Attributes and other dictionary attributes and values.

This section shows the names of any Client Classes to which this
client has been assigned. In addition, any properties (specific
Attribute Value Pairs (AV Ps) assigned to the client are displayed.
If it contains #default then there are no assigned classes or
attributes for the client.

To go to the Peer Entry panel, click on the E‘ action button. The Peer Entry panel is
displayed as shown in Figure 5-7. This panel allows you to add records to the Diameter
Peer s or the Peer Properties panel. The Peer Entry panel, as shown in Figure 5-7, has
the following three tabs:

e The Peer Propertiestab that allowsto add a record
« TheClient Classes and Attributestab that allows to select the required client option
« The Comment tab that allows to enter necessary comments

Using the Peer Properties tab to Add a record

The Peer Propertiestab alows you to add arecord and enter information in the required
fields as shown in Figure 5-7.
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The Diameter Peers tab

Figure 5-7 The Peer Properties panel
x|

Peer Properties I W ! Client Classes & Attribukes I Commenkt I

# Pecr Name I

Server Address I

Admin Skate I Do vI 4 I
LS ) ¥es 4]
Dickionary I <unspecified = v|
Diameter Charset | 3359_1 -
Server Certificate File I

35L Private Key Fassword I

Truskted Certificates File I

Cancel I

Table 5-8 explains each of these fields and the field descriptions.

Figure 5-8 Peer Properties panel-Properties

Field Name Description

Peer Name Specifies the name of the peer.

Server Address Specifies the fully qualified domain name or the IP
address of the peer.

Admin State Specifies the admin state for the peer.

TLS Yes or No option. Select Yes to encrypt the packets.

Dictionary Specifies the dictionary name to use for this client

class definition.

Diameter Charset

Specifies the default character set to use for
character based Diameter AVP values which are
lacking a defined encoding.

Server Certificate File

Server Certificate File that is used to configure TLS
parameters.

SSL Private Key Password

Specifies the SSL Private Key Password used to
secure connections over RMI. See SSL
Configuration of the Server Properties panel for
more information.

Trusted Certificates File

Trusted Certificates File that are used to configure
TLS parameters.
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Using the Client Classes & Attributes tab in the Peer Entry panel

The Client Classes & Attributesisone of the tabsin the Peer Entry Panel. This panel
allows you to perform the following actions using the action buttons:

Insert arecord

Edit selected record

Delete selected record

Delete all records

Make a copy of selected record
Move selected record up

Move selected record down

You can perform any of the required actions using these action buttons.

1. Thelnsert arecord action button displays the Client Classes and Attributes panel.

This panel alows you to select the Client Classes and Attributes from either alist of
Predefined Client Class, or alows you to add a Custom Client Class, or alows you to
select/add the Attribute and value from the list.

The other action buttonsin this panel allows you to perform the other required actions
on the record(s).

Using the Comment tab in the Peer Entry panel

The Comment tab is one of the tabs in the Peer Entry Panel. Thistab allows you to add
any comments about the Peer Entry panel.

The TACACS+ Clients tab

TACACS+ Clients tab

The TACACS+ Clientstab displays information about TACACS+ Clientsin different
columns.

Table 5-4 displays the TACACS+ Clientstab information.

Table 5-4 TACACS+ Clients tab-Properties

Column Name Description

Client IP Address or Host The client IP address, range of |P address, host
name, Fully Qualified Domain Name (FQDN), or
Classless Inter Domain Routing (CIDN) block
address. CIDN is another format of writing |P
address.
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Table 5-4 TACACS+ Clients tab-Properties

Column Name Description

Shared Secret The secret key shared between the 8950 AAA server
and the client. The shared secret must be entered
exactly the same way on both the 8950 AAA and the
client. Errors in entering the secret key is one of the
most common causes of 8950 AAA configuration
problems.

Client classes & Attributes This section shows the names of any Client Classes
to which this client has been assigned. In addition,
any properties (specific Attribute Value Pairs (AV Ps)
assigned to the client are displayed. If it contains
#default then there are no assigned classes or
attributes for the client.

To go to the TACACS+ Client Properties pandl, click on the E‘ action button. The
TACACS+ Client Properties panel is displayed as shown in Figure 5-9. This panel
allows you to add records to the TACACS+ Clients panel. The TACACS+ Client
Properties panel, as shown in Figure 5-9, has the following three tabs:

« The TACACS+ Client Propertiestab that allowsto add arecord
« TheClient Classes and Attributestab that allows to select the required client option
« The Comment tab that allows to enter necessary comments

Using the TACACS+ Client Properties tab to Add a record

The TACACS+ Client Propertiestab allowsyou to add arecord and enter information in
the required fields as shown in Figure 5-9.
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Figure 5-9 The TACACS+ Client Properties panel
x|

TACACS+ Client Properties I W' f Client Classes & Attributes I Commenk I

# Client IP Address or Hosk |

# Shared Secret |

=4 I Cancel I

Table 5-10 explains each of these fields and the field descriptions.
Figure 5-10 TACACS+ Client Properties panel-Properties

Field Name Description

Client IP Address or Host Specifies the Domain name, IP Address, range of IP
addresses, or a CIDR block of addresses.

Shared Secret Shared secret between Policy server and client.

Using the Client Classes & Attributes tab in the TACACS+ Client Properties panel

The Client Classes & Attributesisone of the tabsin the TACACS+ Client Properties
Panel. This panel allows you to perform the following actions using the action buttons:

e Insert arecord

« Edit selected record

« Delete selected record

« Deleteadl records

« Makeacopy of selected record
« Move selected record up

» Move selected record down

You can perform any of the required actions using these action buttons.
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1. Thelnsert arecord action button displays the Client Classes and Attributes panel.
This panel alows you to select the Client Classes and Attributes from either alist of
Predefined Client Class, or alows you to add a Custom Client Class, or alows you to
select/add the Attribute and value from the list.

2. Theother action buttonsin this panel alows you to perform the other required actions
on the record(s).

Using the Comment tab in the TACACS+ Client Properties Entry panel

The Comment tab is one of the tabs in the TACACS+ Client Properties Panel. Thistab
allows you to add any comments about the TACACS+ Client Properties panel.

The Client Classes tab

Client Classes tab
The Client Classestab displays information about Client Classes in different columns.
Table 5-11 displays the Client Classes tab information.

Figure 5-11 Client Classes tab-Properties

Column Name Description

Client Class The dias name for the client definition class.

Dictionary Specifies the dictionary name to use for this client
class definition.

Time Zone Time zone where the NAS client is located.

Client Timeout Time in milliseconds, to specify the amount of time

the Policy server will wait before it discards the
reguests. This should match the timeout set on your
NAS client.

To go to the Client Class Properties panel, click on the @ action button. The Client
Class Properties panel is displayed as shown in Figure 5-12.
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The Client Classes tab

Figure 5-12 The Client Class Properties panel-Properties tab

T Client Class x|
Froperties I Protacol Specific | Custom | Camment |
Use the Following to configure the properties of a Client Class. The label on the right side indicates the
walue to be used if the client property is nok specified. These walues are From the Server Properties panel.
+ Client Class |
Client Timeout | | [1o=
Dickionary: | =unspecified= = | | #default
Dictionary For Authentication I =unspecified = ;I
Dictionary For Accounting I <unspecified = ;I
Realm delimiter characters | [a
Delimiters For realm on right-hand side I | (=]
Automatically Remove Check Ikems i* Yes i Mo Yes
Session Time Fram Time-of-Day i ¥es (& Mo | [oT=)
Minimum Session Timeouk I = I | Os
Time Zone I =Serwer Time Zones > ;I
‘Wire Decode Map = I | COrne: =

o]

Cancel

This panel has four tabs as following:

Properties tab
Protocol Specific tab
Custom tab
Comment tab

Using the Properties tab in the Client Class Properties

In the Client Class Properties panel, by default, the Propertiestab is displayed as shown
in Figure 5-12.

The Propertiestab is used to configure the properties of a Client Class. The label on the
right side indicates the value to be used if the client property is not specified. These values
are from the Server Properties panel.

Table 5-5 explains each of the fields and field descriptions that are displayed in the
Properties pandl.

Table 5-5 Client Classes tab information

Field Name

Description

Client Class

The alias name for this client class definition.

Client Timeout

Time, in milliseconds, to specify the amount of
time the Policy server will wait before it discards
the requests. This should match the timeout set on

your NAS client.
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Table 5-5 Client Classes tab information

Field Name Description

Dictionary Specifies the dictionary name to use for this client
class definition.

Dictionary for Authentication Specifies the dictionary to use for authentication
requests. This overrides the Client Dictionary
value for authentications only.

Dictionary for Accounting Specifies the dictionary to use for accounting
records. Thisoverridesthe Client Dictionary value
for accounting only.

Realm delimiter characters List of charactersin search order to parse the user
name into a user and realm. By default, the realm
isthe left hand value and the user is the right hand
value, unless the delimiter isfound in the
‘Delimitersfor realm onright side’ value. The
default when not specified is‘/@'.

Delimiters for realm on right-hand side List of characters that mean the realm is the right
hand value and the user is the left hand value of
the parsed user name. This list should be a subset
of the Realm Delimiter characters. The default
when not specifiedis' @'.

Automatically Remove Check Items Yes or No option. If enabled, the Policy server
removes Check Items as they are checked by plug-
ins.

Session Time From Time-of-Day Yes or No option. If enabled, the sessiontime is
the time remaining from the Time-of-Day check
item.

Minimum Session Timeout The Policy server will reject any request that hasa
session-Time value less than the value specified by
the property. If reply.Session-Time is not set then
no action is needed.

Time Zone Time zone where the NAS client is | ocated.

Wire Decode Map Specifies how to read the request from the wire
(decode) into the Policy server. If not specified,
‘${request.*}:=H{*};’ isused.
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The Client Classes tab

Using the Protocol Specific tab in the Client Class Properties

To configure the Protocol Specific properties of a Client Class, click on the Protocol
Specific tab in the Client Class Properties panel. The Protocol Specific tab is displayed

as shown in Figure 5-13.

Figure 5-13 The Client Class Properties-Protocol Specific tab

A Client Class Properties

Properties Protocol Specific | Custom | Comment |

=]

Use the Following to configure the protocol specific properties of a Client Class. The label on the right side
indicates the walue ko be used iF the property is not specified. These walues are From the Serwver Properties
panel.
Radius Specific Properties
Truncate Attribubes ak First RUL - €5 Y82 Mo Ves
Add MUL ko String Attributes " ¥es (% Mo [re
TAOS Pork Mormalization I =unspecified= LI | ofF
Characker Sek For Encoding I =Server Default File Encoding = ;I | S559_ 1
Authenticaton Timeout I LI
Accounting Timeout I _I
Response Cache Timeout Enabled ©* Yes ¢ Mo Ves
Response Cache Timeout I :I | A0s
Check authenticators I <unspecified = LI | Auto
Check Duplicates i ¥es Mo Ves
Diameter Specific Properties
Diameter Charset I <=Serwver Default File Encoding = LI

(=19 I Cancel I

The Protocol Specific tab is used to configure the protocol of a Client Class. The label on
the right side indicates the value to be used if the property is not specified. These values

are from the Server Properties panel.

Table 5-14 explains each of the fields and field descriptions that are displayed in the

Protocol Specific tab.

Figure 5-14 The Client Class Properties-Properties tab information

Field Name Description

Radius Specific Properties

Truncate Attributes at First NUL Yes or No option. If enabled, attributes are truncated
at the first NUL found in the value. If disabled, the
attribute values are not truncated. This enables
support for NAS devices that send NUL characters
in their attributes.

Add NUL to String Attributes Yes or No option. If enabled, a NUL is appended to
the end of plain string attributesin response requests
to the NAS. This enables support for NAS devices
that send NUL charactersin their attributes.
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Figure 5-14 The Client Class Properties-Properties tab information

Field Name Description

TAOS Port Normalization Specifies how to get thereal NAS port number out of
the NAS port info. This should only be used if your
NASs are running TAOS.

Character Set for Encoding Specifies the character set to use to encode string
attributes in requests.

Authentication Timeout Specifies the time, in milliseconds, the Policy server
will wait before it discards authentication requests.
This overrides the Client Timeout value for
authentications only.

Accounting Timeout Specifies the time, in milliseconds, the Policy server
will wait before it discards accounting requests. This
overrides the Client Timeout value for accounting
requests only.

Response Cache Timeout Enabled Yes or No option. If enabled, the Policy server
caches responses for the time specified in the
corresponding timeout property. If not enabled,
responses are not cached.

Response Cache Timeout When responding to RADIUS requests, the Policy
server can remember (cache) the responses. If the
response is sent, but lost and the NAS resends the
same request, the Policy Server can respond with the
cached response and not have to process the request
again. This property sets how long the Policy Server
keeps cached entries before discarding them.

Check Authenticators If enabled, the Policy server checks the request
authenticator and if not verified, the request is
dropped.

Check Duplicates Yesor No option. If enabled, the server checksto see

if the request received is a duplicate of a previously
received request. Duplicates are detected by a
combination of the Source IP, Source Port, and
Packet Authenticator. The default setting is true.
This property can be set on apre-client basisin the
Client Properties.

Diameter Specific Properties
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Figure 5-14 The Client Class Properties-Properties tab information

Field Name Description

Diameter Charset Specifies the default character set to use for
character based Diameter AV P values which are
lacking a defined endcoding.

Using the Custom tab in the Client Class Properties

To use the other client attributes or customized properties of a Client Class, click on the
Custom tab in the Client Class Properties panel.

The Custom tab is displayed with a set of action buttons under the Other Client
Attributes section.

The Custom tab also alows you to perform the following actions using the action buttons:

Insert arecord

Edit selected record

Delete selected record

Delete all records

Make a copy of selected record
Move selected record up

Move selected record down

You can perform any of the required actions using these action buttons.

To add or Insert arecord to the Client Class Properties panel, click on the E‘ action
button. The Attribute Properties panel is displayed as shown in Figure 5-15.
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Figure 5-15 The Client Class Properties-Custom tab
<

Prc\pertiesl Protocol Specific. Cuskom I Commentl
Other Client Attributes

& & == @] ] 2|
|

Use the Following to specify an attribute and it's value. Select the attribute, then specify a value, Use
the description to help with specifying the walue.

Aktributes walue
Counkry
Hardwsare Descripkion
OS-Yersion The walue For the aktribuke wou selected can conkain ASCII characters
Pop (a-z, A-Z, 0-9, §, #, ekc.).
Region

[ Show all Attributes

Inserk I Close I
(=14 I Cancel I

The Client Classes tab

The Attribute Properties panel allows you to specify an<Product Family> attribute and
it'svalue. Select the attribute, then specify a value. Use the description to help with the

specifying the value.

Using the Comment tab in the Client Class Properties panel

The Comment tab isone of thetabsin the Client Class Properties Panel. Thistab allows

you to add any comments about the Client Class Properties panel.

END OF STEPS
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6 Configuring 8950 AAA
Realm Routing Table
Properties

Overview

Purpose
This chapter discusses the process of configuring the Realm Routing Table.

The following topics are included in this chapter:

Configuring Realm Routing Table 6-1

Configuring Realm Routing Table

Introduction

The Policy Server uses the entries in the Realm Routing table to determine how to route
Diameter requests. The Policy Server uses the realm, Diameter application, vendor and
packet type of the Diameter request to match Realm Route entries. Once amatch is found,
the request is routed locally, proxied, or redirected based on the Action in the entry.

Using the SMT to Configure Realm Routing Table

This section describes how to configure a 8950 AAA Realm Routing Table. The specific
procedure that follows lists steps to configure or modify an existing Realm Routing Table
using the Server Management Tool. For information about running the SMT, please refer
to “ Starting the Server Management Tool”.

1. Select Realm Routing Table from the Configuration Tools folder on the Navigation
pane, as shown in Figure 6-1.
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Figure 6-1 Navigation Pane-Realm Routing Table option

X Configuration Tools =

* Server Properties The Realm Routing Table
+ Clients | Peers option in the Navigation
+ Realm Fauting Table <-g pane

+ Remote Configuration

+ PalicyFlow Editor

+ 1552 Canfiguration

+ 3950 AAL Operators

+ Simple Address Manager
+ U535 Address Manager

Result: The 8950 AAA Realm Routing Table panel is displayed as shown in
Figure 6-2.

Figure 6-2 The 8950 AAA SMT-Realm Routing Table panel

Server Panel Edit WWindow Help == x|

EOEIEIEEEEEIEERD - %| o|®| @|2] x|8]

& Configuration Tools & The Policy Server uses the enries in the Realn Routing table below to determine how to route Diameter requests. The Palicy Server uses the realm, Diameter a |
2 application, vendor and packet type of the Diameter request to match Realm Route entries. Once a match is found, the request is routed lacally, proied, or
redirected based on the Action in the entry.

ElEEIE IR

« Server Properties
« Clients [ Peers

+ Realm Routing Table
+ Remete Configuration
+ PolicyFlow Editar

+ UsSvz Configuration
« 8950 AAA Operators
+ Simple Address Manager
+ US5 Address Manager

A4 stats Collecting 2

* Stats Collector
+ Configurs Reports

i§ Logging Tools 2

+ Server Log Messages
+ Log Charnels
* Log Rules

1 Monitoring Tools
+ Server Statistics

+ Sessions | Counkers | Indices
+ USS Address Statistics

« LiveAdministrator

Tl File Tools
« User Files
« Dictionary Editor
+ File Manager
* Tail
+ Certfficate Manager

R|=8 Save Reload Close

5 T0C [ Server Loa |7, 51T Log | Livensed To: AlcateLucent - Sessions; Unlimited - Users: Unlimited - Copyright (<) 2008 Alcatel-Lucent, Allrights reserved, |35M of 54H E

The Realm Routing Table panel (Figure 6-2) contains amenu bar that consists of a set of
Action Buttons that appear at the top of the 8950 AAA Realm Routing Table panel, as
shown in Figure 6-2.

The Action buttons are as shown in Figure 6-3.
Figure 6-3 Realm Routing Table-Action buttons
@& o= a| a3

These action buttons allow you to perform the following actions:

* Insert arecord
» Edit selected record
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Delete selected record

Delete all records

Make a copy of selected record
Move selected record up

Move selected record down

You can perform any of the required actions using these action buttons.

To Insert arecord, click on the @ action button. The Route Entry panel isdisplayed as
shown in Figure 6-4. This panel allows you to add a record and enter information in the
required fields to the Realm Routing Table as shown in Figure 6-4.

Figure 6-4 The Route Entry-Add record panel

“ Route Enktry > |

~Request Maktching Criteria

Use the Following properties ko specifFy the criteria For maktching requeskts,
O owalue of "' means "makch any valuse".

« Realm II

Application | * ~] _«l
wendor I * vl b} I
Tywpe = ~] _«l

~Route Properties

The Following specify the properkties of the route once a makch is Found
u=sing the abowe criteria.

Action | RedirecrallSession =1 _«l
Cache Time I,lms . I ]
Feesrs =

=

=

=)

g

=

Lol I Cancel I

Table 6-1 explains each of these fields and the field descriptions. There are two sets of
properties that you need to specify in this screen.

The Request Matching Criteria

Thisis used to specify the criteriafor matching requests. A value of **’ means match
any value.
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Configuring Realm Routing Table

* The Route Properties

Thisis used to specify the properties of the route once a match is found using the

above criteria

Table 6-1 Route Entry Properties

Field Name

Description

Request Matching Criteria

Ream

Specifies the realm name for which thisroute entry is
valid.

Application

Specifies the application for which the route entry isvalid.
Valid values are the provided values, either **’ for any
application or one of the application names. Application
can also be entered as a numeric value which in addition
enables entry of a Vendor identity.

Vendor

Specifies the vendor specific application id for which this
route entry is valid when combined with the application
ID. Valid values are any of the predefined from thelist or a
numeric value.

Type

Specifies the type. Can be either Authentication or
Accounting.

Route Properties

Action

Specifies the route action to take when al of application,
vendor specific application id (if applicable) and realm
name matches.

Cache Time

Specifies the value in seconds that the server providesin
the “Redirect-Max-Cache-Time” attribute when the server
sends a redirect indication based on a match of this entry.

Peers

When appropriate Action is selected, thisfield is activated.
A list of action buttons are displayed next to thisfield,
click on the required action button to perform the required
action. If you click on the Insert arecord action button, the
Host window panel is displayed that allows you to add a
Host to the selected Peer.

END OF STEPS
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7/ Configuring 8950 AAA
Remotely

Overview

Purpose
This chapter discusses the process of configuring the 8950 AAA remotely.

The following topics are included in this chapter:

Remote Configuration 7-1

Remote Configuration

Introduction

The Remote Configuration feature allows you to retrieve files from a remote server using
the Configuration Server.

Using the SMT to retrieve files from a remote server

This section describes how to configure a8950 AAA to retrieve filesfrom aremote server.
Thisistypically used to have one centralized location for configuration files. You must
specify which files are retrieved for every Policy Server.

For information about running the SMT, please refer to “ Starting the Server Management
Tool”.

1. Select Remote Configuration from the Configuration Tools folder on the Navigation
pane, as shown in Figure 7-1.
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Figure 7-1 Navigation Pane-Remote Configuration option

X Configuration Tools =

+ Server Properties

+ Clients | Peers

+ Realm Fauting Table

+ Remote Configuration <&
+ PalicyFlow Editor

+ 1552 Canfiguration

+ 3950 AAL Operators

+ Simple Address Manager
+ U535 Address Manager

The Remote Configuration
option in the Navigation
pane

Result: The 8950 AAA Remote Configuration panel isdisplayed as shown in
Figure 7-2.

Figure 7-2 The 8950 AAA SMT-Remote Configuration panel

\@_“*’I"_IW_HIICI?I%IMIUMI [m] e I\@“Iﬁlﬁ!l\ﬁlfl\falﬂl

The Remote: Configuration Feature allows v & files from a remote: g the Configuration Server. This is typically used to have one -
centralized location for conf\gurat\on files. Vuu must SDec\Fv wihich files are retvelved fov every PolicyServer.

iections ko remate Configuration Servers. Lise the bottom section ko list the files to retrieve. Vou can retrieve files

B Rea\m Routmg Table
* Remote Configuration | | | | | | |
+ PalicyFlow Editor QWEN?@
+ USSv2 Configur ation

+ 8950 AAA Operators

* Simple Address Manager
+ USS Address Manager

EEIEIEI TR R E]

af
+ LiveAdministrator

ile
* Tail
+ Certificate Manager

Save Close

Action buttons-Top Section

The Remote Configuration panel (Figure 7-2) contains two sections that consists of 2
sets of Action buttonsthat appear in the 8950 AAA Remote Configuration panel, as shown
in Figure 7-2.

The action buttons that are in the top section are used to configure the connections to
remote configuration servers. The action buttons that are in the bottom section are used to
list thefiles to retrieve. You can retrieve files from more than one remote server.

The Top set of action buttons are as shown in Figure 7-3.
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Figure 7-3 Remote Configuration-Action buttons in the top section

B| & 2| =|a|e|F

These action buttons allow you to perform the following actions:

Insert arecord

Edit selected record

Delete selected record

Delete all records

Make a copy of selected record
Move selected record up

Move selected record down

You can perform any of the required actions using these action buttons.

Tol

nsert arecord, click on the @ action button. The Server Entry panel isdisplayed as

shown in Figure 7-4. This panel allows you to add arecord and enter information in the
required fields to specify a server entry as shown in Figure 7-4.
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Remote Configuration

Figure 7-4 The Server Entry-Add record panel

A Server Entry =]

Use the Following properties ko specify a server entry.

Specifies the name of the server entry. This is used ko refer ta this server From the file entries.

4 Mame I|

Specifies the lisk of hosts ko kry ba retrieve Files For this entry, Typically, you would only specify one host, Howewer, you can
specify multiple hosts ta be used as Fail over hosts. Separate each haost by a comma.

# Host List |

Specifies the user name to authentication the connection ko the hosts, The user name must exist ink the 3950 AAL Operators on
both the local server and the remote server. In addition, the passwords must match and be plain besxt.

& Liser I

Specifies whether ko connect with an S5L connection or plain connection,

Secure " Yes (= Mo A

Specifies whether ko kerminate the Policy Server if a connection Fails or cannok not retrieve a specified File.

Terminal i Yes (+ Mo 4

K | Cancel I

Table 7-5 explains each of these fields and the field descriptions that you need to specify

in this screen.

Figure 7-5 Server Entry Properties

Field Name

Description

Name

Specifiesthe name of the server entry. Thisisused to
refer to this server from the file entries.

Host List

Specifiesthelist of hoststo try to retrieve files for
this entry. Typically, you would only specify one
host. However, you can specify multiple hosts to be
used to be used asfail over hosts. Separate each host
by acomma.

Specifies the user name to authentication the
connection to the hosts. The user name must exist in
the 8950 AAA Operators on both the local server
and the remote server. In addition, the passwords
must match and be plain text.

Secure

Yes or No option. Specifies whether to connect with
an SSL connection or plain connection.

Terminal

Yes or No option. Specifies whether to terminate the
Policy Server if a connection fails or cannot retrieve
aspecified file.
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Action buttons-Bottom Section

The action buttons that are in the bottom section are used to list the files to retrieve. You
can retrieve files from more than one remote server.

The Bottom set of action buttons are as shown in Figure 7-6.

Figure 7-6 Remote Configuration-Action buttons in the bottom section

L AEIEIEIE RN AR E

These action buttons allow you to perform the following actions:

Insert Row Wizard

Insert arecord

Edit selected record

Delete selected record

Delete all records

Make a copy of selected record

Move selected record up

Move selected record down

Assigns afile format to the selected entry in thefile table

Click onthisto get alist of available file formats. You can select any from thelist.
Assigns a server to the selected entry in the file table

Click on thisto get alist of available servers. You can select any from the list.

You can perform any of these required actions using these action buttons.

To Insert arecord, click on the @ action button. The File Entry panel is displayed as
shown in Figure 7-7. This panel allows you to add arecord and enter information in the
required fields to specify a server entry as shown in Figure 7-7.
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Figure 7-7 The File Entry-Add record panel
x|

== Ehe Following properties bo specifFy a serwer enkry .

# Remobte File I

Local File I
Formak I Texk vl - |
&+ Server I =unspecified = vl

Table 7-8 explains each of these fields and the field descriptions that you need to specify
in this screen.

Figure 7-8 File Entry Properties

Field Name Description

Remote File Specifies the name of the file from the remote server.

Local File Specifies the name of thefile to be saved locally. This
can be a different name than the remote file name.

Format Specifies the format of thefile.

Server Specifies the server configuration to use to retrieve
thefile.

To Insert Row Wizard, click on the @ action button. The File Selection Wizard panel
is displayed as shown in Figure 7-9.
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Figure 7-9 The File Selection Wizard panel
x|

EBelow is a list of the servers you have previously configured, Select a server From the list and click Mext ko
be able to select files from that server. Make sure that you have a running Configuration Server on thak
SErVEr.

sk = I Cancel I

This panel displays alist of the servers you have previously configured. Select a server
from the list and click Next to be able to select the Remote files.

The File Selection Wizard panel is displayed as shown in Figure 7-10.
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Figure 7-10 The File Selection Wizard panel

A File Selection Wizard

Below {on the left) is a list of the files From the selected server. The list on the right is the list of that will be
added, Select a file from the Remote File list and click the arrow butkons to add it to the Selected Files list, You
can also double-click ko add. IF the Configuration Serwver is nok running on the server, the lisk will be empty,
but you can manually add Files by entering the name "Other File Mame' field and click the add arrow button.

once all the files hawve been specified, click Mext to conkinue.

Remote Files Selected Files
auth.pf ~ |
authorize. pf )
bild.zzml

| cache, osi

| cleanscherna.sql

| clear_provis_cache.cf

| client_properties

| collectaor . def

| config.log

| config. pid

| configuresSchema.sgl

| cuskarn, dick

| db_properties

| derby . properties b |

Okher File MName

BIE)E
aln

[ < Back ] [ Mext = ] [ Cancel ]

This panel displaysalist of filesfrom the selected server. Thelist on theright isthelist of
that will be added. Select afile from the Remote Filelist and click the arrow buttonsto add
it to the Selected Fileslist. You can also double-click to add. If the Configuration Server is
not running on the server, thelist will be empty, but you can manually add files by entering
the name ‘ Other File Name' field and click the add arrow button.

Once all the files have been specified, click Next to continue.

END OF STEPS
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8 Using the 8950 AAA
Policy Flow Editor

Overview

Purpose

This chapter discusses the process of configuring and creating necessary entities for the
Policy Flow Editor in the 8950 AAA Server Management Tool.

The following topics are included in this chapter:

Policy Flow Editor 8-1
Policy Flow Files 8-3
Method Configuration 8-4
Method Dispatch Section 8-9

Policy Flow Editor

How to install the Policy Flow Editor

You can elect to install the PolicyFlow Editor during the 8950 AAA installation process. If
you see the PolicyAssistant in the Navigation Pane and do not see the PolicyFlow Editor,
then the PolicyFlow Editor is not installed.

The procedure for installing the PolicyFlow Editor using the SMT is described in the
“Installing the PolicyAssistant and the Policy Flow Editor” section of Chapter 3, “ Server
Management Tool Command Set,”. Refer to this section/chapter for more information.

Introduction

The following sections describe how to configure the 8950 AAA PolicyFlow Editor.
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The PolicyFlow Editor panel has three sections, the top section, middle section, and the
bottom section. You need to perform necessary actionsin the following order to create and
associate a PolicyFlow file.

« The middle section, the Policy Flow Section, is used to create the policy flows.

Use the Policy Flow section to create policies. Thisisthefirst step that you need to
perform.

« Thebottom section, is used to manage the Method configuration entities for the policy
flows.

Use the Method Configuration section to define the methods to emulate your business
model of how authenticate, authorize users and deal with session accounting and
information.

Thisisthe second step you need to perform.

« Thetop section which is the Method Dispatch section is used to determine how to
route requests to the policy flows that are defined in the bottom section.

Use the Method Dispatch section to define entries that match requests with specific
protocols such as RADIUS, Diameter, TACACS+ aswell asinternal type matching for
Cron and USS Triggers.

Thisisthe third step you need to perform.

For information about running the SMT, please refer to “ Starting the Server Management
Tool”.

1. Select PolicyFlow Editor from the Configuration Toolsfolder on the Navigation pane,
asshown in Figure 8-1.

Figure 8-1 Navigation Pane-Policy Flow Editor option

‘ih. Configuration Tools &

+ Server Properties

+ Clients | Peers

+ Realm Fiouting Table
+ Remote Configuration
+ PalicyFlow Editor g
* 1J55w2 Configuration
+ 3950 ALA Operatars
+ Simple Address Manager
+ 1J55 Address Manager

The PolicyFlow Editor
option in the Navigation
pane

Result: The 8950 AAA PolicyFlow Editor panel is displayed as shown in Figure 8-2.
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Figure 8-2 The 8950 AAA SMT-PolicyFlow Editor panel

Server Panel Edit Window Help == x|
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- Ser:
+ Clienits | Peers
+ Realm Routing Table
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« PolicyFlow Editor

+ US5v2 Configuration

+ 8950 AAA Operators

* Simple Address Manager
+ LSS Address Manager

Radius |auth

£ stats Collecting FY

|
FolicyFlon Flles: | & aaa @le

+ Configure Reports
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T Logging Tools 8 Method Name Plug-in Method On Success Wethod On Fal Wethod On Error

Server Log Messages
* Log Channels
+ Log Rules

dropstateserverauth Return

Server Statistics
+ Sessions | Counters | Indices
+ LSS Address Statistics

+ Livedministrator

=" Save Graph PolicyFlom... instal New PoicyFiow... | close |

Policy Flow Files

Policy Flow Files Section

The Policy Flow Files section isthe middle or in-between section of the PolicyFlow Editor
pandl.

Thissection is used to add or delete PolicyFlow Files. The Method Configurationsthat are
defined and are associated with a PolicyFlow File are displayed just below this section
after another set of action buttons in the bottom section.

The PolicyFlow Files section has two action buttons as shown in Figure 8-3.

Figure 8-3 PolicyFlow Editor-Action buttons in the PolicyFlow Files section

PalicyFlow Files: I ¥ aaa-tripled LI E™| | = |

These action buttons allow you to perform the following actions:

« Insert aPolicyFlow file
« Delete aPolicyFlow file

The action button, +, allows you to add a new PolicyFlow file. When you click the +
action button, you get a pop-up window that will ask you to enter the name of the new file.
Enter the name and click OK to add the new entry. You can see the new entry in the
PolicyFlow Files drop-down list box.
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The other action button, -, allows you to delete the selected PolicyFlow file. Select the
required PolicyFlow file from the drop-down list box and click the - action button. A pop-
up window will ask you if you are sure you want to delete the selected PolicyFlow File.
Click Yesto delete or No to not delete and come out.

Method Configuration

Method Configuration Section

The Method Configuration section is the last section or the bottom section of the
PolicyFlow Editor panel. Thisis used to manage the Method configuration entities of the
PolicyFlow Editor.

A set of action buttons, as shown in Figure 8-4, arein this section of the panel that are
used to create and define the Method Dispatch properties.

Figure 8-4 PolicyFlow Editor-Action buttons in the Method Configuration section
6| @|a|s|@|¢[s|s|F|E[D\

These action buttons allow you to perform the following actions:

e Insert arecord

« Edit selected record

« Delete selected record

» Deleteadl records

« Makeacopy of selected record

« Move selected record up

« Move selected record down

« Assign Method On Success of selected method
« Assign Method on Failure of selected method

« Assign Method on Error of selected method

« Copy amethod from another method file

« Click to enter/edit the comments for the methods file

You can perform any of the required actions using these action buttons.
Important! Some of the necessary actions will be available with some of these

buttons. Any available actions are displayed for you to choose when you right click on
the action buttons.
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Important! To copy a method under a PolicyFlow file from another method file,
right click on the Copy a method from another method file icon. Select the desired
method from the policyflow filelist. The method gets added in the selected policyflow
file. You can a so rename an existing method under the a policyfile.

1. Togotothe Method Configuration panel, click the [ | action button. The M ethod
Configuration panel isdisplayed as shown in Figure 8-5. This panel allowsyou to add
or insert records to the Method Configuration.

Figure 8-5 PolicyFlow Editor-Method Configuration panel

#* Method Configuration =]

{MEEREH CERFGUFAEEH ]| Advance d| Contral | Success Msa | Failure Msg  Error Msg |

+ Method Mame | Message I

* Plug-in

Methad Praperties | | commen t | Plug-in Documentation | PolicyFlow Topics |

Select & plug-in Frarm the Plug-in list ko configure it

Ok I eeeeeeee 1 I = Previous I Mext > I walidate I ccccc | I

The Method Configuration panel, as shown in Figure 8-5, has three sections.

« Thefirst section that has two tabs: the Method Configuration tab and the Advanced
tab. Both these tabs allow you to define the properties for the method configuration
fields that are displayed.

« The second section that has 4 tabs. the Control tab, the Success Msg tab, the
Failure Msg tab, and the Error Msg tab. These tabs allow you to define the
properties for the method configuration fields that are displayed.

« Thethird section that has five tabs: the Method Properties tab, the Advanced tab,
the Comment tab, the Plug-in Documentation tab, and the PolicyFlow Topics tab.
By default, the Method Properties tab is activated/displayed. This section displays
the Method Properties of the Method Name and Plug-in that is selected.

The Method Configuration tab, as shown in Figure 8-5, allows you to enter the method
name and the plug-in to be used for the method.

Use the Advanced tab to specify the additional method attributes as shown in Figure 8-6.
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Use the Timeout field to enter the timeout duration. Timeout specifies the maximum time
that a particular plug-in takes before following an error path. Method On EAP Nak
specifies the method to be invoked when the specified plug-in receives an EAP Nak from
the client. If the plug-in receives an EAP Nak and the Method On EAP Nak is unspecified
then, the plug-in follows an error path. Disabled Method, if set true, does not alow the
server to use the specified method.

Figure 8-6 Method Configuration pane - Advanced tabl

“* Method Configuration @

Method Configuration | Advance d Control | Success Msg || Failure Msg | Error Msg
Method On Success | <unspecified = ~| =
Method On Fail <unspecified > ~| [=)
Disable Method O ¥es Mo K1) Method On Error <unspecified > >
Method Properties Commen t | Plug-in Documentation || PolicyFlow Topics
Select a plug-in from the Plug-in list to configure it.
[(riots ] [vaide ] [ corcal ]

Use the Control tab allows you to control the methods during the progress of plug-in as
shown in the Figure 8-6. Use the M ethod On Success of Control tab to specify the
method to be invoked when the plug-in completes successfully. If left unspecified, the
request is considered to be accepted. M ethod On Fail is used to specify the method to be
invoked when the plug-in fails. If left unspecified, the request is considered to be rejected.
Method On Error isused to specify the method to be invoked when the plug-in
encounters an error.

Usethe Success M sg, Failure M sg, and Error M sg tabs to specify the message, log level,
and channel if the specified method succeeds, fails or encounters an error respectively (see
Figure 8-7).
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Method Configuration

Figure 8-7 Method Configuration pane - Success Msg tabl

“* Method Configuration

Method Configuration | Advanced

Disable Method O ¥es (& Mo

Method Propertics

Select a plug-in from the Plug-in list to configure it

Control | Success Msa | Failure Msg | Error Msg
Message
Log Level | Info

Channel <unspecified =

Comment || Plug-in Documentation | PolicyFlow Topics

[ Mot = | [ validste | [ Cancsl |

Use the Method Properties tab to specify the properties of the method chosen as shown

in the Figure 8-7.

Advanced tab allows you to specify additional properties of the some of the methods

(methods which have additional attributes) as shown in the Figure 8-8.

Figure 8-8 Method Configuration pane - Success Msg tabl

“* Method Configuration

Method Configuration | advanced

# Method Marme

# Plug-in GeneratetirnaxMipkeys
Goko

nac
Http

Char Set | 8859_1

Control | Success Msg Error Msg
Message

Log Level | Info

Channel <unspecified =

Method Properties | Advanced | Camment || Plug-in Documentation | PolicyFlow Topics

[ Mot = | [ validste | [ Camcsl |

X

Use Comments tab to enter your comments, if any.

The Plug-in Documentation provides you the details the plug-in chosen (see Figure 8-9).
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Figure 8-9 Method Configuration pane - Success Msg tabl

Methed Configuration | advanced Contrel | Success Msg | Failurs Msa || Errer Msg
# Method Mame | || | mMessage | |
# Flug-in GeneratewimaxMipkeys -~ Lag Level [ Infa ~| @
Gok
i Charmsl | <unspecifisd s ~|
Http 5
Method Properties | Advanced || Comment | Plug-in Documentation | PolicyFlow Topics
~
Hmac
The Hmacplug-in is used to generate a message authentication code (MAC) using cryptographic hash
functions. For more information, see IETF RFC2104 - HMAC: Keved-Hashing for Message
Authentication at hitpoifwwoe ietf oroifoifc 2104 b4 Currently the Hmac plug-in supports MDS and SHA-1
hash functions. Walues for Hmac-Key and Hmac-Text are converted to bytes using the Hmac-Charset
property. Hmac-Output is writen in raw octets.
Plug-in Type
Authentication and Accounting
Example
createPresharedSecret Method-Type = Hmac
Hmac-Key = §{user.Hmac-Key}
Hmac-Text = §{reply.3GPPZ-Key-Id}
Hmac-Hash = MDS
Hmac-Output = §{reply.3GFPPZ-Freshared-Secret}
Syntax i
[riext> ) [vatame ) [ Goresl

PolicyFlow Topics tab describesin general about the plug-ins, methods, and the
policyflow along with their properties (see Figure 8-5).
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Method Dispatch Section

Figure 8-10 Method Configuration pane - Success Msg tabl

“* Method Configuration

Understanding variables

Method Configuration | advanced Control | Success Msg Error Msg

% Method Mame Message

# Flug-in GeneratewwimaxMipkeys ~ Log Level | Info ~
Goto —
Sizeslll <unspocried~ =
Http ~

Method Properties || Advanced | Comment || Plug-in Documentation | PelicyFlaw Topics

~PolicyFlow Over

What are Plug-ins, Methods and PolicyFlows™ ?

Each RADIUS reguest received by 8950 AAA normally* must go through one or more
processing steps before a response can be returned to the RADIUS client. These steps
can gather infarmation from user records, decode a realm, and other required
information, determine how the request will be handled, and the final disposition to
Accept, Reject, Acknowledge, and so an.

Unlike other RADIUS servers inwhich the flow of the request throuah the various
processing steps and decisions is afiked process, 8950 AAN is actually a tool kit and
=scripting language for designing and building exactly the steps required in precisely the
arder needed. This flexibility is required to work in a world where is some requests
require data to be looked up from a database or directory server, while others may require
forwarding to remote sites, translation of called numbers to realms, logging of data,
measurements of limits, and so forth. This series of actions and decisions is called a
FolicyFlow. Each step in a PolicyFlow is called a 8350 AAA Method, and each Method is
turn is based on a 8950 AAA Plug-in.

*In sarme cases such as duplicate requests, stale requests, unknown

clignts mtr  AAAN A8 will autnmatically dron the incnminn renuest hafnre

[[(rext > | [ validake | [ cancel |

Method Dispatch Section

Method Dispatch Section

The Method Dispatch section is the top section of the PolicyFlow Editor panel. Thisis
used to determine how to route requests to the PolicyFlows that are defined in the bottom

section.

One set of action buttons, as shown in Figure 8-11, arein the Method Dispatch section of
the panel that are used to define the Method Dispatch properties.

Figure 8-11

PolicyFlow Editor-Action buttons in the Method Dispatch section

EFlEEICIEIE R

These action buttons allow you to perform the following actions:

e Insert arecord

« Edit selected record

« Delete selected record

« Deéletedl records

e Makeacopy of selected record
« Move selected record up

» Move sdlected record down
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Method Dispatch Section

« Assign Fileand Method for selected row

You can perform any of the required actions using these action buttons.

Important!

Some of the necessary actions will be available with some of these

buttons. Any available actions are displayed for you to choose when you right click on

the action buttons.

1. Togo tothe Method Dispatch Properties panel, click the [ | action button. The
Method Dispatch Properties panel is displayed as shown in Figure 8-12. This panel
allows you to add or insert records to the Method Dispatch Properties.

Figure 8-12 PolicyFlow Editor-Method Dispatch Properties panel

A Method Dispatch Properties x|
| Commentl
~Method
Protocol IRadius LI File I <unspecified LI
REEN - nspecified =
Type |P.uth LI
Code I Access-Request ;I
cove |

The M ethod Dispatch Properties panel, as shown in Figure 8-12, has two tabs:

« The Properties tab that allows to add a record.

« The Comment tab that allows to enter necessary comments.

By default, the Propertiestab is activated and thistab allows you to enter the Method

Dispatch Properties tab details.

Table 8-13 explains each of these fields and the field descriptions that appear in the
Properties Tab of the M ethod Dispatch Properties Panel.

Figure 8-13 Method Dispatch Properties-Properties tab

Field Name Description

Type

Protocol Specifiesthe protocol: radius, diameter, USStrigger,
TACACSH, or cron.

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using the 8950 AAA Policy Flow Editor Method Dispatch Section

Figure 8-13 Method Dispatch Properties-Properties tab

Field Name Description

Type Specifies the packet type.

Code Specifies the code point of packet type.

Method

File Specifies the name of the method file that contains
the method to start processing PolicyFlow.

Method Specifies the name of the starting method in the file
to start processing PolicyFlow.

To edit aMethod Dispatch Property, select arequired Protocol/method property
from the 8950 AAA PolicyFlow Editor panel, Figure 8-2, click the@ action
button. The Method Dispatch Properties panel is displayed with the selected record
details. This panel allows you to edit the records in the Method Dispatch Properties.

The Delete Selected record action button, allows you to del ete the selected record.
The Delete all records action button allows you to delete all the records in the panel.

The Make a copy of the selected record allows you to make a copy of arecord and
displaysthe selected record detailsin the Method Dispatch Properties panel and allows
you to change any detailstoo, if necessary, and make a copy of that record.

The Move selected record UP or Down action buttons allow you to move the record
either up or down.

The Assign File and Method for selected row action button displays alist of Policy
Flow Files and the Method names associated with the these files. It allows you to
assign the required File name and method to the selected protocol.

END OF STEPS
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9 Using the 8950 AAA
Policy Assistant in Server
Management Tool

Overview

Purpose

This chapter discusses the process of how to use, configure, and create necessary entities
for the PolicyAssistant in the 8950 AAA Server Management Tool.

This chapter describes how to use the PolicyAssistant and Policy Wizard to create and
access Policies.

The following topics are included in this chapter:

Understanding PolicyFlow, the PolicyAssistant, and the Policy Wizard 9-2
Installing the PolicyAssistant 9-2
Preparing to Create Your First Policy 9-3
Using the Policy Wizard 9-4
Understanding and Creating Attribute Sets 9-16
Adding Attribute Setsto Your Policy 9-19
Defining a Failure Mode 9-23
Reviewing Your Policy 9-25
Using the PolicyAssistant 9-25
Saving Your Policies 9-30
Advanced Authentication Options 9-30
Advanced Attribute Set Options 9-37
L o
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Management Tool Policy Wizard

Understanding PolicyFlow, the PolicyAssistant, and the Policy
Wizard

About PolicyAssistant and Policy Wizard

The PolicyAssistant is atool for creating access policies. It provides an easy way to
configure 8950 AAA software through its built-in Policy Wizard. The Policy Wizard
collects data about how your requests should be processed and saves that data to special
PolicyAssistant files.

The PolicyAssistant panel withinthe SMT is the starting point for using the Policy
Wizard. This panel contains atable of available policies that you have defined for your
network. Each policy defines the user source (where user profiles are stored), the type of
authentication the server performs, user and policy limits, and how accounting
information is processed. You use the Policy Wizard to create policies and populate this
table. Thefirst time you run the PolicyAssistant the table panel will not appear, instead the
Policy Wizard will start automatically so you can create your first policy.

The Policy Wizard will help you define the following information for each policy you
create:

¢ A nameto be assigned to each policy you create.
« Thelocation where user profiles will be stored (Files, LDAP, Database, and so on).

« The method used to authenticate users (text passwords, Secure Token cards, and so
on).

e A set of rulesfor how accounting records are processed.
« Any session limits that might apply to this policy.

Installing the PolicyAssistant

How to install the Policy Assistant

You can elect to install the PolicyAssistant during the 8950 AAA installation process. If
you see the PolicyFlow Editor in the Navigation Pane and do not see the PolicyAssistant,
then the PolicyAssistant is not installed.

The procedure for installing the Policy Assistant using the SMT is described in the
Installing the PolicyAssistant and the Policy Flow Editor section of Chapter 3, “ Server
Management Tool Command Set,”. Refer to this section/chapter for more information.
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Management Tool

Preparing to Create Your First Policy

Opening the PolicyAssistant

Preparing to Create Your First Policy

The following sections describe how to configure the 8950 AAA PolicyAsssistant.

Asexplained earlier in Chapter 3, “Server Management Tool Command Set,” only one of
the Policy functions, either the PolicyFlow Editor or PolicyAssistant, can be operated at a
time. Please refer to this section/chapter to toggle between these two functions.

If you elect to work with the Policy Assistant panel and take the necessary actions, the
Policy Assistant item is displayed in the Navigation pane under Configuration Tools as

shown in Figure 9-1.

Figure 9-1 Navigation Pane-PolicyAssistant option

¥ Configuration Tools %

+ Server Properties

+ Clients | Peers

+ Realm Routing Table
+ Remaoke Configuration

The PolicyAssistant option
in the Navigation pane

+ PolicyAssistant
+ 1552 Configuration

+ 3950 AAL Operators

+ Simple Address Manager
+ 1155 Address Manager

To open the Policy Assistant, click PolicyAssistant inthe SMT Navigation pane as shown

in Figure 9-1.

Result: The PolicyAssistant Welcome panel appears. If thisis the first time you have
accessed the PolicyAssistant (or if you have not previously saved a policy from this
panel) you will see a Welcome message as shown in Figure 9-2.
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Figure 9-2 PolicyAssistant Welcome Panel

Server Panel Edit  Window Help T
o |H| M| e|ss|= % 4@ @L2| x|

| | | -~
WWelcome bo i S You 1
leading A WEr,
Uzer

Refer ko "Using the PolicyAssistant and Server Management Tool" Far m

Click Start the Policy Wizard to create

youl After i
Wizard again to changs or create addition.

inish

ting your first policy, you can run the Policy

ssa

El %l @l Save feioad | Install ew PolicyFiav... Close |
= ToC [ Server Log | [ 5MT LDgI ‘ Licensed To: Alcatel-Lucent - Sessions: Unlimited - Users: Unlimited - Copyright () 2008 Alcatel-Lucent, All |ZEM of 39M E

Using the Policy Wizard

About Policy Wizard

The following sections walk you through the primary functions addressed by the Policy
Wizard.

Your first objective as a 8950 AAA administrator is to determine the components of your
policy: how your network stores user profiles (user source), authenticates users
(authentication source), applies access rules, set session parameters and processes
accounting data. You must create a policy for each unique set these components. If you
have multiple sets of these components, you must run the Policy Wizard multiple timesto
create a policy for each combination.

Naming Your Policies

When you click on the PolicyAssistant in the SMT Navigation pane, Figure 9-1, the
PolicyAssistant Welcome panel appears as shown in Figure 9-2. Click on the Start the
Policy Wizard button. The Policy Configuration - MyPolicy panel is displayed, as
shown in Figure 9-3.
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Figure 9-3 Policy Name Panel in the Policy Wizard

4 Policy Configuration - MyPolicy-aaal x|

The Palicy Wizard helps you create or modify a 8950 A& policy. Using this wizard, you will:

1. Mame your policy

2. Set the location of your user profiles

3. Define how users are authenticaked

4., Determine how accounting records are processed
5. Define any session limits that apply to this policy

Enter the name of this policy.

Palicy Name [MyFolicy-asal

Mexk = I Cancel

Enter a Policy Name for this policy that is descriptive of the configuration that it
represents. A policy name helps you organize multiple policies. Examples of good policy
names might be: Dial-Access-Policy, Wi-Fi-Policy, Proxy-Users, Sales-Department, etc.

Click Next to continue. The Source for User Profiles panel appears as shownin
Figure 9-4.
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Source for User Profiles

wWhere are the user profiles For this policy stored?

Mote: To see a description of an option, select the source name.

User

o

Descripkion

Retrieves user prafiles From a file in Format of a traditional RADIUS
User File.

Database

) The user's password may be looked up as a UNIX password, from
Mot BliEaEry Windows Security Access Manager (SAM), From RSA ACE[Server
Microsoft Active Directary (SecurID) Server, or from Safe'Word Server.,

windows Security Access Manager

LN Systen

RSA ACE[Server (SecurID)
Secure Computing Safeword Server
Radius Server (Proxy)

~
~
~
i
o«
€ UNIX Passward File
~
~
~
~

Mone

< Back I Mext > I Cancel I

Select aUser Profile Source from the list, as shown on the | eft side of the panel in
Figure 9-4. A description of the source appears on the right-hand side of the panel when
you select a source. Depending on the source you select, the Policy Wizard may require
additional information later in the Policy Wizard.

The sections below provide additional information for the following supported user profile

SOUrces:
« RADIUSUser Files
« Database
« LDAP Directory

RADIUS User Files

Microsoft Active Directory
Windows Security Access Manager
UNIX System

RSA ACE/Server (SecurlD)

Secure Computing SafeWord Server
Radius Server (Proxy)

8950 AAA supports the use of traditional RADIUS user files. RADIUS user files are
uniquely formatted text files. The Server Management Tool enables you to create and
manage these files without the need to understand or implement the formatting rules.
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A user file contains a user profile for each user who accesses your network. You may
create your user fileto function only as a user source (for authorization, and configuring a
user session) or also as a source that provides information for authentication, that is, a
password.

After completing your policy configuration using the Policy Wizard, you can enter and
manage users from the User Files panel under the File Tools folder on the Navigation
pane.

Database

Use the Database option if you store or plan to store user profilesin a SQL database. 8950
AAA provides support for most SQL servers. By default the PolicyAssistant uses the built-
in 8950 AAA database. However, it is possible to use the PolicyAssistant with most
external databases. For support of all other databases, contact the 8950 AAA technical
support team.

Use the User Profiles panel under the Database Tools folder to manage the user profiles
stored in the built-in 8950 AAA database.

Important! If you do not see the Database Tools folder on the Navigation pane,
select Preferences from the Edit menu. Select the Database option from the Server
Management Tool panel, and click Display the Database panelsin the Navigation
pane.

LDAP Directory

If you are using an LDAP directory as auser profile source, then the authentication source
must be either the LDAP server, an ACE/Server, or a SafeWord server.

Important! Usethisoption if usersare stored in an LDAP directory asinet
orgPersons, as defined in RFC 2798.

Microsoft Active Directory

Microsoft Active Directory should only be used as a user source when 8950 AAA is not
running on a Windows platform.

Windows Security Access Manager

The Windows Security Access Manager (SAM) system option is only available when
8950 AAA isrunning on a Windows platform. This option should be used instead of
Microsoft Active Directory via LDAP when using a Windows platform with access to
necessary domain controllers.
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Management Tool

UNIX System

The UNIX system option is only available when 8950 AAA is running on a supported
UNIX/Linux platform.

UNIX Password File

Use the Password File option if this policy will use standard UNIX password/shadow files
pas its user source (/etc/passwd Of /etc/shadow).

Your password or shadow files must be formatted in standard UNIX password file format
(for afull description, see the UNIX password man page, section 4 or 5). The 8950 AAA
server requires you to place the user’s name in column onein the file. Passwords, if
included, may be encrypted with DES, MD5, or SHA1.

RSA ACE/Server (SecurlD)

RSA Ace/Server (SecurlD) is not presently available when 8950 AAA isrunning on
Macintosh OS X.

Secure Computing SafeWord Server

If using a Secure Computing SafeWord Server as a user profile source, then the
authentication source must be the same server.

Radius Server (Proxy)

None

Use the RADIUS Server Proxy option if your users are stored in aremote server. Proxy
services allow aRADIUS server to forward arequest received from a client to a second
RADIUS server. Since the RADIUS server is acting on behalf of the client 8950 AAA
uses the term “proxy.” The RADIUS request is sent to the remote RADIUS server and the
response is used to determine the information that is sent to the client.

Important! If you selected ACE/Server, Safe Word, or Proxy as your user profile
source, you will not see the Authentication Source Panel. These servers perform
authentication and authorization, and notify the 8950 AAA server whether the request
is accepted or declined.

Important! If you are using ACE/Server, Safe Word, or Proxy as your profile source,
go to the section “ Defining Accounting Activities” on page 13.

Specifies that the user profileswill not be read. Thisistypically used in tunnel
authentication when EAP ldentity is not contained in the outer layer.

Select your user profile source by clicking on the required radio button, and click Next.
The Authentication Access Requests panel appears as shown in Figure 9-5.
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#I* Policy Configuration - MgPolicy

Authenticating Access Requests

How are users authenticated?

~Authentication Typ Description

Yerifies the password in the user praofile matches with the

[=-Password From User Profile
password in the user request.

Allowe Arvy of the Faollowing
Plain Text Password Passwords can be one of the Following Formats: Plain text, SHA,

SHA Salted SHA, MDS, Salked MDS or MD4.
Salted SHA

MDS

Salted MDS

MO

UM | Linux DES
UMIX | Linux MDS
UM | Linux SHA
xbernal Authentications
[#-Automatic Authentications
EAP Authentication

oYoJeloTeleNoYoTo ko]

Advanced Authentication Options

The Policyassistant can automatically process EAP authentication requests tunneled through the Following EAP bypes: PEAP, TTLS, and
izeneric Token Card, Click Advanced Authentication Options to configure EAP Tunneled Authentication.

< Back I Mext > I Cancel I

To determine a method for authenticating users, select an Authentication Type from the
list that appears within the Authentication Types pane, as shown in Figure 9-5. This pane
contains four categories of Authentication Types as follows:

« Password from User profile

« Externa Authentications

« Automatic Authentications

« EAP Authentication
The actual options available in this panel are dependent on the choice you made for your
user profile source. Table 9-1 lists the options with descriptions.

Table 9-1 Authentication Types

Option Description

Password from User profile Select an option from this section if this
policy uses text passwords stored in the user
profile

Allow any of the following Verifies the password in the user profile

matches with the passwords in the user
reguest. Passwords can be any of the
following formats: Plain text, Secure Hash
Algorithm (SHA), salted SHA, Message
Digest 5 (MD5), Salted MD5, or Message
Digest 4 (MD4)
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Table 9-1 Authentication Types

Using the Policy Wizard

Option

Description

Plain Text Password

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must be in plain text
format.

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must bein SHA format.

Salted SHA

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must be in Salted SHA
format.

MD5

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must be in MD5 format.

Salted MD5

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must be in Salted MD5
format.

MD4

Verifies the password in the user profile
matches with the passwords in the user
request. Passwords must be in MD4 format.

UNIX/Linux DES

Verifies the password in the user profile
matches with the password in the user
reguest. Passwords in the profile must be
UNIX/Linux DES format.

UNIX/Linux MD5

Verifies the password in the user profile
matches with the password in the user
request. Passwords in the profile must be
UNIX/Linux MD5 format.

UNIX/Linux SHA

Verifies the password in the user profile
matches with the password in the user
reguest. Passwords in the profile must be
UNIX/Linux SHA format.

External Authentications

Select an option from this section if the user
password is stored separately from the user
profile or if this policy uses an external
service for authentication.
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Table 9-1 Authentication Types

Using the Policy Wizard

Option

Description

Windows Security Access Manager

Uses Windows NT or Security Access
Manager (SAM) to verify the password in
the user request. This option isonly
supported on Microsoft Windows platforms.

UNIX System

Uses UNIX system functionsto verify the
password in the user request. Thisoption is
only supported on a UNIX platform.

UNIX Password File

Reads the password in the user’s entry
directly from a UNIX password or shadow
file. The password read from the file is used
to authenticate the request in place of any
password that isin the user profile.

The UNIX/Linux password can be one of the
following formats: UNIX Crypt, MD5, SHA,
or SSHA. Although primarily used on UNIX
platforms, this option can be used to read
users from a UNIX password style file on
any platform.

RSA ACE/Server (Secur|D)

Uses an RSA Ace Server to verify the one
time password from a SecurlD token.

Secure Computing SafeWord Server

Uses the SafeWord Server from Secure
Computing to verify the one time password.

LDAP Directory

Connectsto an LDAP Server using the User-
Name and password from the request. If the
LDAP connection is successful, the user is
authenticated.

Microsoft Active Directory

Connects to a Microsoft Active Directory
Server using the User-Name and password
from the request. If the Active Directory
connection is successful, the user is
authenticated.

Automatic Authentications

These options skip the password check and
either automatically accept or reject all users.

Accept All Request

The password isnot checked. However, other
checks defined in this policy, including
session limits, are still enforced.
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Management Tool

Using the Policy Wizard

Table 9-1 Authentication Types

Option Description

Reject All Request Automatically rejects the request. Typicaly
used to disable access for a Policy.

EAP Authentication EAP Authentications are typically used in
conjunction with the Ethernet 802.1x
standard. Typical applications are Wi-Fi
networks and smart Ethernet switches. Use
of EAP requires support from the client
supplicant software and access point. For
more information contact your client
software or access point vendor.

EAP MD5 Use of EAP requires support from the client

EAPTLS supplicant software and access point. For

EAPLEAP more information contact your client
software or access point vendor.

EAP LEAP (NT password)

EAP LEAP (Plain text password)

EAP LEAP (MD4 password)

EAPMSCHAPV2

EAPMSCHAPV2 (NT password)

EAP MS CHAP V2 (Plain text password)

EAP MS CHAP V2 (MD4 password)

Click the icon that precedes each category to display the list of types. To use one of the
types, click its associated button. The types are described within the right pane of the

window.

Click Advanced Authentication Optionsto configure additional authentication options.
See “Advanced Authentication Options’ on page 30, at the end of this chapter.

Click Next to configure accounting activities. The Accounting Configuration panel

appears as shown in Figure 9-6.

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using the 8950 AAA Policy Assistant in Server Using the Policy Wizard
Management Tool

Defining Accounting Activities

Figure 9-6 Accounting Configuration Panel in the Policy Wizard
x|

Accounting Configuration

RADIUS clients (MAS, RAS and other access points) send session accounting infarmation to the Policy server in RADIUS accounting requests.
The PolicyAssistant supports several options For processing these requests.

How do you want ko process RADIUS accounting infFarmation?

~Processing Accounting Request: Descripkion

o Biscard Acounting, Ioformation Saves RADIUS accounting information to the specified file. =

¥ Save Accounting to a File The format of the information is the traditional Lucent Detail File
Format,

File Mame Idetall

Rollover Mode I Monthly 4|

Also, select the how often the file is rolled over to a new Ffile,

The default rollover is every month. The Follow describes each
Il de:

" Save Accounting to a Database retever mass

Hourly

The file is rolled over each hour: 08:00, 09:00, 10:00, etc. The

wear, month, day, and hour are appended ta the file name. Far

example, given a file named 'acct is named 'acct, 2003060511

for 11:00 &M on June 5 of 2003,

Daily

The file is ralled over daily at 12:00 AM, The yvear, month and

day are appended to the file name. Faor example, given a File —
named 'acct’ is named ‘acct. 20030605 for June S of 2003,

~Proxying Accounting Record. Weekly
The Ffile is rolled over each Sunday at 12:00 AM. The year and
I~ Proxy Accounting Information week in year are appended ko the File name, For example,
given a file named "acct’ is named 'acct.200301" For the First LI
U APy

< Back I Mext = I Cancel I

The accounting configuration step is used to determine how accounting data is processed.
8950 AAA allows this policy to save accounting data to a RADIUS Detail file (specialy
formatted text file), an SQL database. This policy may also proxy datato another server.
The upper |eft pane of the panel, as shown in Figure 9-6, shows three methods for
processing accounting data as follows:

« Discard Accounting Information
« Save Accounting Information to aFile
« Save Accounting in a Database

Beneath this pane, is an additional option that allows accounting information to be proxied
to another server. The panel describes each selection within the right pane. If you choose
to send accounting data to a database or proxy server, the Policy Wizard helpsyou
configure 8950 AAA at alater point.

If you choose Discard Accounting I nfor mation, then accounting data will not be saved.

If you choose to save your accounting datato afile, enter the File Name. 8950 AAA
creates the file when accounting activity isinitiated by a RADIUS request. 8950 AAA
saves and stores the file in the vunvradacet directory with the file name you entered and
appends a date/time format depending on the rollover mode you select. Select a Rollover
M ode that defines at which intervals the server will create a new accounting file.

The Description frame on the right of the panel describes the different modes. For
example, for the policy configuration, the server creates a file with the name
mydetail2010052708 indicating the file was created at 8:00 AM on May 27, 2010.
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By default, if you choose to save accounting datato an SQL database, the PolicyAssistant
uses the built-in 8950 AAA database. Accounting records can be managed by using the
Database Tools panel.

If you want to forward your accounting data to a remote server, select Proxy Accounting
I nformation. This option is available regardless of the processing option you choose in
the top frame of this panel.

Click Next to set user and session limits. The User and Session Limits panel appears as
shown in Figure 9-7.

Defining Policy Limits

Figure 9-7 User Session and Policy Limits Panel in the Policy Wizard

]
User and Session Limits
You can limit the total number of simultaneous sessions For this policy, You can also limit the number of sessions For each user authorized
with this policy.
Setting a limit to ‘™Mo Limit' allows an unlimited number of sessions, Mote: When a limit is set to Mo User Access' or the session limit is
exceeded, access requests are rejected.,
User Session Limit: ~Paolicy Limit:
Enter the maximurm number of simultaneous network sessions a Enter the maximum number of simultaneous network sessions
user may have. available to all users in this Policy.
=" Mo Limit
Mo Limit Mo User Access
i Mo lser Access ™ Specific Limit (Enter limit below)
i Specific Limit (Enter limit below) I
I
< Back I Mext = I Cancel I

The User Session Limits setting sets the maximum number of concurrent sessions that a
user may have. The Policy Limits setting indicates the maximum number of concurrent
sessions that may be open among all users whose access was controlled by this policy.

The 8950 AAA server checks user session and policy limits independently. If either limit
is exceeded 8950 AAA rejects the access request.

For example, assume there ispolicy for all users at the realm “myisp.com” and in that
policy User Session Limitsisset to 1 and Policy Limitsis set to 3.

The users userl@myisp.com, user2@myisp.com, and user3@myisp.com al log in to the
network. At this point, the session count for each is 1, so any attempt by these usersto log
in and start another session, would be rejected. The session count for the policy, is 3. If
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another user, for example, user4@myisp.com, now attempts to log on the 8950 AAA
server rejects the access request. In this case, userd’s session would exceed the Policy
limit, even though the session would not have exceeded the User Session Limit.

When you click Next, the Policy Wizard displays panels necessary to configure the user
profile, authentication, and accounting choices that you have made in the previous Policy
Wizard panels. The number and types of panels that appear are dependent on the options
you selected. These panels are documented at the end of this chapter. After completing
these panels, the Policy Wizard will display the Attributes Set for Policy panel. This
configuration option of the Policy Wizard enables you to assign attribute sets to your
policy. The following section introduces attribute sets and provides the instructions
necessary to complete a policy configuration.

Click Next to set the user file name configuration. The User File Name Configuration
panel appears as shown in Figure 9-8.

Setting the User File name Configuration

Figure 9-8 User File Name Configuration Panel in the Policy Wizard

4 Policy Configuration - MyPolicy =|

User File Name Configuration

Enter the name of the fils that contains your user profiles.

Moke: IF you specify a file that doss not exist, the PolicyAssistant automatically creates an smpty Fils For you.

User File Name [isers-aadl ] - |

Enter the name of the file that contains your user profiles.

Click Next to set the Attribute Set for the Policy. The User File Name Configuration panel
appears as shown in Click Next to set the user file name configuration. The User File
Name Configuration panel appears as shown in Figure 9-8.
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Understanding and Creating Attribute Sets

Understanding and Creating Attribute Sets

About Attribute Set

8950 AAA uses two key actions during Access-Request processing to authorize users and
configure user sessions upon successful authentications: performing authorization checks
and session provisioning. Attributes contain the information used to support these actions.

Other RADIUS servers generally require that you set this type of information as part of
each user’s profile. With the PolicyAssistant it is possible to create an attribute set for a
policy which contains the information that the server appliesto all users of the policy.

Authorization checks are logical tests of information that accompany a user’s access
request or that are known about the request (for example, the date and time arequest is
received) against a set of authorization rules. The server tests the information it receives
against verification attributes, also called check-items, stored in an attribute set or possibly
auser’s profile. By including appropriate verification attributes in a policy, a variety of
rules can be enforced. For example, users might be permitted to use ISDN connections,
required to dial-in to a particular phone number, or use a specific access protocol, such as
PPP. Table 9-9 lists attributes commonly used as verification attributes.

Figure 9-9 Sample List of Verification Attributes

Attribute Name

Description of Use of this
Attribute as a Verification
Attribute

Example

type

NAS-IP-Address Limitsaccessto requests sent from | NAS- | P- Addr ess =
aNAS at thisIP Address 10.0.1.2
Service-Type Only allow requests of thisservice | Servi ce- Type = Framed-

Pr ot ocol

Framed-Protocol

Only alows requests that only use
the specified Framed-Protocol

Fr aned- Prot ocol = PPP

Called-Station-1d

Limits access to sessions that were
made through this phone number.

Called-Station-1d =
5105551212

NAS-Port-Type

Only accept this type of
connection. (i.e., ISDN or Async—
Analog).

NAS- Port - Type = Async

Expiration Rejects Access-Requests placed Expiration = “Mar 27
after the specified date. 2005~

Activation Rejects Access-Requests placed Activation = “Dec 25
before the specified date. 2005

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using the 8950 AAA Policy Assistant in Server Understanding and Creating Attribute Sets
Management Tool

Figure 9-9 Sample List of Verification Attributes

Description of Use of this
Attribute as a Verification
Attribute Name Attribute Example

Time-Of-Day Define allowed access times by Ti me- O - Day = W0800-
day-of-week and/or hour-of-day. 1700

The 8950 AAA server supports session provisioning by returning reply attributes to the
NA'S upon a successful authentication. Reply attributes, stored in a attribute set, or
possibly a user profile, provide additional parameters the NAS needs to complete an
access request. By including appropriate reply attributesin a policy, avariety of
connection configurations can be applied. For example, a user can be assigned a specific

| P addresses, |P header compression can be turned on or off, or atime limit can be
assigned to the connection. Table 9-2 lists attributes allowed in an Access-Accept that are
commonly used as reply attributes.

Table 9-2 List of Attributes allowed in an Access-Accept available as Reply
Attributes

Attribute Name Description Required Max

User-Name Sets the User-Name for the No 1
session. Use if the NAS should
send accounting for a name other
than the name used for
authentication

Service-Type Thetype of protocol. Typically set | No 1
to “Framed-Protocol” for IP
networks.

Framed-Protocol The framing protocol to be used, No 1
typically PPP.

Framed-1P-Address Assignsan IP Address for the No 1
session

Framed-1P-Netmask Assigns a Netmask for the session | No 1

Filter-Id Sets an IP filter to use for the No No limit
session. Thefilter must have been
defined or be available to the
NAS.
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Table 9-2 List of Attributes allowed in an Access-Accept available as Reply
Attributes

Attribute Name Description Required Max

Reply-Message Sends a message back to the NAS | No No limit
to be displayed to the user. In
Windows networking this message
may be logged but is not directly
displayed to the user.

Vendor-Specific Used for encoding proprietary No No limit
vendor specific attribute (VSA)
extensions to the RADIUS
protocol. See your NAS vendor's
documentation for alist of VSAs
they support.

Session-Timeout The maximum allowed session No 1
length (in seconds)

Idle-Timeout The maximum idle time allowed No 1
for the session.

Port-Limit Thetotal number of sessionsthat | No 1
can be linked together for creating
greater bandwidth (Typically used
with ISDN sessions.)

If areply attribute differs from the nature of the user’s session, the NAS must resolve the
problem. For example, if the user connects using PPP and 8950 AAA returns a Framed-
Protocol attribute set to “SLIP” the NAS should drop the session.

With the 8950 AAA PolicyAssistant it is possible to define attribute sets that apply to all

users of apolicy. This meansthat individual user profiles need only contain a user name
and password. All other attributes for authorization checks and provisioning rules can be
contained in an attribute set for the policy. This makes system management much easier

for the administrator.

Changing authorization checks and session provisioning can be accomplished by editing
the attribute set. This eliminates the need to edit numerous user profiles each time policy
changes.
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Adding Attribute Sets to Your Policy

About adding Attribute sets

This section covers the use of the Policy Wizard to create attribute sets and assumes that
you are creating or editing a policy and have already completed the following
configuration steps: defining a user profile source, defining an authentication source,
defining storage for accounting data, and setting session limits. You should now see the
Attribute Set for Policy panel as shown in Figure 9-10.

Figure 9-10 Attribute Set Panel in the Policy Wizard

Attribute Set for Policy

RADIUS attributes are used to define authorization checks and set session configuration options, Attributes may be defined in a user's  a
profile, howewver, the PolicyAssistant also supports the use of defined sets of attributes which can be added to any attributes defined in
the user's profile. You may define an attribute set that will apply to all users of this policy. Use of an attribute set can make user profile

maintenance simple by specifying attributes for all users,

Use the attribute Set options below to specify the attributes to use for users in this Policy. To specify Attribute Set for the entire Policy,

select an existing Attribute Set belaw or create a new Attribute Set.

~Attribute Set o use Faor this Policy

B|a|

termplate-blank
SLIF

CSLIP

TELMET

A Policy Configuration - MyPolicy x|

found.

~attribute Set Lookup Failur

Select the action to take if the any Attribute Set Mame cannot be

i~ Reject the Request
i~ Discard the Request

{+ Continue without Attribute Set

[Advanced

Advanced |

< Back | Mext = | Cancel |

If you do not want to use an attribute set with this policy, make sure the option Use
Attribute Setsis not selected and click Next to advance to the final Policy Wizard panel.
Please refer to the section “Reviewing Your Policy” on page 25 to complete the Policy

Wizard.

Use Attribute Sets

To use attribute sets with this policy, select Use Attribute Sets. Thisis the default setting.
You set which attribute set is used for this policy in the Attribute to use for this Policy

frame.
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Creating Attribute Sets

The following procedure lists the steps to create or edit an Attribute Set:

1. To edit an existing attribute set, select its name from the scroll list
Or
To defineanew set, click Insert arecord @ | button.

2. The Attribute Sets panel appears as shown below. If you are editing an attribute set the
panel will be populated with information about the attribute set you chose.

Figure 9-11 Add or Edit Attribute Sets Panel
x|

# Attribuke Set Mame |

Authentication Type | “unspecified = vI

Items to Verify I Items Sent Back To Client | Comment |

B | & e = 2] w] ]

Cancel |

1. If you are defining a new attribute set, enter a name for this set in the Attribute Set
Name field.

2. Click the ltemsto Verify tab (by default, thistab is selected when you first enter the
Attribute Sets panel) to add or edit verification attributes for this policy.

You will need to add verification attributes if you want the server to perform
authorization checks for this policy.

3. Click Insert arecord | button to open the Attribute Properties panel as shownin
Figure 9-12.
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365-360-001R6.0

Figure 9-12 Attribute Properties Panel
x|

Use the Following ko specify an attribute and it's value. Select the attribuke, then specify a walue, Use
the description to help with specifying the walue,

Aktribukes Walue

Ackivation |
Auth-Type [—
Called-Station-Id
Calling-5tation-Id The Activation attribuke is of the Date type,
Expirakion
Frarmed-Compression The walue must be in Format:
Framed-IP-Address PPN dd ey
Framed-IFsE-Mebwork,
Frarmed-Protocol Examples:
GTC-Type Jun 26 Z2002
Mas-Identifier 2ck 31 2002
MAS-IP-Address =
MAS-Fort

Mas-Port-Id
MNOS-Port-Type
ME-Globalcroup
ME-LocalGroup LI

Descripkion

I~ sShow all attributes

Inserkt I Close I

a. Select an attribute from the Attributes list and enter or select an appropriate
Value.

Important! If you also have verification attributes in a user profile, in case of
conflicts the attribute setting from the user profile will be applied.

The Description below the Value field, provides guidelines on the format for those
attributes that support data input entered from the keyboard.

Click Show All Attributesto display al attributesincluded in the server
dictionary; otherwise, the list of attributesis limited to those attributes that were
defined in the SMT preferences check-items|list panel.

Important! To change the attributes that appear in thislist, select Preferences from
the Edit menu. Select the Check-items List option from the Server Management Tool
Preferences panel.

b. Click Insert to add the attribute. To insert additional attributes, return to Step a.

c. Click Close when you are done adding attributes. The verification attributes you
selected are displayed on the Itemsto Verify tab.
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Figure 9-13 Items to Verify Tab of the Attribute Sets Panel

D attribute Set x|

* Attribute Set Mame [FPP
Authentication Type I <unspecified = vI
Items to verfy | Items Sent Back To Client | Commen 3

EIEAEIE IR

Attribute Walue

Called-station-Id 5305551212

Framed-Protocol FFF

MAS-Port-Type sy

=

4. Click the Items Sent Back to NAS tab to add reply attributes for this policy.

You need to add reply attributesif you want the NAS to configure the session uniquely
for this policy. The server returns these attributes to the NAS if the authentication and
authorization steps are successful. Thisisreferred to as provisioning the session.

5. Click Insert arecord @ | to open the Attribute Properties panel.

a. Select an attribute from the Attributeslist and enter or select an appropriate
Value. For example, you can limit the session time to one hour, select the
Session-Timeout attribute and enter 3600 in the Value field; or identify a specific
| P address pool from which addresses are assigned., select the
Ascend-Assign-1P-Pool attribute and enter an appropriate value in the Value
field.

The Description below the Value field, provides guidelines on the format for those
attributes that support arbitrary data entered from the keyboard.

Click Show All Attributesto display all attributes included the dictionary selected
in the server profile.

Important! To change the attributes that appear in thislist, select Preferences from
the Edit menu. Select the Reply-items List option from the Server Management Tool
Preferences panel.

b. Click Insert to enter multiple attributes.

c. Click Close when you are done adding attributes. The reply attributes you
configured appear under the Items Sent Back to NAS tab.
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Defining a Failure Mode

Figure 9-14 Items Sent Back to NAS tab of the Attribute Sets Panel

x|

# fttribute Set Name [PPR

Authentication Type | “unspecified =

Items to Werify Ibems Sent Back To Client I Cormment |

=

G| || @+ o]
Attribute Walue
Framed-Lser

Framed-Protocol PPP
Framed-TP-Address 255,255, 255,254
Framed-IF-Metmask. 255.255,255.255
Framed-Routing Mone
Filter-1d std.ppp
Framed-MTU 1500

Cancel |

6. Click OK to close the Attribute Sets panel and return to the Attribute Set for Policy
panel in the Policy Wizard. The attribute set you create appears in the scroll list under
the Attribute Set L ookup frame. The set is added to the file listed under the Advanced
tab.

Defining a Failure Mode

About the Failure Mode

Use the options in the Attribute Set L ookup Failure frame to define the action the
PolicyAssistant should take in the event an Attribute Set cannot be found. Such afailure
might be caused by an error in a Session-Template attribute in a User Profile, or by an
error when giving the Attribute Set a name.

The three options, are as described below in Table 9-3.

Table 9-3 Attribute Set Options

Option Description

Send an access-reject response to the NAS. The server ends
the session immediately.

Reject the Request

Stop processing the request, but do not send any reply to the
NAS. The NAS may retry sending the request to another
8950 AAA server, where a copy of the Attribute Set might
be available.

Discard the Request
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Table 9-3 Attribute Set Options

Option Description

Continue without the Attribute Continue processing the request, but without the attributes
Set from the Attribute Set. If authentication and authorization
are successful the Access-Request is sent. However, the
session may not function asintended or may not start at all.
Thisisthe default setting.

cation for Your Attribute Sets

If you choose to define an attribute set for an individual in addition to the set assigned to
all users of this policy, you must store all setsin the same file. The PolicyAssistant
includes atemplate file (\run\users.template) that stores the predefined attribute sets. It is
recommended to add your unique attribute setsto thisfile.

1. Click Advanced to open the Advanced panel.

2. Enter anamein the File Containing Attribute Setsfield. The file must already exist
and be located in the 8950 AAA run directory. If the file cannot be found or if the
named Attribute Set cannot be located in the file the PolicyAssistant follows the action
defined above in the Attribute Set L ookup Failure frame.

3. Click Attribute Set Nameisdefined in the User Profileto identify the user profile as
asource for your attribute sets.

Use this option if your user profile source is one of the sources that store only user
name and password to create unigue attribute sets for any of your users.

For example, your user profile source is SecurlD and the account for user ‘kyle' will
be deactivated at the end of the month. Use the process defined in the section
“Creating Attribute Sets” on page 20 to create an attribute set with the name ‘kyle’ that
includes the deactivation attribute under the Itemsto Verify tab. Click Advanced
button. The Advanced option is displayed, as shown in Figure 9-15.
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Figure 9-15 Policy Configuration-PolicyAssistant Advanced Attribute Sets option
x|

The Attribuke Seks file is a traditional RADIUS users File with
entries for each Attribute Set,

File Conkaining Atkribute Sets Isecurity users I

I+ Attribute Set Mame is defined in the User Profile

Cancel |

Click onthe ... and alist of files containing the existing Attribute Sets are displayed.
Select one of the Attribute Sets and select the Attribute Set Nameis defined in the
User Profile checkbox. Click OK. The Attribute Set for Policy panel is displayed as
shown in Figure 9-10. Figure 9-10 now displays the values of the Attribute sets from
the set that was selected.

When the 8950 AAA server receives arequest from user ‘kyle', it forwards the packet
to the Securl D server for authentication. If accepted the packet is returned to the 8950
AAA server, which then looks up the attribute set using the User-Name attribute. If the
packet passes the Items to Verify checks, in this case if the deactivation date is not
exceeded, the request is authorized and accepted.

4. Click Next to complete the Policy Wizard.

Reviewing Your Policy

How to review your policy

This concludes the configuration steps using the wizard.

Click Next to view your policy, and click Finish to close the wizard.

Using the PolicyAssistant

About Using the PolicyAssistant

After creating a policy, you must decide how to route incoming requests to a specific
policy. 8950 AAA enables you to use arealm name or a DNIS number to identify the
correct policy for your users. For example, you may need to group corporate users by the
domain they belong to or the access number they dial when traveling. The Policy Assistant
panel, as shown in Figure 9-16, hastwo sections. The PolicyAssistant section, which isthe
top section, allows you to create/configure new Policies, manage policiesto control user
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access to your network. A policy isaset of rules the Policy server uses to determine how
users are authenticated, how accessis authorized and configured, and how accounting data
is stored. The bottom section contains four tabs that allows you to manage a sel ected

policy:

e Policy Selection

¢ Reamand DNIS Limits
o USS Settings

« Cisco PEAP

Figure 9-16 Policy Assistant Panel

1ol

The PolicyAssistant manages policies to control user's access o your network, A policy, defined in the top section, is a set of rules the Palicy
server uses to determine how users are authenticated, how access is authorized and configured, and how accounting data is stored,

ElEEIEI=IER
Policy User Profile Source Authentication User Lirnit Folicy Limit Accounting

RADIUS User File Passwotr One Sessiol Mo Lirnit Detail File

Realm and DNIS Limits | USS Settings | Cisca PEAP |

icy Selection section manages how a Policy is selecked fram information in a request.

o @|a|%je|+| 4|

Narne Rule Policy or Reject Max Connections
User-Name = My Palicy Mo Lirnit

Save Reload Edit Attribute Sets, ., Install Mew PolicyFlaw, .. Close

Using the Policy Selection tab

The Policy Selection section allows you to manage a selected policy. A set of action
buttons, as shown in the Figure 9-17, appear on the bottom of this section when you select
the Policy Selection tab.

Figure 9-17 Policy Selection tab-Action Buttons

ellzEIE IR R

The action buttons allow you to perform the following actions:

Insert arecord
Edit arecord
Delete arecord
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« Deleteadl records

« Makeacopy of selected records
« Move selected record up

« Move selected record down

These action buttons allows you to perform appropriate actions.

1. Toadd anew Rule configuration, click on theinsert arecord, & | action button. The
Rule Configuration panel is displayed as shown in the Figure 9-18. This screen allows
you to add policy rule configurations.

Figure 9-18 Policy Assistant-Rule Configuration Panel

#[* Rule Configuration |
Marme |aaa—ru|e—1
Palicy | MyPolicy LI

Reject Requests I

Conditions I Max Connections | Request Map |
Simple I Advancedl

* Match ALL Conditions

= Match AMY Conditions

ElEEIEIEIF R

K I Cancel |

2. There arethree tabsin the Rule Configuration panel namely, Conditions tab, Max
Connections, and Request Map tab. These allow to select an attribute to the Rule and
specify the value of it. It also allows you to choose if the rule has to match all the
conditions or just match any of the conditions and define the rule. The Rule
configuration you added will now be displayed in the main screen, Figure 9-16.

3. TheEdit, delete, delete all, copy, move up, move down buttons allows you to perform
necessary actions on the defined or existing Rule Configurations.

Defining Realms

Many | SPs use arealm name to identify the home ISP enabling traveling users to access
networks of other | SPs when roaming agreements are in place. Use arealm name or any
name that distinguishes the type of services provided by the policy. If you plan to route
incoming requests using a DNIS, you must create arealm. The following identifies
hypothetical group names for the three examples discussed here:

« domain01—for example, domain01\jsmith
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 tollfree—a name you might use internally to associate the policy with dialed access
(DNIS) numbers

« myisp.com—for example, jsmith@myisp.com

Defining DNIS

The PolicyAssistant offers away to associate a DNIS (the RADIUS attribute
Called-Station-I1d) with arealm. When using DNIS realms all callsto agiven DNIS are
treated asif the user specified the associated realm, regardless of the realm the user
actually entered. This allows use of simple user names without a realm for network
connection. If each DNISis associated with a specific realm, it prevents users of onerealm
calling a DNIS assigned to another realm (requires that the combination of user name and
password is unique for all users).

For example, if the phone number 555-1212 is associated with the realm foo.net and a user
eileen@gato.com dials 555-1212 to connect to the network, the 8950 AAA server treats
the user as though they were in the foo.net realm ignoring the gato.com realm. The server
searches for the user profile in the source defined for the foo.net realm.

If the number (DNIS) dialed by a user is not associated with arealm, then any ream the
user entered as part of their User-Name is used as the realm name.

Using the Realm and DNIS Limits tab

The Realm and DNI S tab allows you to manage the number of connections allowed for
either a specific Realm or DNIS. You can aso limit based on policy and user, which are
defined with in the Policy. A set of action buttons, similar to the set shown in Figure 9-17,
appear on the bottom of this section when you select the Realm and DNI S tab.

The action buttons allow you to perform the following actions:
e Insert arecord

» Edit arecord

« Deletearecord

« Deleteadl records

« Makeacopy of selected records

« Move selected record up

« Move selected record down

These action buttons allows you to perform appropriate actions.
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Management Tool

1. Toadd anew Realm or DNIS, click on theinsert arecord, | action button. The
Realm and DNIS Limits panel is displayed as shown in the Figure 9-19. This screen
allowsyou to limit sessions for a particular Realm or DNIS.

Figure 9-19 Policy Assistant-Realm and DNIS Limits panel
x|

Use the Following to limit sessions For a particular Realm or DRIS.

Lirnit Type |EEEN]

value I

~Max Connections

" Mo Limit
£ Mo User Access

- Specific Limit (Enter limit below)

Ok I Cancel I

2. Choosethe Limit Type as either Realm or DNIS. Provide a value for the Realm or
DNIS. Select appropriate Max Connections as either No Limit, No User Access, or
Specific Limit. If you choose, Specific Limit, providethe Limit. Click OK. The Realm
or DNIS value you added will now be displayed in the main screen, Figure 9-16.

3. TheEdit, delete, delete al, copy, move up, move down buttons alows you to perform
necessary actions on the defined or existing Realm and DNIS Limits.

Using the USS Settings tab

The Universal State Server (USS) settings tab allows you to control the session limits for
users, Realms, DNIS, and Policies. You can use this tab to control the USS and where it
runs.

When the USS Settings tab is selected, the following list of attributes/values are displayed
with appropriate values.

e UseUniversal State Server—Yesor No option
« |P Address/Host

+  Shared Secret

« Authentication Port

« Accounting Port
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Management Tool

Enter or change the values of these fields appropriately and click on Save to save the
changes.

Using the Cisco PEAP tab

The Cisco PEAP tab allows you to enable Cisco PEAP with the Policy Assistant. If your
users are required to be authenticated using PEAP from a Cisco Client, the request does
not include realming information.

When the Cisco PEAP tab is selected, the following list of attributes/values are displayed.
« Use Cisco PEAP-Yes or No option

» RSA Certificate File Name

+ RSA Private Key Password

« DGSA Certificate File Name

« DSA Private Key Password

Enter or change the values of these fields appropriately and click on Save to save the
changes.

Saving Your Policies

How to save your policies

This concludes the use of the PolicyAssistant to create policies and realms. Click Save to
store the changes to your policies.

If the 8950 AAA server isrunning and you have made changes to your policies, Realms or
DNIS Limits, USS Settings, and Cisco PEAP, click Reload to store your changes and
update the active server files.

Advanced Authentication Options

About Advanced Authentication options

This section provides additional information for defining authentication source.

The Authenticating Access Requests panel shown in Figure 9-5 on page 9 contains the
Advanced Authentication Options button. It provides the ability to fine-tune your
definition of authentication source by using the Advanced Authentication Options
window, as shown in Figure 9-20.

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using the 8950 AAA Policy Assistant in Server Advanced Authentication Options
Management Tool

Figure 9-20 Advanced Authentications Options
x|

Automatic Password Detection I User Profile Options | Tunneled EAP I Transparts |

You have selected to allow 8950 AAA to aukomatically detect the password From the user profile. The Following is & list of the
types of passwords that can be automatically detected, Seleck the password bypes you want ko allow,

-Local Password Detection— -EAP LEAP Detection———  -EAP MS CHAP Y2 Detection

[+ Plain Text Password [T E&P LEAP (M password)y [T EARMS Chap V2 (NT password)

v SHA I™| EAR LEAR (Plain text password) I™ | EAR M5 Chap V2 (Rlain texk password)
[ Salted SHA [T EAP LEAP (MO password) [T EAR M5 Chap Y2 (M4 password)

v MD5

|+ Salked MDS

¥ MD4

[+ UMI¥ | Linux DES
W UMD | Linux MDS
W LIMEE | Linus SHE

Close I

The Advanced Authentication Options window contains four tabs:

« Automatic Password Detection—Defines the password format types that can be
automatically detected by 8950 AAA.

e User Profile Options—Defines the options that 8950 AAA can read from the Auth-
Type attribute in the user’s profile.

« Tunneled EAP-Defines tunneled EAP types that the PolicyAssistant can process if
EAP tunneling is enabled.

« Transports-Defines password transport types that can be used by 8950 AAA.
Table 9-4 lists the options avail able for each tab.

Table 9-4 Advanced Authentication Option

Tab/Group/Option Description
Automatic Password Detection
* Local Password Detection Automatically detect passwords stored within auser
profile
— Plain Text Password Detect passwords using plain text format
- SHA Detect passwords using SHA format
— Salted SHA Detect passwords using Salted SHA format
T S
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Management Tool

Advanced Authentication Options

Table 9-4 Advanced Authentication Option

Tab/Group/Option Description
- MD5 Detect passwords using MD5 format
— Salted MD5 Detect passwords using Salted MD5 format
- MD4 Detect passwords using MD4 format

UNIX/Linux DES

Detect passwords using UNIX/Linux DES format

UNIX/Linux MD5

Detect passwords using UNIX/Linux MD5 format

UNIX/Linux SHA

Detect passwords using UNIX/Linux SHA format

* EAP LEAP Detection

Automatically detect passwords stored separately
from the user profile or using an external servicefor
authentication

EAP LEAP (NT password)

Detect NT passwords

EAP LEAP (Plain text password)

Detect plain text passwords

EAP LEAP (MD4 password)

Detect MD4 passwords

+ EAP MS CHAP V2 Detection

Automatically detect passwords stored separately
from the user profile or using an external servicefor
authentication

EAP MS CHAP V2 (NT password)

Detect NT passwords

EAP MS CHAP V2 (Plain text
password)

Detect plain text passwords

EAP MS CHAP V2 (MD4 password)

Detect MD4 passwords

User Profile Options

» Password from User File

Use information from user file as specified in Auth-
Type attribute

Plain Text Password

Detect passwords using plain text format

- SHA Detect passwords using SHA format
— Salted SHA Detect passwords using Salted SHA format
- MD5 Detect passwords using MD5 format
- Salted MD5 Detect passwords using Salted MD5 format
- MD4 Detect passwords using MD4 format

UNIX/Linux DES

Detect passwords using UNIX/Linux DES format

UNIX/Linux MD5

Detect passwords using UNIX/Linux MD5 format
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Management Tool

Advanced Authentication Options

Table 9-4 Advanced Authentication Option

Tab/Group/Option

Description

UNIX/Linux SHA

Detect passwords using UNIX/Linux SHA format

» External Authentication

Use information from external source as specified
in Auth-Type attribute

LDAP Directory

Detect passwords within LDAP directory

Microsoft Active Directory

Detect passwords within MS Active Directory

Windows Security Access Manager

Detect passwords within Windows SAM

UNIX System

Detect passwords within UNIX System

UNIX Password File

Detect passwords within UNIX password file

RSA ACE/Server (SecurlD)

Detect passwords within RSA ACE/Server

Secure Computing SafeWord Server

Detect passwords within Secure Computing
SafeWord Server

* EAP Authentication

Use information from EAP source as specified in
Auth-Type attribute

- EAP MDS Detect MDS passwords
- EAPTLS Detect TL S passwords
— EAPLEAP Detect all LEAP passwords

EAP LEAP (NT password)

Detect NT passwords

EAP LEAP (Plain text password)

Detect plain text passwords

EAP LEAP (MD4 password)

Detect MD4 passwords

EAP MS CHAP V2

Detect all MS CHAP V2 passwords

EAP MS CHAP V2 (NT password)

Detect NT passwords

EAP MS CHAP V2 (Plain text
password)

Detect plain text passwords

EAP MS CHAP V2 (MD4 password)

Detect MD4 passwords

Tunnelled EAP

+ Available EAP Tunnel Types

Automatically process EAP authentication requests
tunneled through tunnel types

PEAP

Allow PEAP tunnel type

PEAP with Generic Token Card
installed

Allow PEAP with Generic Token Card tunnel type

TTLS

Allow TTLS tunnel type
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Advanced Authentication Options

Table 9-4 Advanced Authentication Option

Tab/Group/Option

Description

— TTLS with Generic Token Card
installed

Allow TTLS with Generic Token Card tunnel type

— Generic Token Card

Allow Generic Token Card tunnel type

Transports

* Plain Text Password

Allow Plain Text transport

Password

Allow Plain Text Password transport

CHAP-Password

Allow Plain Text Password - CHAP transport

MS-CHAP-Response

Allow Plain Text Password - MS-CHAP transport

MS-CHAP2-Response

Allow Plain Text Password - MS-CHAP2 transport

+ Salted MD5

— Password

Allow Salted M D5 transport

UNIX/Linux DES

— Password Allow UNIX/Linux DES transport
+ Salted SHA

— Password Allow Salted SHA transport
* MD5

— Password Allow MD5 transport

UNIX/Linux SHA

— Password

Allow UNIX/Linux SHA transport

+ MD4

— Password

Allow MD4 transport

— MS-CHAP-Response

Allow MS-CHAP transport

— MS-CHAP2-Response

Allow MS-CHAP2 transport

+ SHA

— Password

Allow SHA transport

UNIX/LINUX MD5

— Password

Allow UNIX/Linux MD5 transport
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Management Tool

Advanced Authentication Options

On the Authenticating Access Requests panel (Figure 9-5), if you selected the option

Allow Any of the Following, then, after clicking Advanced Authentication Options, the

Advanced Authentication Options window appears as shown in Figure 9-20. You may

customize the list of verified format types by deselecting any check box that corresponds

to aundesirable format type.

On the Authenticating Access Requests panel, if you selected any option other than Allow

Any of the Following, then, after clicking Advanced Authentication Options, the
Advanced A uthentication Options window appears as shown in Figure 9-5.

Table 9-5 Advanced Authentications Options-User Profile Options

User Profile Options I Tunneled EAR | Transportsl

It is possible bo specify the authentication option in & user's profile in the Auth-Type attribute, ©On this screen you determine if
this behavior is to be allowed For this policy.

If this policy is allowed to read the Auth-Type attribute from the user's profile, and the Auth-Type attribute is present in the

user profile, it will kake precedence over any authentication optionis) you have set For this policy, You must specify which
authentication options may be used. The available options are listed below, IF the Auth-Type attribute from the user profile
does not match an approved option, then the request will be rejected,

~Password from User Profile —

[~ Plain Text Password
[~ sHa

[~ Salted SHA

I~ Mos

[~ Salted MDS

I~ Mo+

[~ UNIX ] Linux DES
[~ UNIX | Linux MDS
[~ UNIX / Linux SHA

(" Ignore Auth-Type attributes in the user profile

~External Authentication

[~ LD&P Directory

[~ Microsoft Active Directory

[~ ‘Windows Security Access Manager
[~ L2 Systenm

[~ UMIX Password File

[~ RSA ACE/Server (SecurID)

[~ Secure Computing Safe'Word Server

~EAP Authentication

[~ EAP MDS

[~ EAPTLS

[~ EAP LEAP

[~ EAF LEAP (NT password)

[~ E&P LEAP (Plain text password)

[~ EAF LEAP (MD4 password)

[~ EAP MS Chap W2

[~ EAP MS Chap Y2 (NT password)

[~ EAF MS Chap Y2 (Plain text password)
[~ EAF MS Chap Y2 (MD4 password)

Close |

Tunneled EAP tab option

Click on the Tunneled EAP tab and the following panel is displayed, as shown in

Figure 9-21. By selecting the Allow EAP Tunnéelling checkbox, you can enable automatic

EAP negotiation and add desired tunneled EAP types.
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Management Tool

Figure 9-21 Advanced Authentications Options-Tunneled EAP tab Options
I

Automatic Password Detection | User Profile Options  Tunneled EAP | Transparts |

The Policyassistant can automatically process EAP authentication requests tunneled through the Following EAP types: PEAP,
TTLS, and Generic Token Card. To enable automatic EAP negotiation, enable Allow EAP Tunneling below and add desired
tunmeled EAP bypes.

Specify the allowed tunneled authertication types below by moving a bype From the Available Tunnels list to the Allowed
Tunnels list. Use the Up § Down buttons ko specify the order the Eypes are negotiated.

Avallable EAP Tunnel Types Allowed EAF Tunmel Types

PEAF
TTLS

Generic Toksn Card

Gensric Toksn Card in PEAR

Generic Token Card in TTLS

lglele
lels

Close I

Transports tab option

Click on the Transportstab and the following panel is displayed, as shownin
Figure 9-22. Thisdisplays alist of the types of password transports organized by type of
authentication. Select the transports you want to allow.
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Advanced Attribute Set Options

Figure 9-22 Advanced Authentications Options-Transports tab Options

Automatic Password Detection I User Profile Options | Tunneled Eap  Transports I

The following is a lisk of the bypes of password transports organized by bype of authentication. Select the transports you wank
o allow,

[=-Plain Text Password

i e W Password

¥ CHAP-Password
¥ Ms-CHAP-Response
¥ mMs-CHAPZ-Response
[=-Salted MDS

Lo ¥ Password
E1-UNIX | Linus DES

¢ e W Password
[=-Salted SHA

i LW Password

- MDS

¢ e @ Password
BN | Linus SHA

Lo ¥ Password

¥ Password
¥ MS-CHAP-Response
¥ M3-CHAPZ-Response

£ 5HA
¢ e @ Password
[=-UMIX | Linus MOS

i ¥ Passward

Close I

Advanced Attribute Set Options

About Advanced Attribute Set Options

365-360-001R6.0
Issue 1,

Attribute sets can be referenced from many of the supported user profile sources such as
RADIUS user files, database records and L DAP configurations, SecurlD ACE Server,
UNIX password file or NIS/NIS+ and as part of apolicy. This section covers attribute sets
defined as part of the policy. Additional information on referencing other templatesis
provided bel ow.

You may allow an attribute set name to be specified in the users profile. By default this
option is enabled, to disable the Attribute Set name from being read from the user profile
Attribute Sets, click in the Attribute Nameis defined in the User Profile box. In most cases
you will probably wish to disable this option.

If thisoption is enabled, the PolicyAssistant looks for the Session-Templ ate attribute in the
Reply Attributes section of the User Profile. If found, the PolicyAssistant attempts to load
the named set from the file designated in the Advanced options panel.

Itispossiblefor 8950 AAA to read multiple attribute sets during the processing of asingle
user request. This might be the case if there was an Attribute Set defined in the User
Profile and another set defined for the policy. In this case, the Attribute Set defined in the
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Using the 8950 AAA Policy Assistant in Server Advanced Attribute Set Options
Management Tool

User Profileisread first, then the policy set isread. If an attribute is defined in both
Attribute Sets, the first assignment read takes precedence. That is, the attribute definition
from the User Profile would be the one used in the Access-Accept response.

END OF STEPS
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10  Configuring 8950 AAA
USSv2

Overview

Purpose
This chapter discusses the process of configuring the 8950 AAA USSv2 functionality.

The following topics are included in this chapter:

USSv2 Configuration 10-1

USSv2 Configuration

The Universal State Server (USS) and Universal State Server version 2 (USSv2)

The Universal State Server (USS) is an in-memory database optimized to track network-
resource usage. It interacts with the 8950 AAA Server to maintain usage counts and
enforce resource limits within the network.

The Universal State Server version 2 (USSv2) Configuration feature is an advanced
feature of the USS feature. The USSv2 isabrand new design and in many ways different
from the USS feature though the basic concepts are same. The new USSv2 is not built on
the old USS.

The USSv2 differs from the old USS as following:

« USSv2isareplication and persistence handling framework that allows
“pluggable” state machines.

« USSv2 can handle any number of instances of state machines of the same or
different types, each with its own database and set of replication hosts.

« USSv2replicatesin active-active mode and al hostsin areplication domain can
service requests at any time.
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Using the SMT to configure USSv2

The USSv2 uses in-memory databases to track network resources. The information
tracked includes the current state of a network resource and any information associated
with that resource about how it is being used. The information associated with the
resource can be counted to gather over all network resource usage. The information in the
USSVv2 can be used to make decisions in the PolicyFlow on how to processthe AAA
request.

Use the StateServer section below to configure the types of resources you want to track.
Use the Replicated Server section to automatically serve a copy of the resource datain
other servers (only available with alicense enabled for replication).

This section describes how to configure the 8950 AAA USSv2.

For information about running the SMT, please refer to “ Starting the Server Management
Tool” .

1. Select USSv2 Configuration from the Configuration Tools folder on the Navigation
pane, as shown in Figure 10-1.

Figure 10-1 Navigation Pane-USSv2 Configuration option

¥ Configuration Tools &

+ Server Properties

+ Clients | Peers

+ Realm Routing Table

+ Remote Configuration

+ PolicyFlow Editor

+ Us5v2 Configuration
+ 3950 A44A Operators

+ Simple Address Manager
+ 1J55 Address Manager

The USSv2 Configuration
option in the Navigation
pane

Result: The 8950 AAA USSv2 Configuration pandl is displayed as shownin
Figure 10-2.
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Figure 10-2 The 8950 AAA SMT-USSv2 Configuration panel

Server  Panel Edit ‘Window Help
resi

| #le D)o J] B
A Confi ion s A ources, The

e infor

be used to make deri

in the: PolicyFlow on how to process the

Use the StateServer section below ko configure the kypes of resources you want ko track. Use the Replicated Server section to automatically save a
+ Remote Configuration copy of the resource data in other servers (only available with a license enabled For replication).
« Policyfssistant Skate Servers
+ US3vz Configuration | | | | | | |
@
+ 8950 AAA Operatars eIl @9
« Simple Address Manager Hame StateServer Type Replicated Servers
+ LS5 Address Manager

£ stats Collecting ES
« Staks Collector
+ Configurs Reports

i Logging Taals ES
+ Server Log Messages
+ Log Channels
* Log Rules

Replicated Servers

ElEIEIE R R

+ Dictioniary Editor
« File Manager
+ Certificate Manager

Save Close:

Action buttons of the USSv2 State Servers Section

The USSv2 Configuration panel (Figure 10-2) contains two sections that consists of 2
sets of Action buttons that appear in the 8950 AAA USSv2 Configuration panel, as shown
in Figure 10-2.

The action buttons that are in the top section are used to configure State Servers. The
action buttons that are in the bottom section are used to configure the Replicated servers.

The Top set of action buttons are as shown in Figure 10-3.

Figure 10-3 USSv2 Configuration-Action buttons in the State Servers section
FlEIEIE IR RS

These action buttons allow you to perform the following actions:
e Insert arecord

« Edit selected record

« Delete selected record

« Deéletedl records

« Makeacopy of selected record

e Move selected record up
» Move selected record down

You can perform any of the required actions using these action buttons.
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To Insert arecord, click on the E‘ action button. The StateServer Configuration panel
isdisplayed as shown in Figure 10-4. This panel allows you to add a StateServer and its
type as shown in Figure 10-4.

Figure 10-4 The USSv2 StateServer Configuration-Add panel

A* stateserver Configuration 5'

® StateServer Name |

# SkateServer Type | <unspecified >
Generalstate

Radius StateServer Properties | Replication |

Index

Persist I Shukdown LI Al

Authentication Counter

Accounting Counker

Accepted Timeout |455 _I 4]
Ackive Timeout I_ 1mes _I _<|
Inactive Timeout I, s _I ]

Cancel |

Table 10-1 explains each of these fields and the field descriptions that you need to specify
in this screen.

Table 10-1 USSv2 StateServer Configuration Properties

Field Name Description

StateServer Name Specifies a unique name for this entry.

StateServer Type Setsthe type of this model from one of the available
model typesin the system.

The StateServer Configuration panel, Figure 10-4, has two tabs: the Properties tab and
the Replication tab. The Propertiestab displaysthe properties of the StateServer Type that
you decide to select. For example, if you select the RadiusState as StateServer Type, the
Properties tab will display the Radius StateServer Properties as shown in Figure 10-4.

The other tab, the Replication tab, when clicked will display the Replicated Server
properties as shown in Figure 10-5.
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Figure 10-5 The USSv2 StateServer Configuration-Replication tab properties
x|

® StateServer Mame |

# StateServer Type | cunspecified >
RadiusState

General StakeServer Properties Replication I

Replicated Servers Y _‘I
[E7]
%
=
&
&
Replication Map fi{meta_ local.*} := f{meta remotelflewer_ =*}; | [T
#{data.local.*} := #{data.remotelfNewver.*};
obliterate m o el

Cancel I

Table 10-2 explains each of these fields and the field descriptions that are displayed in this
screen.

Table 10-2 USSv2 StateServer Configuration-Replication tab properties

Field Name Description

Replicated Servers A list of zero or more names of defined nodesto which this
model will replicate. Note that if any names are given,
exactly one of them has to match the name of the local
Diameter Origin-Host property of each node.

Replication Map Specifies the mapping to be applied when merging
remotely replicated entriesinto local, pre-existing entries.

Obliterate Thefall back time-out to use to terminally remove entries
marked for deletion out of the database in case adelete
event is not acknowledged.

Action buttons of the USSv2 Replicated Servers Section

The USSv2 Configuration panel (Figure 10-2) contains two sections that consists of 2
sets of Action buttons that appear in the 8950 AAA USSv2 Configuration panel, as shown
in Figure 10-2.

The action buttons that are in the bottom section are used to configure Replicated Servers.
The Top set of action buttons are as shown in Figure 10-3 and are as explained earlier.
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USSv2 Configuration

Figure 10-6 USSv2 Configuration-Action buttons in the Replicated Servers section

B| & 3| =@ a|F

These action buttons allow you to perform the following actions:

Insert arecord

Edit salected record
Delete selected record

Delete dl records

Make a copy of selected record
Move selected record up

Move selected record down

You can perform any of the required actions using these action buttons.

To Insert arecord, click on the @ action button. The Replicated Server Configuration
panel is displayed as shown in Figure 10-7. This panel allows you to add a Replicated
Server and its properties as shown in Figure 10-7.

Figure 10-7 The USSv2 Replicated Server Configuration panel

i Replicated Server Configuration xl

& Server Mame ||

Server Address I

~Properties

The Following properties will override global server properties For this replicated server. Check
the Server Properties panel For more information.

Replicated Server Timeouk I _I | &0
Heartbeat Tims [ | [1os
Heartbeat Skip | E
Bucket Load Factor I | 10
Idle Ack Rate | [10
Replicator Pool Size I | <+

Ok I Cancel I

Table 10-3 explains each of these fields and the field descriptions that you need to specify
in this screen.

Table 10-3 USSv2 Replicated Server Configuration Properties

Field Name

Description

Server Name

Specifies a unique name for this entry.
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USSv2 Configuration

Table 10-3 USSv2 Replicated Server Configuration Properties

Field Name

Description

Server Address Specifies the | P address of the server. If not
specified the default port is 9199.

Replicated Server Timeout Specifiesthe amount of timethe replication queueis
kept active after areplicated server has gone down.

Heartbeat Time Specifies the amount of time between heartbeat
transmissions.

Heartbeat Skip Specifies the number of missing heartbeats before a

connection to areplicated server is considered
down.

Bucket Load Factor

Specifies the maximum number of heartbeat
intervals of outstanding buckets beforereplicationis
halted and a reconciliation is prepared.

Idle Ack Rate

When remote ack rate per heartbeat interval drops
below thislimit a prepared reconciliation is started.

Replicator Pool Size

Specifies the number of threads servicing outbound
replication.

Once all the properties have been specified, click OK to continue.

END OF STEPS
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11 Configuring 8950 AAA
Operators

Overview

Purpose

This chapter provides information about defining administrator access to 8950 AAA. It
defines different administrator roles and functions. It also provides information on how to
use the SMT Operators panel.

The following topics are included in this chapter:

Administering the 8950 AAA System 11-1
8950 AAA Operators Panel 11-3
Adding an Operator 11-11
Adding an Access Rule 11-13
Modifying a System Operator 11-16

Administering the 8950 AAA System

Administrators for a 8950 AAA System

8950 AAA provides administrative security control over access to the SMT configuration
panels, configuration files, and Admin Interface commands. You can define administrative
levelsfor individual users.
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Administering the 8950 AAA System

There are four basic types of administrators for a8950 AAA system, as follows:

Table 11-1 8950 AAA-Types of Administrators

Types of Administrators

Description

Administrative User

Thisisthe System Administrator specified during
installation. The Administrative User has the
following privileges:

«  Complete read/write accessto all files

+  Full permissionsto run all Administration
interface commands for the RADIUS, USS,
RMI, and Configuration servers

«  Control of al security files
+ Accesstoal SMT panels

Internal User

Thisis aspecia user used for internal
communication between scripts and 8950 AAA
Servers. The access permissions for this user are
stored in the Operatorsfile.

Please refer to “Operators Tab” on page 5 for
more information about Operators.

Universal State Server User

This user is used for communication within the
High Availability Universal State Server (HA-
USS) for replication of USS information.

For more information, please refer to the High
Availability-Universal State Server (HA-USS)
Technical Note.

System Operator

System Operators are users that have configurable
permissions to files, the Administrative Interface,
and SMT panels. The Administrative User
(described above) configures permissions for
System Operators. The user record and its
permissions can be accessed from either the
Operatorsfile or viaaRADIUS Server. System
Operators stored in the Operators file can be
authenticated by basic password comparison as
well asavariety of hashed (encrypted) passwords.

Please refer to Table 11-6 on page 12 for a
detailed list of supported password types.
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8950 AAA Operators Panel

8950 AAA Operators

8950 AAA Operators Panel

To set up the account for the Admin User or a System Operator, select 8950 AAA
Operator s from the SMT Navigation Pane, as shown in Figure 11-1.

Figure 11-1

Navigation Pane-8950 AAA Operators option

‘S. Configuration Tools &

+ Server Properties

+ Clients | Peers

* Realm Routing Table

+ Remote Configuration

+ PalicyFlow Editor

+ 1J55v2 Configuration

+ 3950 AAA Operators g
+ Simple Address Manager
+ 1J55 Address Manager

The 8950 AAA Operators
option in the Navigation
pane

Result: The 8950 AAA Operators pand is displayed as shown in Figure 11-2.

Figure 11-2 Navigation Pane-8950 AAA Operators panel
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2 Configuration Tools 2
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+ Remote Configuration
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+ 3050 AAA Operators

* Simple Address Manager
+ LI55 Address Manager

/£ stats Collecting A

* Staks Colector
+ Configure Reports
i§ Loguing Tools Fy

+ Server Log Messages
+ Log Channels
+ Log Rules

I#" Monitoring Tools E

+ Server Statistics
+ Sessions [ Counkers [ Indices
* LS5 Address Statistics

* LiveAdrministrator

I File Tools
* User Files
* Dictionary Editar
+ File Manager
+ Tall

+ Certificate Manager

B =8

Propertis | perators | SHMP 43 Users | RADILS Authentication |

Specifies the properties used by all the 8950 AfA Servers bo determine user access to each server, Any changes to these values will be reflected next
time you start you 3950 A4 servers,

Specifies the user name for the administrator. The administrator user must be listed in the Operatars kab,

Administrator User Name  fadmin A
Specifies users that are necessary For the 3950 A& servers to communication internally. See the tooltip for more information,

# Internal Liser [asarantrol

Univeral State Server User Iaaastate ll
Derby Database User Iaaadb ll

Specifies the password for securing communications through S5L

S5L Private Key Password  |admin

The Operators File property specifies the name of the user file ta use to werify users logging into the 8950 AAA Servers, See Operators tab For mare

details,
4

Operators Fil lsecurity_users

Save Reload Close

The 8950 AAA Operators Panel, as shown in Figure 11-2, consists of four tabs, namely,
Propertiestab, Operatorstab, SNMP V3 Userstab, and RADIUS Authentication tab. Each
of these are explained in detail in the following sections.
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8950 AAA Operators Panel

Properties Tab

Use the fields on the Properties tab to specify values used by the 8950 AAA servers that
permit access to each server. Any changes to these values will be reflected next time you
start the 8950 AAA servers. By default, the Properties tab attributes are displayed in the
8950 AAA Operators Panel, as shown in Figure 11-2.

The fields are described in Table 11-2.

Table 11-2 8950 AAA Operators Panel-Properties Tab

Field Name

Description

Administrator User Name

Specifies the user name of the Administrative
User / System Administrator. The administrator
user must be listed in the Operators tab.

Internal User

The users necessary for the 8950 AAA server to
communication internally. See the tooltip for
more information.

This specifies the Identifier (like a user-name)
used for authenticating communications between
the various 8950 AAA scripts (in the bin
directory) and the 8950 AAA servers.

Thisisthe name of the usersto lookup in thefile
specified in User Access File.

Important! This user must be defined
as a System Operator (that is, exist inthe
system Operators File defined in this
Properties panel). Theinitial passwordis
randomly generated and normally does
not need to be changed.

Universa State Server User

The Identifier (like a user-name) used for
authenticating communi cations between the
Primary and secondary Universal State Server
(USS) servers.

Thisisonly used if the High-Availability USS
(HA-USS) option isinstalled.

Derby Database User

Specifies the user for built-in Derby database.
Thisisalso the owner of all the databases created
by default (during the installation of 8950 AAA.)
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Table 11-2 8950 AAA Operators Panel-Properties Tab

Field Name Description

Administrator Password Indicates the password for the Administrative
User / System Administrator

Enter aplain text password and use optional
hashing (one-way encryption) on the password
by clicking the button to the right of the text box
and selecting the encryption method.

Operators File The name of the user file that contains profiles of
system operators

Operators Tab

The Operators tab of the 8950 AAA Operators panel lists the individual System operators
who are allowed to access the 8950 AAA servers. Operators may be modified or added
using the action or control buttons on the top of the panel.

Important! Panel Control functions are described in Table 3-2 on page 12.

In the 8950 AAA Operators Panel, Figure 11-2, click on the Oper ator s tab. The 8950
AAA Operators—Operatorstab panel isdisplayed as shown in Figure 11-3.
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Figure 11-3 8950 AAA Operators-Operators tab panel

Server Panel Edt Window Help .
4]0 Jjo 3| a[C]3 8=

Properties  Cperators | SHVP Y3 Users| RADIUS Authentication'

2
\)J

)
c.
s
=
@

® ‘ & %8

% Configuration Tools
+ Server Properties
+ Clients | Peers
+ Realm Routing Table
+ Remote Configuration
+ PalicyFlow Editar
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+ Stats Collectar
+ Configure Reports

E“ Logging Tools

+ Server Log Messages
+ Log Channels
+ Log Rules

1¥* Monitoring Tools

+ Server Statistics
+ Sessions | Counters | Indices
+ 155 Address Satistics

+ LiveAdninisty ator

E @ . Save Reload Close

The Operators tab shows three columns, as described in Table 11-3.

Table 11-3 Operators Tab-Column Headings

Column Description

User Name The username of this System Operator.

Password The password for this operator, which may be plain
text or hashed (encrypted.)

Authentication Type Shows the method used to authenticate this operator.
The options are described in Table 11-6 on page 12.

SNMP V3 Users

The SNMP V3 Userstab in the 8950 AAA Operators panel specifiesthe SNMP version 3
operators.

SNMP operator(s) information can be modified or added using the action or control
buttons on the top side of the panel.
Important! Panel Control functions are described in Table 3-2 on page 12.

In the 8950 AAA Operators Panel, Figure 11-2, click on the SNMP V3 Userstab. The
8950 AAA Operators-SNMP V3 Userstab panel isdisplayed as shown in Figure 11-4.
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Figure 11-4 8950 AAA Operators-SNMP V3 Users tab panel
Server Panel Edit Window Help =1=x]
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iE Logging Tools 3

+ Server Log Messages
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+ Log Rles
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+ User Files
+ Dictionary Editar
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« Tail
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3] | %l =] | save | Rebad | close

1. Thereare aset of action buttons on the top of this panel as shown in Figure 11-5.

Figure 11-5 Action buttons panel

@ || e |=|a]

2. Toadd arecord, click the button that says + or Insert a record.

Result: The SNMP V3 User Properties panel appears as shown in Figure 11-6.
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Figure 11-6 Operators Properties-SNMP V3 User Properties panel

x
User Properties I Commentl
Use the Fallowing to specify the configuration For an SHMP user entry, Mote: if the privacy secret is not specified
and is requested from the client, then the Authentication Secret is substituted automatically.
& User Mame I
Security Transforms I Mone ;I _1|
Authentication Secret I
|
Privacy Secret I
|
Minimumn Security For Local I nofuthMoPriv LI Al
Local MIE Access I Maone ;I _1|
ok | Cancel |
3. The SNMP V3 User Properties panel has two tabs, the User Propertiestab and the

Comment tab.

4. Enter the SNMP User propertiesin the User Propertiestab. Table 11-4 describes the
fields/attributes and descriptions in the User Properties tab. Enter any commentsin the
Comment tab diaog.

Table 11-4 SNMP V3 User Properties-User Properties Tab

Field Description

User Name The name of the user whose secret keys were used to
possibly authenticate and encrypt the packet.

Security Transforms Thisindicates whether or not messages sent or received
on behalf of this user can be authenticated and if so,
which authentication method to use.

Also, an indication of whether or not messages sent or
received on behalf of this user can be encrypted and if
so, which privacy protocol to use.

Authentication Secret The localized secret key used by the authentication
protocol for authenticating messages.
Privacy Secret The localized secret key used by the privacy protocol for
encrypting and decrypting messages.
Minimum Security for Local Assigning the authentication or security level.
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Table 11-4 SNMP V3 User Properties-User Properties Tab

Field Description

Local MIB Access Allowing the user with Read only mode or giving him
permission to use any mode.

RADIUS Authentication

In addition to storing users in the Operators file, you can authenticate users using a
RADIUS server. To enable RADIUS authentication, you must specify an address and
secret of the RADIUS server. The RADIUS Authentication tab panel alows you to do
this.

In the 8950 AAA Operators Panel, Figure 11-2, click on the RADIUS Authentication
tab. The 8950 AAA Operators-RADIUS Authentication tab panel is displayed as shown
in Figure 11-7.
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Figure 11-7 8950 AAA Operators-RADIUS Authentication tab panel
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In addition to storing users in the Operators file, you can authenticate users using a RADILS server, To enable RADILS authentication, you
must specify an address and secret of the RADILIS server,

Authentication Address [127.0,0.1:1512 Al

+ PalicyFlow Editar

Athentication Secret
+ LIS5v2 Configuration I
+ 8950 ARA Operators Authentication Realm |
+ Simple Address Manager

+ 1155 Address Manager
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Table 11-5 describes the fiel dg/attributes and descriptions in the RADIUS Authentication
tab.

Table 11-5 Radius Authentication Tab Attributes

Access Type Description

Authentication Address Specifies the host P Address and port for a
RADIUS server used to authenticate System
Operators. The default is the RFC defined
Authentication port on the local server
(127.0.0.1:1812).

Authentication Secret Specifies the shared secret used to authenticate
System Operators with a RADIUS server.

If the Authentication Secret is not set, then
authentication information will not be used and
access to the RADIUS Server is disabled.

Thisvaueisrequired when allowing non-admin
usersto login.

Authentication Realm Specifies the Realm to append to the user when
authenticating non-admin level userslogging in
from the SMT.

Thisfield is optional. If not specified, no Ream
isused.
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Adding an Operator

How to add an Operator
The following procedure lists the steps for creating a new System Operator.

1. Fromthelist of action buttons panel on the top, as shown in Figure 11-5, click the
button, + or Insert a record.

Result: The Operator Properties Panel appears as shown in Figure 11-8.

Figure 11-8 Operators Properties-Adding Operator properties
x|

Operator Properties I Commentl

& Lser Mame I

Password I

iy

Authentication Type I =unspecified =

B d e xlale s

oK | Cancel |

2. Enter the name for this System Operator in the User Name field.

3. Enter apassword in the Password field. To hash (a one-way encryption) the password,
click the encrypt button, which isto the right of the Password field, and select an
encryption styles. You may leave the password as plain text, but this may seriously
compromise your system security. The following options are available:

M D5 - Hash the password using the MD5 algorithm; the hashed password starts
with $svs$

SHA1 - Hash the password using the SHA 1 algorithm; the hashed password starts
with $sHA1$

Crypt - Hash the password using the UNIX crypt algorithm
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Adding an Operator

4. From the Authentication Type drop-down list, select an appropriate authentication
type as described in Table 11-6. The Authentication Type determines how password
authentication should be performed. If you need an Authentication Type that is not
listed in thistable, then you need to configure the RADIUS Server to support it.

Table 11-6 Operator Properties-Authentication Types

Name Description

Assert No password is needed.

Crypt Authenticate passwords encrypted with the UNIX crypt
algorithm.

Crypt-DES Authenticate passwords encrypted with the DES a gorithm.

Crypt-MD5 Authenticate passwords encrypted with the MD5 algorithm.s

Crypt-SHA Authenticate passwords encrypted with the SHA agorithm.

Loca Authenticate plain text passwords.

Local-Crypt Authenticate plain text passwords encrypted with the UNIX

crypt algorithm.

Loca-MD4 or MD4

Authenticate plain text passwords encrypted with the MD4
algorithm.

Local-MD5 or MD5

Authenticate plain text passwords encrypted with the MD5
algorithm.

Loca-Plain or Plain

Authenticate plain text passwords.

Local-SHA or SHA

Authenticate plain text passwords encrypted with the SHA
algorithm.

Local-SMD5 or SMD5

Authenticate plain text passwords encrypted with the SMD5
algorithm.

Local-SSHA or SSHA

Authenticate plain text passwords encrypted with the SSHA
algorithm.

None No authentication check performed for this operator.
Passwd Authenticate using UNIX passwd file.
Reject Reject the request unconditionally.

5. Add one or more access rules. For more information, please refer to “Adding an

Access Rule” on page 13.
6. To create atext comment for this System Operator, select the Comments tab, click the

mouse pointer within the text area, and enter the comment.
7. Click OK to save and return to the 8950 AAA Operators panel.

OR

Click Cancel to return without saving.

Download from Www.Somanuals.com. All Manuals Search And Download.




Configuring 8950 AAA Operators Adding an Access Rule

Adding an Access Rule

How to add an Access Rule

You can add an Access rule from the Operators tab. In the Operator Properties Panel, as
shown in Figure 11-8, click on the + or the Insert a Record action button. The Access Item
Configuration dialog appears as shown in Figure 11-9.

Each access rule consists of three components:

» Access Type defines the type of 8950 AAA object to which thisrule applies.

« File, Command, or Rule Pattern names the object or objects to which this Access Rule
applies.

» Access Level defines the type of access this System Operator has to the objects.

To add an access rule, perform the following steps:

« From the Operator Properties panel (Figure 11-8 on page 11), click the button that has
+ or the Insert a record button.

Result: The Access Item Configuration dialog appears as shown in Figure 11-9.

Figure 11-9 Access Item Configuration Dialog
x|

To configure an access item, specify the access type, pattern, and lewvel of
access desired. The pattern can include wildcards to denoke a match of one
or more characters. The wildcard character is the asterisk (*).

Access Type I FILE LI
File Patkern || _l
Access Lewvel I Update LI

(814 I Cancel I

8. From the Access Type drop-down list, select an access type for thisrule. There are
three accesstypes available, namely, File, Command, and Role. They are described in
Table 11-7.

Table 11-7 Access Rules-Access Type Component

Access Type Description

File Access Type Controls access to configuration files. Also
controls access to the SMT panel s that manage
datain the selected file.

Command Access Type Controls access to administrator interface
commands.
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Table 11-7 Access Rules-Access Type Component

Access Type Description

Role Access Type Controls access to Remote Method Invocation
(RM1). Generally appliesto SMT access
permissions to RADIUS and state servers and by
the HAUSS during replication.

Result: The selected Access Type determines the Pattern and Access Level fields.

9. Enter avalue for the Pattern.

When the Access Typeis FILE, then File Pattern appears as the second field, as
shown in Figure 11-9, above.

In the File Pattern text field, type a name or alimited wildcard pattern. For example,
the File Pattern *_methods would match auth_methods and acct_methods.

You may also click the File Pattern button, at the right of the field, to select a
commonly used name for the selected Access Type. Select from the File Pattern dialog
as shown in Figure 11-10.

Figure 11-10 File Pattern Dialog
]

aa5
aaa-puth.pf.bak
aaa-exec.chg
aaa-triplef. pf
aaa.bak
aaa.map

aaa.pf
aaa.pf.bak
accounting, old. sql

accounting. old. sql. bak LI

Qpen I Cancel |

If the selected Access Type is Command, then Command Pattern appears as the
following field, as shown in Figure 11-11.
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Figure 11-11

To configure an access ikem, specify the access bype, patkern, and level of
access desired, The pattern can include wildcards to denoke a match of one
or more charackers, The wildcard character is the asterisk (),

Access Type

Command Pattern I

L

Access Level |

oK I Cancel |

Access Item Configuration Dialog-Command Access Type

A" Access Ttem Configuration |

As described above for File Pattern, enter a value for Command Pattern using either a
name, alimited wildcard pattern, or the button to the right of the field.

If the selected Access Type is Role, then Rule Pattern appears as the following field, as
shown in Figure 11-12. Enter avalue for the Rule Pattern in the same way as described for
File Pattern and Command Pattern.

Figure 11-12 Access Item Configuration Dialog-Role Access Type

A Access Tkem Configuration

To configure an access item, specify the access bype, patkern, and level of
access desired, The pattern can include wildcards to denote a match of one
or mare characters, The wildcard character is the asterisk {3,

Access Type

Rule Pattern I

1

Access Level |

oK I Cancel |

bl

1. Select an appropriate access level from the Access Level drop-down list.

Like the File Pattern, the Access Level list values depend upon the selected Access
Type as shown in Table 11-8.

Table 11-8 Access Rules-Access Type and Access Level Components

Access Type Access Level Description

File Update Allows both read and write access
Read Allows read only access
None Denies access
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Table 11-8 Access Rules-Access Type and Access Level Components

Access Type Access Level Description
Command On Allows command execution
Off Denies command execution
Role On Allows accessto a particular role for
methods execution
Off Denies access for method execution

2. After selecting the access level, the access rule is complete.
Click OK to save and return to the Operator Properties tab
OR
Click Cancel to return without saving.
Result: The Operator Properties tab appears with the new rule.

Add additional Access rules as necessary.

Important! Access Rulesare applied in order, thefirst matching ruleis selected. You
should place more general rules near the bottom and more specific rules near the top of
thelist of rules.

Modifying a System Operator

How to modify a System Operator
The following procedure lists the steps for changing the attributes of a System Operator.

1. From the Operators tab on the 8950 AAA Operators panel, select the operator to be
modified.

2. Double click on the operator or select the Edit selected record panel control button.

Result: The Operator Properties screen appears with the current information about the
selected operator as shown in Figure 11-13.
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Modifying a System Operator

Figure 11-13 Modifying a System Operator
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3. Modify the existing User name, Password, or Authentication Type.
4. Modify any rule by selecting it and double clicking on the rule or by clicking the Edit

selected record action button that appears to the top of the list of accessrules.

Result: Current data about the rule appears and this datais editable.

5. Saveall desired modifications before returning to the Operators panel.

END OF STEPS
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12 Configuring Simple
Address Manager

Overview

Purpose

This section discusses the tools that are used for the configuration and management of
address pool by the Simple Address Manager. Simple Address Manager provides dynamic
address pool management.

The following topic(s) is/are included in this chapter:

Simple Address Manager Configuration 12-1

Simple Address Manager Configuration

Simple Address Manager Panel

The Simple Address Manager configures and manages the address pool. It supports
multiple pools. Each pool in a Simple Address Manager contains arange of |P addresses.
Addresses are requested, renewed, and released using the Address plug-in.

To display the Simple Address Manger panel, use the SMT Navigation Pane to select
Simple Address Manger under Configuration Tools, as shown in Figure 12-1.

Figure 12-1 Navigation Pane-Simple Address Manager
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The Simple Address Statistics panel appears as shown in Figure 12-2.
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Figure 12-2 Simple Address Manager Panel

The Simple Address Manager provides dynamic address pool management. The Simple Address Manager supparts muliple pools. Each poal cantains one ranges of 1P
addresses, Addresses are requested, renewed, and released Using the Address plug-in.

Pool Configuration | Currently Leased Addresses | Pool Satistics

EEEL R R

Save Close

The Simple Address Manager contains three tabs:
« Pool Configuration

e Currently Leased Addresses

« Pool Statistics

Pool Configuration tab

The Simple Address Manager panel with the Pool configuration tab selected is shownin
Figure 12-4 selected.

A set of action buttons, as shown in the Figure 12-4 are also present in the Pool
Configuration tab.

Figure 12-3 Simple Address Manager-Action Buttons

@ =S @ a9 9

The action buttons allow you to perform the following actions:
e Insert arecord

« Edit arecord

« Deletearecord

« Deéletedl records

« Makeacopy of selected records

e Move selected record up
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» Move sdlected record down

Figure 12-4 Simple Address Manager: Pool Configuration tab

The Simple Address Manager provides dynamic address pool management. The Simple fiddress Manager supports multiple pools. Each pool contains ne ranges of P
addresses, Addresses are requested, renswed, and released using the Address plug-n.

Fool Configuration | Currently Leased Addresses | Pool Statistics

BdEXa ¥+ $

Pool Name Pool Begin Address Pool End Address

10.10.10.1 10.10.10.20

Save Close

Click onthe @a action button. Address Pool Configuration panel is displayed as shown
in the Figure 12-4. This screen allows you to add records to the Address Pool
Configuration.

Using the Pool Configuration tab to add a record

The Pool Configuration panel alows you to add arecord and enter information in the
required fields as shown the Figure 12-5

Figure 12-5 Simple Address Manager-Address Pool Configuration Panel

A" Address Pool Configuration §|

Address Pool Configuration | Comment

4 Pool Mame PoolZel
4 Pool Begin Address |10.10,10.1
# Pool End Address  |10.10.10.20]

[ Ok ][ Cancel ]

Click the Comment tab to enter your comments if any and click OK.

The pool entry added is displayed on the Simple Address Manager panel as shown in the
Figure 12-4.
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Currently Leased Addresses tab

The Figure 12-6 displays the Simple Address Manager panel with the Currently L eased
Addresses tab selected. This screen displays the details of |P addresses that have been
leased.

Figure 12-6 Simple Address Manager-Currently Leased Addresses tab

The Simple Address Manager provides dynamic address pool management, The Simple Address Manager supports multiple poals, Each pool contains one ranges of IP
addresses. Addresses are requested, renewed, and released using the Address plug-in,

Pool Canfiguration | Currently Leased Addresses | pag| Statistics

Displays the details For IP addresses that have been lsased, Click Refresh ta update the table,
Address Pool Mame MAS Owner Expiration Last Modified

10.10.10.8 z 2009, z1z2:14:12 2008/03/12 12:14:12

10.10.10.16 PoolSel 1111 10 2009/03{12 12:12:29 2008/03/12 12:12:29

[ Refresh | [ Release Selected Address |

Table 12-1 describes the different attributes/properties of the leased | P address.

Table 12-1 Currently Leased Addresses tab-Properties

Attributes Description

Address Leased |P address.

Pool Name Pool to which the leased 1P address belong.

NAS The Network Access Server |P address.

Owner The Network Access Server port IP address (client to which it is
leased).

Expiration L ease expiration time.

Last Modified Last modification date and time.

Click Refresh to update the table and Release the Selected Addressto removeit from the
list by sending it back to the pool.
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Pool Statistics tab

The Figure 12-7 displays the Simple Address Manager panel with the Pool Statistics tab
selected. This screen displays the available addresses for each pool.

Figure 12-7 Simple Address Manager-Pool Statistics tab

The Simple Address Manager provides dynamic address paol management, The Simple Address Manager supparts multiple poals, Each poal contains one ranges of IP
addresses. Addresses are requested, renswed, and released using the Address plug-in,

Pool Configuration | Currently Leased Addresses | Pool Statistics

Displays the available addresses For sach pool. Click Refresh to update the table.,
Pool Mame Tokal Addresses Used Addresses Percent Used

Poolsel 20 2 10.0%

Table 12-2 describes details of the pool to which the leased 1P address belongs.

Table 12-2 Pool Statistics tab-Properties

Attributes Description

Pool Name Pool to which the leased | P address belongs.
Total Addresses Total number of addresses present in the pool.
Used Addresses Number of addresses used from the pool.
Percent Used Percentage of addresses used from paool.

Click Refresh to update the table.

END OF STEPS
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13 Configuring USS Address
Manager

Overview

Purpose

This section discusses the tool s that are available for the configuration and management of
address pools of 8950 AAA, using Universal State server.

The following topics are included in this chapter:

USS Address Manager Configuration 13-1

USS Address Manager Configuration

USS Address Manager Panel

The USS Address Manager provides dynamic address pool management using the
Universal State Server.

To display the USS Address panel, use the SMT Navigation Pane to select USS Address
Manager under Configuration Tools, as shown in Figure 13-1.

Figure 13-1 Navigation Pane-USS Address Manager

‘1&— Configuration Tools

+ Server Properkies

+ Clients f Peers

+ Realm Routing Table

+ Remoke Configuration

+ PolicyFlowe Editor

+ US5+2 Configuration

+ 3950 440 Operators

+ Simple Address Manager

+ USS Address Manager\
The USS Address Manager Panel appears as shown in Figure 13-2.
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Figure 13-2 USS Address Manager Panel

The USS Address Manager provides dynamic address pool management using the USS (Universal State Server),

Fool Cortiguration | Pool Selertors

@ e = |

There are currently no Pools configured. Click the Tnsert button to add a Pool.

The USS Address Monitor panel contains two tabs; Pool Configuration and Pool
Selectors.

A set of action buttons, as shown in the Figure 13-3 are also present in the USS Address
Monitor panel.

Figure 13-3 USS Address Manager-Action Buttons

H =S @

These action buttons allow you to perform the following actions:

Insert arecord

Edit arecord

Delete arecord

Delete all records

Toggle the activation of selected pool (Not seen for the Pool Selector tab)

Using the Pool Configuration tab in USS Address Manager Panel

The USS 8950 AAA Address Manager panel with the Pool configuration tab selected is
shown in Figure 13-4.
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Figure 13-4 USS Address Manager-Pool Configuration tabl

The USS Address Manager provides dynamic address pool management using the USS (Universal State Server).

Pool Corfiguration | pool Selectors

BFEEE

Ponlsel

Active es

Assign Method | Least Recently Used {LRUY
Lease Time -1

Reuse Time a

Orphan Holdoff -1

High iater &0

Low Water &0
Ranges

Type First I Last IP
Include: 10.10.10.1 10.10.10.20

On the USS Address Manager panel, click the Pool Configuration tab. Click on the =3
action button. Pool Configuration panel is displayed as shown in Figure 13-2. This panel
allows you to add or insert record to the Pool Configuration.

Using the Pool Configuration tab to add a record

The Pool Configuration panel allows you to add arecord and enter information in the
required fields as shown the Figure 13-5
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Figure 13-5 USS Address Manager-Pool Configuration Panell

“I* Pool Configuration rg|
# Pool Mame |PDDISeI| |
Ackive &) ves () Mo
Assign Method | Least Recently Used (LRI - | (1]
Lease Time |—1
Reuse Time |D | [
orphan Holdoff |—1 | [«
High ‘Waker I | =@
Lowe Waker |60 | [
Ranges |
(E= P = |

[ Ok ] [ Cancel ]

On the below portion of Pool Configuration panel, there is a Range panel. Use the Range
panel to specify the range of |P addresses.

Onthe Range pandl, click onthe =@ action button. Enter Pool Range screenis displayed
as shown in Figure 13-6.
Figure 13-6 USS Address Manager-Enter Pool Range Panell

A" Enter Pool Range ['5_<|

Type | Include v| [

# First 1P 10.10.10.1 |

#LastIP |10.10.10.20] |

I Ok H Cancel ]

Select the required Type (Inclusion or exclusion) and enter the first and second IP
addresses. Click OK. The new record is added. The Figure 13-4 displays the attributes of
the Pool selected on the top portion and the range on the bottom portion.

Use the Edit or Delete action buttons to ater the records.
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Using the Pool Selectors tab in USS Address Manager Panel

The USS Address Manager panel with the Pool Selector tab selected is shown in
Figure 13-7 selected.

Figure 13-7 USS Address Manager-Pool Selector Panell
The USS Address Manager provides dynamic address pool management using the LSS (Universal State Server).

Pool Configuration | Pool Selectors

Er - = ¢
N

Pool Selector Name |aaa
Allocation Scheme  |Round Robin

Fool Name

On the USS Address Manager panel, click the Pool Selector tab. Click onthe =& action
button. Pool Configuration panel is displayed as shown in Figure 13-2. This panel allows
you add or insert record to the Pool Configuration.

Using the Pool Selector tab to add a record

The Pool Configuration panel allows you to add a record and enter information in the
required fields as shown the Figure 13-8
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Figure 13-8 USS Address Manager-Pool Configuration Panell
“I* Pool Configuration |'2|

Use the Following ko add pools ko a selector. Use Ckrl + Mouse Click to selectfdeselect
rmulkiple poals ar Shift + Mouse Click ko select a range of poals.

# Pool Seleckor Mame |aaa| |
Allocation Scherme | Round Raobin - | 1]
Pool Marne

[ ol 4 ][ Cancel ]

Enter the Pool Selector Name and select the required allocation scheme. The pool nameis
displayed in the Pool Name field. Click OK to add the record. The record added is
displayed in the Figure 13-7.

Use the Edit or Delete action buttons to ater the records.

END OF STEPS
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Part II: Stats Collecting
Navigation Pane

Overview

Purpose
This part consolidates the chapters related to Configuration Toolsin the SMT Navigation

pane.
Contents
This part includes the following chapters.
Chapter 14, “ Stats Collector” 14-1
Chapter 15, “ Configuring Reports” 151
L
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14

Stats Collector

Overview

Purpose

This section discusses about the various parts of 8950 AAA tool that collects statistical
information of 8950 AAA.

The following topics are included in this chapter:

The Stats Collector 14-1

Stats Collector Panel 14-2

The Stats Collector

Overview

365-360-001R6.0

The collector isthe part of 8950 AAA that collects statistical information about various
parts of 8950 AAA. The Callector has Groups, which are listed on the left. Each group
contains alist of statistics that you can enable.

To start the collecting, select the desired group from the list on the | eft, then enable the
parts of the group you want to gather. Once the Policy Server has collected some data, use
the Configure Reports panel to build reports and graphs.

The Stats Collector panel has two panels that are located under the SMT Navigation
Area, under Stats Collecting:

« Theleft section that displays information about the list of available groups.
« Theright section displays information about the selected item.

Issue 1, December 2008
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Stats Collector

Stats Collector Panel

Stats Collector Panel

About Stats Collector Panel

The Stats Collector panel provides the ability to monitor the following aspects of 8950
AAA server operations:

« Add, Modify, or Delete Client/Peer IP information
« Enable or Disable instances
« Changeintervalsfor selected instances

To display the Stats Collector panel, use the SMT Navigation Pane and select Stats
Collector under Stats Collecting, as shown in Figure 14-1.

Figure 14-1 Navigation Pane-Stats Collector

7 Stats Collecting

+ Skats Collector ~———
+ Configure Reports

The Stats Collection Panel appears as shown in Figure 14-2.

Figure 14-2 Stats Collector Panel

A 8950 AAA Server Management Tool - Stats Collactor
Server Panel Edt window Help

=181

=121

o]

X Configuration Tools &

« Server Properties
« Clients | Peers
+ Realn Rauting Table

° | Fi|d

c|s

5

B

%]

%

/@

il
-]

S

The Collector is the part of 8950 4AA that collects statistical information about various parts of 8950 A&#. The Collector has Groups, which arelisted onthe |

Ieft. Each Group contains a st af statistics that you can enable,

To start the colleting, sslect the desired group from the list on the lsft, then enable the parts of the group you want to gather. Once the Policy Server has
collected same data, Use the Canfigure Reports panel t buid reports and graphs.

+ Remote Configuration = B Stats Server Radus Acct Server
« PolicyFlow Editor [ —
+ issvz Configuration f g Shate Server Counters E°] | Wl El | E| @l
CLE LY LT T & € Radius Clert 17 Encbled Tnterval
+ Simple Address Manager o = - —
+ USS Address Manager 19 Radhus A Cler: FIE = AT
J stats Collecting a g E:j::z ﬁ::: i:;‘:’ 127.0.0.5 [ves |5 Minutes
« Stats Collackor ) Radius Dynanic Auth Server | 127000 [res | S
+ Configure Reparts - Radius Dynanic Auth Clent
- L@ Radius State Server
i§ Logging Tools & B Radius State Client
+ Server Log Messages -3 Radius Other Server
* Log Chaninels [ Radius Other dient
« Log Rules #1- (3 Diameter
+-[03 TacacsPlus
|¥" Monitoring Tools #-] U552z Yariables For Radius Acct Server (selectable when configuring reports)
* Server Statistics (@ Method Stakistics Variable Type Units
« Sessions | Counters | Indices @ Engine Statistics Acct Sery Requests Counter packets
+USS Address Statistics - @ JavaMemary
e Acct Serv Responses Counter packets
* LiveAdministrator - @ Garbage Collector
9 Operating System Acct Serv Packets Dropped Counter packets
TRl File Tools @ Threads Acct Serv Duplicats Requests Counter packsts
+ User Files (@ Mormal Cache Acct Serv Invalid Requests Counter packets
 Dictionary Editor - Queue Statistics Acct Serv Bad Authenticators Counter packets
+ File Manager @Tce Acct Serv Unknown Types Counter packets
« Tail Acct Serv Malformed Requests Counter packets
+ Certifizate Manager

=8

Save Reload Close

This panél contains two sections as follows:

« Theleft section contains alist of groups like the State Server, Radius, Diameter,
TacacsPlus, USS2, and so on. Each of these group contains alist of statistics

associated with them.
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e Theright section has two parts. The top portion displays information about the
selected group/item. It allows you to add, modify, or delete client/peer | P instance
information and allows you to change the interval for these instances and to either
enabl e/disabl e these instances.

The bottom portion displays the information about the variables for the selected
group/item. Thisis only for information and is read-only.

As shown in Figure 14-2, the statistics that you can modify or enable are categorized
according to the groups that they belong to.

Theright section of Figure 14-2 displays statistical information on Radius Acct Server and
information on the variables for the Radius Acct Server.

Use the action buttons in the top of the right section to modify the contents of the
statistical information. The function of each button islisted in Table 14-1.

Table 14-1 Stats Collector Panel-Action Buttons

Name Description Icon

Insert Add arecord in the current panel after the
selected row. If no row is selected, the E
record isinserted at the end of thelist.

Edit Edit the values for the selected record.

Delete Removes the selected row from the active
view. E
Enable Displays an option to either Enable the
selected instance or Enable all instances
inthe view.
Disable Displays an option to either Disable the
selected instance or Disable all instances E |
inthe view.
Change Allows you to set or change the interval
Interval time for the selected instance or all the |

instances in the view.

365-360-001R6.0 14-3
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« Usethe control buttons at the bottom of the screen to manage the available views.
They are described in Table 14-2.

Table 14-2 View Control Buttons

Name Description

Save Saves the information in the 8950 AAA database.

Reload Reloads the Stats collector information to the 8950 AAA
database.

Close Closes the Stats Collector panel.

Using the Stats Collector Action buttons

The action buttons on the top of the right side of the Stats Collector panel allows you to
perform the actions specified in Table 14-1.
1. Toadd Stats Collector information, select the group in which you want to add an entry

and click the Insert button. The Collector Definition screen is displayed as shown in
Figure 14-3.

Figure 14-3 Stats Collector-Insert Information
x|

Use the following to specify which part of 3950 aa0 to colleckt
skakistical infarmation.

v Enabled

Group IRadiusF\cctServer

Client 1P |
Interval |5 |Minutes LI

Ok I Cancel I

2. Enter Client IR, Interval (select Milliseconds, Seconds, Minutes, or Hoursfor Interval).
Click OK to update the Stats Collector information that you entered.

3. To edit the Stats Collector information, select the required entry in the desired group,
that you want to edit and click the Edit button. The Collector Definition screen, as
shown in Figure 14-3, appears with the existing values. You can modify the
information that can be edited and click OK to update the Stats Collector information.

4. To delete Stats Collector information, that belongs to a group, select the entry to be
deleted and click the Delete button. The selected entry will be deleted.

5. To enable the selected instance or to enable all the instances in the selected group,
click on the Enable button. It gives you an option to either enable the selected
instance/entry or to enable all the instances/entries in the group. Choose the required
option. The instance(s) will be enabled as sel ected.

14-4 365-360-001R6.0
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Stats Collector

Stats Collector Panel

6.

To disable the selected instance or to disable all the instances in the selected group,
click on the Disable button. It gives you an option to either disable the selected
instance/entry or to disable al the instances/entries in the group. Choose the required
option. The instance(s) will be disabled as selected.

To change theinterval time for the selected instance or for al the existing instancesin
the selected group, click on the Change Interval button. It gives you an option to Set
the time for the Selected instance or to Set the time for all the instances in the group.
Choose the required option and set the time from the available list. The Interval time
for the instance(s) will be set as selected.

END OF STEPS
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15  Configuring Reports

Overview

Purpose
This section discusses about the reports configurator for the 8950 AAA tool.
The following topic(s) is/are included in this chapter:

The Configure Reports Panel 151

The Configure Reports Panel

About Reports Configurator

The Configure Reports panel provides the ability to configure and generate reports from
the statistical data collected by the 8950 AAA.

The Reports Configurator is the part of 8950 AAA that allows you to create reports for
data collected by the 8950 AAA.

To display the Configure Reports panel, use the SMT Navigation Pane and select
Configure Reports under Stats Collecting, as shown in Figure 15-1.

Figure 15-1 Navigation Pane-Configure Reports

7= Stats Collecting

+ Stats Callectar

+ Configure Reports <

The Configure Reports (or Reports Configurator) Panel appears as shown in Figure 15-2.
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Configuring Reports The Configure Reports Panel

Server Panel  Edit  Window Help - = x|
E - - =, (™ 3 2@
| #le Jle | EM|c|T|s|@ ] L m@|ala] %] oo @]2] x|a)]
. 21| The Reports Configurater is the part of 8550 AAA that allows you to create reports For data collected by the 5550 AdA Server

FEEE (IR

- US5v2 Configuration
+ 8950 AAA Ope!

- Tai
- Certificate Manaer
D= Save Close

The Configure Reports panel (Figure 15-2) contains five columns and a set of Action
Buttons that appear at the top of the screen, as shown in Figure 15-3.

Figure 15-3 Configure Reports Panel- Action buttons
3 & e|sa|e]s]>]

These action buttons allow you to perform the following actions:

e Insert arecord

» Edit selected record

« Delete selected record

« Deleteadl records

« Makeacopy of selected record
« Move selected record up

» Move selected record down

* Run selected report

You can perform any of the required actions using these action buttons.
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1. Tolnsertarecord, click the Add arecord action button, E‘ . The Configure Report
panel is displayed as shown in Figure 15-4. This panel allowsyou to add a
record/report and enter required information to configure a report as shown in
Figure 15-4.

Figure 15-4 Configure Reports Panel- Add record

T Configure Report |

# Mame [aoth Server- Radius

~Report Dake Range

when [vesterdawy

Beain Rangs | @I
End Rangs | @I

Last Week
This week ~|

~wariabl

Radius Scck Server | <GLOBAL>
Radius Acck Server : 127.0.0.1
Radius Acck $127.0.0.5
Radius Acct 27.0.0.5
Radius Auth < GLOEAL =

n Rejects
I~ Serwer Authentication Challenges

I~ Auth Serw Packets Dropped

I Server Authentication Duplicate Reguests
I~ Server Authentication Inwalid Request

I Serwver authentication Bad Authenticators
I+ Server Authentication Unknown Types

I Server Authentication Malformed Requests

Select all | Deselect all | Show Description |

— cancel |

Table 15-1 explains each of these fields and the field descriptions. There are two sets of
properties that you need to specify in this screen.

Table 15-1 Configure Reports Panel-Properties

Field Name Description

Name The name of the Report.

Report Date Range

When The day on which the report is created.

Begin Range The time/date range to begin the report.
Important! Thisistaken by the system and
IS not editable.

End Range The time/date range to end the report.

Important! Thisistaken by the system and

is not editable.
Variables
Variables Displaysalist of available groups on the left side. Also
displays alist of appropriate variables for the selected
group on the right side.
T o
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Use the buttons at the bottom of the screen to select or deselect the listed variable(s).
They are described in Table 15-2.

Table 15-2 Configure Reports Panel-Buttons

Name Description

Select All Selects al the displayed variables.

Deselect All Deselects al the displayed variables.

Show Description Shows description about the selected variable.

2. Click OK to add the record.

3. To edit the information about a configured report, select the required entry and double
click onit or click the Edit arecord action button, /. The Configure Report panel
isdisplayed as shown in Figure 15-4. You can modify the information that can be
edited and click OK to update the configured report information.

4. To delete a configured report information, select the entry to be deleted and click the
Delete record action button. The selected entry will be deleted.

5. To delete all the configured reportsin the panel, click the Delete All action button. A
confirmation dialog is displayed asking you to confirm to delete all the records. Click
Yesto delete all the records or click No to exit the action and come out of the dialog.

6. To make acopy of an existing report, click the M ake a copy of the selected record
action button. The Configure Report panel is displayed as shown in Figure 15-4. Edit
the name of the Report and click OK to add a copy of the existing report.

7. To move areport up, click the Up arrow key action button or the M ove selected
record up action button.

8. To move areport down, click the Down arrow key action button or the M ove selected
record down action button.

9. Torun areport, click the Run Selected Report action button. The Report Panel is
displayed, as shown in Figure 15-5.

15-4 365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Configuring Reports

The Configure Reports Panel

Figure 15-5 Report Panel-Chart tab

A 8950 AAA Server Management Tool

Server Panel Edt window

Help

Report Pan:

(ol x|
— L= x|

| #lo Do ]

A Configuration Taols R
Server Propertics
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Logging Tools
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FRun Report Agsin Close.

This has two tabs. The Chart tab shows the report in graphical format as shown in
Figure 15-5. The Raw Sample Data tab shows the report in the sequenced format, as

shown in Figure 15-6.

Figure 15-6 Report Panel-Raw Sample Data tab
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RadiusAuthserver: <GLOBAL >: Server Authentication Malformed Regquests

RadiusAuthServer: <GLOBAL>: Server AuEhentication Requssts RadiusAUthServer: <GLOBAL > AuthSerwPacketsDropped

RadiusfuthServer: <GLOBAL=: Server Authentication Rejects I RadiusAuthServer: <GLOBAL =: Server Authentication Invalid Request

RadiusAuthServer: <GLOBAL>: Server Authentication Bad Authenticators

RadiusAuthServer: <GLOBAL =: Server Authentication Challenges

Sample Tirne il Type Data Diff Uit
Sample-1 1220077100014 Data 0 o packets :‘
Samplez 2005-05-10 1 1221071390001 Boct o o packets
Sample-3 1221021345001 Data [s] 1] packets
Sample-+ 1221021350000 Data 1] o packets
Sampls-5 1221021355000 Data ] o packets
Sanplz-6 1221021360000 Data o o packets
Sample-7 1221021365015 Data o o packets
Sampes 1zz10z1570011 Dats o o packets
Sample-3 1221021375007 Data [s] 1] packets
Sample-10 1221021380004 Data 1] o packets
Sampls-11 1221021385016 Data ] o packets
Sanpls-12 1221021390013 Data o o packets
Sample-13 1221021395010 Data o o packets
Semei=-ia 1221021400022 Data o o ackeic ﬂ

Report Time: 2 seconds

Run Report Again Close

10. Click Run Report Again button to run the report once again.

11. Click Closeto close the Report Panel and go back to the Configure Report panel, as
shown in Figure 15-4.

END OF STEPS
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Part lll: Logging Tools
Navigation Pane

Overview

Purpose
This part consolidates the chapters related to Logging Toolsin the SMT Navigation pane.

Contents
This part includes the following chapter(s).

Chapter 16, “Message Logging” 16-1
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16  Message Logging

Overview

Purpose

The 8950 AAA Server Management Tool allows the user to manage how and when a
server can log messages. This section describes the messages and how to control message

logging.
The following topics are included in this chapter:

8950 AAA Message Overview 16-1
Logging Tools 16-2
Server Log Messages 16-3
Log Channels 16-6
Log Channel Configuration Panel Tabs 16-14
Log Rules 16-32

8950 AAA Message Overview

Message Overview

The 8950 AAA server creates and writes messages for actions that occur during initial
startup, while running, and while shutting down. These messages have the basic form
shown below:

Important! The contents of log messages can be highly customized in 8950 AAA.
The description presented here covers the default format. If you have made changes to
your logging channels, your output may look different.

2005/02/26 14:15:48.287 (NOTICE) Licensed for 12 clients
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Logging Tools

As shown in the exampl e, the contents of alog message contains the following:

Timestamp

The time the server logs the message. By default, the timestamp includes the date and
time in the following format:

YYYY/ MM DD HH: MM SS. rmm
where mmm represents milliseconds.
For example: 2005/ 02/ 24 09: 10: 57. 760
Area

The functional area of the 8950 AAA software that generated the message. Usually,
this information follows the timestamp and is contained within angle brackets (< >).
For example: <nr. set up>

Level

Thelog level of the message. The log level defines the severity of the action that
triggered the message. For example ( NoTI CE) .

Refer to the table below for alist of 8950 AAA log levels.
Message
The actual message the server logs when the action occurs.

Messages are logged by 8950 AAA when specific conditions are met. These conditions
may be tied to the occurrence of asmall set of common request processing actions
(request accept, request reject, etc.), or to custom user defined conditions. Log messages
may also be generated by instructions in a PolicyFlow program. By default, messages are
logged to atext file named policy.log. Thisfile can be located within your run directory.

Important! Logging and Performance. While logging is essential to good server
management, it can also have a negative impact on system performance. As a genera
rule you should try to log the minimum number of messages possible that will yield
the level of log detail you require for your operations.

Logging Tools

About Logging Tools

The Logging Tools Section of the Navigation Pane provides three panels for controlling
server log message output, as listed in Figure 16-1.

The Server Log Messages panel controls a set of log messages keyed to the common
request processing actions.

The Log Channels panel manages the destinations available for 8950 AAA log
message output.
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Message Logging Server Log Messages

« ThelLog Rules panel defines basic criteria that 8950 AAA uses to determine which
messages to log and the channel to which the message should be logged.

Figure 16-1 Logging Tools Section in the Navigation Pane

I'f Logging Tools )

+ Server Log Messages
+ Log Channgls
+ Log Rules

The following sections provide more information on the panels, their components, and
their functionality.

Server Log Messages

About Log Messages

Select Server L og Messagesfrom the L ogging Tools section on the Navigation pane. The
Server Log Messages pandl is displayed as shown in Figure 16-2.

Thispanel contains all the existing server log messagesin SMT. It allows you add new log
messages, edit the existing messages, del ete messages, and copy the existing message, and
move the messages up or down.
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Server Log Messages

Figure 16-2 Server Log Messages Panel

Server Panel Edit ‘window Help

#le 0o 0| BIBC

¥ Configuration Tools &
+ Server Properties

« Clients [ Peers

+ Rexalm Routing Table

* Remate Configuration

* PolicyFlow Editor

+ US5v2 Configuration

+ 8950 AAA Operators

+ Simple Address Manager

+ S5 Address Manager

2 stats Collecting Py
* Stats Collector
+ Configure Reports

i Logging Tools &

+ Server Lag Messages
+ Log Charnels
* Log Rules

1" Monitoring Tools
+ Server Statistics

+ Sessions | Counters | Indices
* US5 Address Statistics

+ LiveAdrinistrator

Tl File Tools
* User Files
+ Dictionary Editor
* File Manager
+ Tl

* Certificate Manager

=] £||

)
o

%] >

=l s|=] 2| %| o|®| 0| 2] x|@

The fFollowing fhessages are log message the Palicy Server uses when reporting information such as errors, warnings and information messages, You can ede 4
the Message portion, hawever the Name field should not: be changed because it is the key the server uses to look up the message in the file,

6| d|e|x|e|+| 4]

Key Name

Message

workTtem authfaiure fo $ire

er-name} login failed

workltem. auth-challenge never  |${request.user-name} login challenged
workltem.auth-error info ${request user-name} login errored due to §{packet Last-Disposition-Message}

workltem. acct-success never  |${request. user-name} §{request. acct-status-type} session on f{request.nas-p-address} 1 {request.nas-
workltem. acct-success-start never  |${request.user-name} started session on ${request.nas-p-addresshi{request.nas-porty

workltem. acct-success-interim never  |${request. user-name} continued session on §{request.nas-ip-address:f{request nas-port} for irequest
workIrem. acct-success-stop never  |${request.user-name} stopped session on §{request.nas-p-addtess}if{request.nas-port} for $irequest.z
warkltem. acct-failure never | ${request. user-name} session failed due to §{packet Last-Disposition-Message}

workIrem.acct-error nfo ${request user-name} session errored due to ${packet. Last-Disposition-Message}

conted uss2-faiure warning |52 failed to nitidize: ${MF

slarm viake-faiure warning | Alarm handler Failure for ${LIHLSH${SH

workliem. auth-continue warning | Authentication palicy flow returmed CONTINUE disposition.

workItem.acct-chalenge warning | Accounting policy Flow returned CHALLENGE dispasition.

warkltem. acct-continue warning | Accounting polcy flow returmed CONTINUE disposition.

workItem.state-success never  |State update accepted

worklem. state-failre infa State update rejected due to ${packet.Last-Disposkion- Message}

workItem.state-error info State update errared due to §{packet.Last-Disposition-Message}

warkltem. state-challenge warning | State update policy flaw retumed CHALLENGE disposition.

workItem.state-continue warning | State update policy flow returned CONTINUE disposition.

warkltem.nknomn-success never |${packet packet-type} accepted

worktem.unknown-failure info ${packet.packet-type} rejected dus to ${packet. Last-Disposition-Messags}

warkltem.nknown-eror infa ${packet. packet-type} errared due to F{packzt Last-Dispostion-Message)

workltem.unknown-challenge warning | ${packet packat-type} policy Flow returned CHALLENGE disposicion.

warkltem.nknown-cantinue warning | ${packet packet-type} policy flow retumed CONTINUE disposition.

workItem.state-tineout debug  |state timeout: $41} For §{2}

warkltem. state-lost notice  |No state avalable: ${L}

=

Save Close

The messages displayed are log messages the Policy Server uses when reporting
information such as errors, warnings and information messages. You can edit the Message
portion. However, the Name field should not be changed because it is the key the server
uses to look up the message in thefile.

Action buttons in the Server Log Messages section

The Server L og M essages panel (Figure 16-2) contains a set of Action buttonsthat appear
in the top of the list of the server log messages, as shown in Figure 16-1.

Table 16-1

Action buttons in the Server Log Messages panel

@ & o | s a|a]| 5

These action buttons allow you to perform the following actions:

* Insert arecord
» Edit selected record

» Delete selected record

» Deéeetedl records

« Makeacopy of selected record

« Move selected record up
» Move selected record down

You can perform any of the required actions using these action buttons.
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Message Logging Server Log Messages

To Insert arecord, click on the E‘ action button. The M essage Entry panel is displayed
as shown in Figure 16-3. This panel allows you to add a Log Message entry and
corresponding properties as shown in Figure 16-3.

Figure 16-3 Server Log Messages panel-Message Entry panel
x|

Use the Following to edit a log message. The Key Mame should not be modified as the PolicyServer uses that key ko find this message,

+ Key Name I

Log Level I Info LI Al

Channel I

Message I

Cancel |

Table 16-2 explains each of these fields and the field descriptions that you will specify in
this screen.

Table 16-2 The USSv2 StateServer Configuration-Add panel attributes

Field Name Description

Key Name Specifies the key name of the message.

Log Leve Specifiesthe Log Level in which the message will
be logged.

Channel The log channel to which the message will be
logged.

Message Specifies the contents of the message that will be
logged.

To Edit arecord, double click on a selected record or select arecord and click on the @
action button. The M essage Entry pandl is displayed as shown in Figure 16-3 with the
existing values. This panel alows you to edit the contents of a Log Message entry and
corresponding properties. Do not modify the Key name as the Policy Server usesthisasa
key to find this message.
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Log Channels

About Log Channels

When 8950 AAA isfirst installed, all log messages are sent to the policy.log file. However,
log messages can be directed to awide range of other output destinations. Some
destinations that can be used for log channels include, but are not limited to:

e Files

« Databases

e Sydog servers

« Network management Stations (SNMP)

- E-Mall

Each destination is known as alog channel. A log channel is uniquely named and is

configured with specific properties. Names are usually chosen to provide a description of
the channel. For example: LogToOracle, access-errors, NOC-Syslog-Server, etc.

Displaying Log Channel Information

Select L og Channels from the L ogging Tools section on the Navigation pane. The Log
Channels panel is displayed as shown in Figure 16-4.

8950 AAA uses Log Channels to output log messages. Log messages are typically errors,
warnings, and information type messages. There are also other levels of messages used to
track down problems such as debug level.

Using the Log Channels panel, you can specify the destinations for log messages. You can
configure multiple output types by using the Wizard or the Insert button to add more than
one channel. Once your channels are defined, use the LogRules panel to direct log
messages to your channels.
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Figure 16-4 Log Channels Panel

Server  Panel  Edit  Wwindow Help
#le e | M| m|c|B=w|=] =] %

ols

ARA uses
levels of messages.

Using the Log Char
button to add more than ane

inel. Once your channels are define
@ E B8 X @ 93

LogToR

@ Type [File o Switching)

OnErrar T

Defaul Channel [ves

[roicy-oa

Format Timestamp [¥es
Format Thread [¥es

nnnnn

Figure 16-4 depicts the Log Channels panel showing information about a channel named
LogToFile. When 8950 AAA isfirst installed, LogToFileis the only configured log
channel. LogToFile sends messages to the file policy.log, which isin the 8950 AAA run
directory.

On the left side of the Log Channels panel thereisalist of log channel configurations.
Select any itemin the list to display its configuration characteristics. In Figure 16-4 there
isonly oneitemin thelist.

The Log Channels panel contains a set of Action buttons that appear in the top of the list
of log channel configurations, as shown in Figure 16-5.

Figure 16-5 Action buttons in the Log Channels panel
S NP = | R

These action buttons allow you to perform the following actions:
e Insert Row Wizard

e Insert arecord

« Edit selected record

« Delete selected record

« Deleteadl records

« Makeacopy of selected record

e Move selected record up

» Move selected record down

« Change the selected Channel to the Default Channel

You can perform any of the required actions using these action buttons.
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Configuring a Log Channel
The following procedure defines the steps of the built-in wizard that configures alog
channel.
1. Selectthe # action button.
Result: The Log Channel Configuration panel appears showing the first screen of the

configuration panel, as shown in Figure 16-6. This screen promptsto enter the name of
the Log Channel.

Figure 16-6 Log Channel Configuration Panel-Channel name

“* Log Channel Configuration - aaa-1 b |

This Wizard helps you create a Log Channel, A Log Channel defines the destination For messages that are logged by the Policy server.
Using this wizard, you will:

1. Mame your channel (below)
2. Select the bype (destination) of the messages

4. Define Error and default channel processing

Enter the name of this channel

Channel Mame [aza-1

MNext = | Cancel |

2. Enter aLog Channel name and click Next.
Result: The Log Channel Configuration panel appears with alist of Output Types, as
displayed in Figure 16-7.

Important! Pleaserefer to“Log Channel Configuration Panel Tabs’ on page 14 for a
description of each destination/output type that is listed.
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Log Channels

Figure 16-7 Log Channel Configuration Panel-Output Types

4 Log Channel Configuration - aaa-1

Select the cutput Eype of the channel From the list below, To see a description of an output Eype, seleck the option. Once you select an
outpuE bype, click next to configure the that type.

~OuEpUE Typ

o~ Bffer

Descrij prion

=]

Mo Overview is availakle

i Exec

© File (Mo Switching)

€~ File with Size Based File Switching
 File with Time Based File Switching
" HLR Omlog

© Multiple Log OukpuEs

O SMME Trap

 SQL Database

« standard Sut or Standard Error
i Syslog Server

" Trash

< Back | MNext = | Cancel |

3. Select the required Output Type. The Description of the selected Output Typeis
displayed in the Description section of the panel. Click Next to define the properties of
the channel.

Result: The Log Channel Configuration Properties panel, that allows you to define the
propertiesis displayed as shown in Figure 16-8. The propertiesin this screen will
appear as per the Output types selected in Figure 16-7. The panel in Figure 16-8 isan
example panel that appears when the Output Type File (No Switching) is selected.

Figure 16-8 Log Channel Configuration Panel-Properties tab

4 Log Channel Configuration - aaa-1 b |

Tvpe [Fis

Properties | advance d | Documen tation |
* File Mame I
Truncal e i ¥es = Mo 4]
Format Timestamp + ves Mo 4 |
Forrmat Thread i+ ves Mo < |
Format Flugin = Yes Mo <
Format Area = ¥as { Mo 4 I
Format Level | Auto ~1 «
Format Checked Exceptions | Madium ~1 <
Format Unchecked Exceptions [ Long =~

< Back | MNext = Cancel |

Common Log Channel Options

Each Log Panel Configuration panel contains afixed section and a set of tabs that are
dependent on the type of log channel being configured.
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Log Channels

Every panel has afixed section that contains four fields, as described in Table 16-3.

Table 16-3 Log Channel Configuration Panel-Properties tab

Field

Description

Name

The unique name for this channel.

Type

Pre-set with the selected destination type.

On-Error

Name of an alternate channel to useif an error is
encountered while writing to this channel.

8950 AAA cannot determine if a Syslog server is
responding. If syslog isyour default output channel,
you might wish define a redundant channel using a
local file as the destination. See “Multiple Log
Outputs’ on page 22.

Default-Channel

If selected, then this channdl isthe Default-Channel.
Only one channel may be designated at the Default-
Channel. If you designate a channel as the Default-

Channel it will automatically override any previous
Default-Channel selection.

If not selected, then the server uses the last selected
default.

The server uses this value when configuring Log
Rules. It can be changed, but remember to check
your Log Rules after changing. For more

information, please see “Log Rules’ on page 32.

Every panel contains three tabs that may be used to configure specific aspects of the log
channel. They are the Properties, Advanced, and Documentation tabs. The use and
contents of the tabs are dependent on the destination/output type of log channel selected.
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Log Channels

The following options, in Table 16-4, are available for most but not all log channel
options. They are discussed here for convenience and will not be repeated since they
appear for each of the destination types described later in this section.

Table 16-4 Destination/Output Options

Field Name

Description

Format Timestamp

This checkbox controls whether 8950
AAA includes the timestamp in the logged
message.

For example, 2008/ 01/ 21 13: 45: 30. 870
is the timestamp in the following message:

2003/ 01/ 21 13:45:30.870 <nr.setup>
8950 AAA: Starting server
initialization

Format Area

This checkbox controls whether 8950
AAA includesthelog areain the log
message.

Thelog areaisthe part of the 8950 AAA
server which logged the message.

For example, <nr . set up> isthelog areain
the following message:

2008/ 01/ 21 13:45:30.870 <nr.setup>
8950 AAA: Starting server
initialization

Format Level

This pull-down provides three options for
defining how the log level is formatted
within alog message. The options are:

e OFF - Never includethelog level in
the message.

e AUTO- Includetheloglevel inthelog
message only when the level is more
severe than Info, that is, Notice,
Warning, or Error.

* ON - Alwaysinclude thelog level in
the message.
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Table 16-4 Destination/Output Options

Log Channels

Field Name

Description

Format Checked Exceptions

Checked exception - Error conditions that
the 8950 AAA is able to check for and
knows how to handle. These are normal
operational errors that can occur in the
8950 AAA sarver.

Four options are available to define the

amount of information to includein alog

message about a checked exception. The

options are:

»  OFF - Never include the exception
information in the log message.

*  SHORT - Include a brief description
about the exception.

»  MEDIUM - Include afull description
about the exception.

*  LONG - Include afull description
about the exception with a JAVA
stacktrace.

Format Unchecked Exceptions

Unchecked exception - Error conditions for
which 8950 AAA does not have a pre-
configured error handling routine defined.

Four options are available to define the
amount of information to includein alog
message about an unchecked exception.
The options are:

»  OFF - Never include the exception
information in the log message.

*  SHORT - Include a brief description
about the exception.

MEDIUM - Include afull description
about the exception.

* LONG - Include afull description

about the exception with a JAVA
stacktrace.
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Log Channels

Table 16-4 Destination/Output Options

Field Name

Description

Char Set

Defines the character set the 8950 AAA
Server uses when encoding the log

message.

Character setsthat are available for
selection:

e+ 8859 1

« UTF8

»  Others supported by Java as specified
Important! For more information about
character sets that support Java, please

refer to the Web page found at the
following URL.:

http: //java.sun.com/j2se/1.4.2/docs/api/java/ni
of/charset/Char set.html

Important! Please refer to the section “Log Channel Configuration Panel Tabs’ on
page 14, for complete information on the tabs and field descriptions for each

destination type.

4. Select the required properties and if required for your site, select the Advanced tabs
(discussed below) and click Next.

Result: The Log Channel Configuration Default and Error Channel Processing panel
isdisplayed, as shown in Figure 16-9.

Figure 16-9 Log Channel Configuration Panel-Default and Error Channel Processing

A" Log Channel Co

Default Channel Processing

You can specify that this channel is the default channel. The default channel is used when logging messages and the Log Rules do not
specify a channel, See Log Rules panel For more information about configuring Log Rules,

Mote: IF wou specify that this is the default channel, the channel currently marked as the default, iF any, will be changed to not be the

default channel.

alternate

Channel to use if Error Cccurs |

>

[~ Use this channel as the Default Channel.

ot log the message ko the channel, it narmally writes the message ta standard out and continues. If you want have an
be used when errors occur writing log messages ko this channel, specify it below.

= Back | Mext > | Cancel |

5. You can choose to specify that this channel is the default channel. The default channel
is used when logging messages and the Log Rules do not specify a channel.
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Log Channel Configuration Panel Tabs

6.

Important! If you specify that thisis the default channel, the channel currently
marked as the default, if any, will be changed to not be the default channel.

If the channel cannot |og the message to the channel, it normally writes the message to
standard out and continues. If you want have an alternate channel to be used when
errors occur writing log messages to this channel, specify it in the Channel to use if
Error Occursfield.

After selecting the required channel(s), click Next.
Result: A message appears indicating that channel configuration is complete.

Click Back to modify any values or Finish to return to the Log Channels panel.
Click Save to store your channel configurations to the server.
Click Close to remove the panel.

Log Channel additions and changes take affect the next time you start the 8950 AAA
server.

Log Channel Configuration Panel Tabs

About the Tabs in the Log Channel Configuration Panel

The three tabs within the variable section of the Log Channel Configuration panel are as
follows:

Properties-Basic information used for configuring this channel.
Advanced-Additional fields that may be used to configure the channel.

Documentation—Description of each property that appears in the Properties and
Advanced tabs. The documentation tab provides alist of field names and atext areaas
shown in Figure 16-10. Select afield to display its description.
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Exec

365-360-001R6.0

Log Channel Configuration Panel Tabs

Figure 16-10 Log Channel Configuration Panel-Documentation Tab with File (No
Switching) properties

#[* Log Channel Configuration - aaa-1 =|

Type [File

Properties | Adw

File: Mame
Truncate

Format Timestamp
Farmat Thread
Format Plugin This type does not allow any file Switching, meaning, itwill continue to write to the
Format Area same file. There is an option to delete the contents of the file on server startup.
Farmat Lewvel

Format Checked Exceptions
Format Unchecked Exceptions
Char Set

8950 AAS serverwrites the log messanes to a file. The contents of a 8950 A8 log file
istext

< Back I Mk = I cancel I

The remainder of this section shows the Properties and Advanced tab for each log channel
destination/output type with descriptions of each field.

The Exec destination executes an external process. Log data is written to the standard
input of the external process. The data may include the following information: timestamp,
area, log level, message text, or exception. A new process is started each time the log
channel isinvoked.
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Figure 16-11 Exec-Properties Tab

#[* Log Channel Co: x|
Type [Exec
Properties | Advance d | Documen tation |
+ Commar d |
Deelimike I 4]
Timeoul 4 |3 | 4]
Check Exit Skatus €= ¥es Mo 4]
< Back | Mest = | Cancel |

Table 16-5 explains each of these fields and the field descriptions that you will specify in
this screen.

Table 16-5 Exec-Properties fields

Field Name Description

Command Command name, arguments, and directory paths necessary
for command execution.

Delimiter Separates data that is written to the standard input of the
external process.

Timeout Amount of time to wait for a process to complete execution

Important! If the process does not complete
within this time period, then alog message can be
written to the log channel.

File (No Switching)

8950 AAA writes the log messages to afile. The contents of thelog fileis plain text. This
type does not allow any file switching, which meansthat it will continue to write to the
same file. There is an option to delete the contents of the file each time 8950 AAA is
started. The propertiestab for this destination type is shown in Figure 16-12.
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Tvpe [Fis

Froperl ties | adwance d | Documentation 1
* File Mame I
Truncal te 7 Wes (= Mo _{I
Format Timestamp + ves Mo _4'
Forrmat Thread i+ ves Mo _‘I
Format Flugin = Yes Mo |
Format Area = ¥as { Mo _{I
Format Level | Auto =1
Format Checked Exceptions | Madium =1 «
FFFFFFFFF hecked Exceptions [ Long (R |

< Back | MNext = | Cancel |

Table 16-12 explains some of the fields and the field descriptions that you will specify in
this screen. Some of the fields are explained in .

Figure 16-13 File (No Switching)-Properties Fields

Field Name Description

File Name Name of the file to which this channel writes.

Truncate If selected, delete contents of log file each time
8950 AAA restarts.

File with Size Based File Switching

The 8950 AAA writes the log messages to afile. 8950 AAA switchesthelog file it writes
when a user specified file size is reached. The contents of the 8950 AAA log fileisplain
text. The propertiestab for this destination type is shown in Figure 16-14.
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Table 16-6 explainsthe fields and the field descriptions that you will specify in this screen.

Table 16-6 File with Size Based File Switching-Properties tab Fields

Field Name

Description

Prefix

Specifies the prefix (beginning) portion of thelog
file name.

Important! For moreinformation please
See “ Notes on the Naming of Time Based Files”
on page 21

Suffix

Specifiesthe suffix (ending) portion of thelogfile
name.

Important! For moreinformation please
see “ Notes on the Naming of Time Based Files’
on page 21

Size

Setsthe size at which the log fileis changed by
the 8950 AAA server.
Example:

20MB where 20 isthe size specified in this
property and MB is specified in the Unit field.

Unit

Sets the unit by which Sze is measured.

Optionsare BYTES, KILOBYTES,
MEGABYTES, and GIGABYTES
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Notes on the Naming of Size Based Files

8950 AAA writesto alog file with the following name format:
<prefix> + active + <suffix>

The prefix and suffix components are specified by configuration settings. The name active
is hard-coded by the 8950 AAA server. For example, if the prefix isnr and the suffix
iS. 1 0g:

Theresulting log file name is: nractive.log

When afileis switched, also known as, rolled-over, the old, or saved, file name has the
following format:
<prefix> + <timestamp> + <suffix>

The prefix and suffix portions are the same as above. The timestamp portion is hard-coded
by the 8950 AAA server in format, yyyymudHHmss Sss. Table 16-7 provides a breakdown
of thisformat with examples.

Naming of Size based files-Format

Table 16-7 Naming of Size based files-Format

Timestamp Field Meaning

yyyy Four digit year, 2006.

MM Two digit month, 12 for December.

dd Two digit day in month, 03 for third day in month.
HH Two digit hour in a 24-hour day.

mm Two digit minutesin hour.

ss Two digit seconds in minute.

SSS Three digit milliseconds in second.

Using the example above, suppose the file nractive.log the currently open file is named.

If thisfileis switched January 1, 2006, at noon, then the name of the saved file will be
nr20060101120000000.log.

File with Time Based File Switching

The 8950 AAA server writes the log messages to afile. 8950 AAA switchesthelog fileit
writes when a specified timeinterval is reached. Options are hourly, daily, weekly,
monthly, or you can specify acustom timeinterval. The contents of a8950 AAA logfileis
plain text. The properties tab for this destination type is shown in Figure 16-15.
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Table 16-8 explainsthe fields and the field descriptions that you will specify in this screen.

Table 16-8 File with Time Based File Switching-Properties tab Fields

Field Name Description

Sets how often the log file is switched (the

rolled-over interval).

There are 5 options for thisfield:

¢ HOURLY - Thefileisswitched every
hour. The timestamp portion isin format:
yyyy MM dHH.

e DAILY - Thefileis switched every day.
The timestamp portion isin format:

Mode yyyy Mvild.

WEEKLY - Thefileis switched every
week. The timestamp portionisin
format: yyyyww.

e MONTHLY - Thefileisswitched every
month. The timestamp portionisin
format: yyyy MM

e CUSTOM - Therollover time and
timestamp format is determined by the
Pattern property.

Specifies the prefix (beginning) portion of the

log file name.

Prefix Important! For moreinformation please see

“ Notes on the Naming of Time Based Files” on

page 21.
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Table 16-8 File with Time Based File Switching-Properties tab Fields

Field Name Description

Specifies the suffix (ending) portion of thelog
file name.

Suffix Important! For moreinformation please see

“ Notes on the Naming of Time Based Files” on
page 21.

Specifies the timestamp pattern to use when
CUSTOM is specified in the Mode property.

Enter a pattern using a predefined time- or size-
based format (see Table) that tells the server
Regular Expression Pattern when to create a new file. When the specified
pattern is exceeded, the server creates a new
log file. The old fileis given a name that
follows the characteristics listed in “ Notes on
the Naming of Time Based Files’ on page 21.

Notes on the Naming of Time Based Files

As described previously, 8950 AAA writesto alog file with the following name format:
<prefix> + <pattern> + <suffix>

where <prefix> and <suffix> are determined by the Prefix and Suffix field values set within
the Properties tab and <pattern> is evaluated using the current time.

For example, if Prefix isnr, Suffix is. 1 og, and the value of Mode isMONTHLY and the
fileis switched at the start of July, 2005, then the name of the file is nr200507.iog.

If thevalue of Modeis CUSTOM, then the value of the Pattern field determines how often
the log file is switched and the name of the saved file.

Important! For alist of date and time expressions, including rules for using them,
please refer to the Web page found at the following URL.:
http://java.sun.comVj2se/1.4.2/docs/api/javaltext/S mpleDateFor mat.html.

HLR OmLog
The HIrOmlog Channel cause the 8950 AAA server to inject log messages into the
OMLOG subsystem. This channel is athin wrapper on top of the HLR library function.
com | ucent . packet i n. out put. Log. out put Message.
The properties tab for this destination/output type is shown in Figure 16-16.
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Table 16-9 explainsthe fields and the field descriptions that you will specify in this screen.
Table 16-9 HLROmlog-Properties tab Fields

Field Name Description

Message Class The Message Class can map to one or morefiles
or communication links. Specifies where the
message is to be printed.

Message ID To uniquely identify the output message.

Priority Appropriate alarm level to indicate the severity
of the message.

Title Appropriate title to which describes the process.

Multiple Log Outputs

The 8950 AAA server sends log messagesto alist of channelsfor processing. This allows
you to send a particular log message to more than one output. This can be used instead of
using multiple channels with log rules. The log messageis sent to all listed channels. The
properties tab for this destination type is shown in Figure 16-17.
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Table 16-10 explains the fields and the field descriptions that you will specify in this
screen.

Table 16-10 Multiple Log Outputs-Properties tab fields

Field Description

Channel Specifiesthelist of channelsto which 8950 AAA
will write log messages.

The 8950 AAA server sends the log message to
each listed channel for processing. The listed
channels must have been previously defined.
Each channel controls the formatting of the

message.

SNMP Trap
The SNMP Trap destination type alows 8950 AAA to write log messages to an SNMP
version 1 management system. The messages are sent as SNMP Traps. The Properties tab
is shown in Figure 16-18. The Advanced tab is shown in Figure 16-19.
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Table 16-11 explains the fields and the field descriptions that you will specify in this

screen.

Table 16-11

SNMP Trap-Properties tab fields

Field Name

Description

Community Sets the SNMP v.1 community string.

OID Sets the SNMP object identifier.

Version The SNMP version to be used.

Operation The operation to be performed.

Timeout Amount of timeto wait for the response, after
which you can retry.

Retry The number of time you can retry.

SNMP V3 User Name

The SNMP V3 user name.

SNMP V3 Security Use Thisisa SNMP V 3 security credential (to be
retrieved from the SNMP V 3 administrator.)
SNMP V3 Security Methods Thisisa SNMP V 3 security credential (to be
retrieved from the SNMP V3 administrator.)
SNMP V3 Auth Password Thisisa SNMP V 3 security credential (to be
retrieved from the SNMP V3 administrator.)
SNMP V3 Priv Password Thisisa SNMP V 3 security credential (to be

retrieved from the SNMP V 3 administrator.)
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Table 16-11 SNMP Trap-Properties tab fields

Field Name Description

Server Address Defines the host/I P of the SNMP
management system. The Server Addressis
in format host:port.

Example: 127.0.0. 1: 162

Figure 16-19 SNMP Trap-Advanced Tab

A Log Channel Co x|

Type [SnmpTrap

Properties  Advance: d | Decument tation |
Client Address [+ 4]
Char Set I =1
Split Eal i Wes = Mo 4]

Line Separator |

Table 16-12 explains the fields and the field descriptions that you will specify in this
screen.

Table 16-12 SNMP Trap-Advanced tab fields

Field Description

Client Address Sets the source | P address and/or source port number of the
SNMP trap.

Char Set The character set to be used for the log messages.

Split EOL To split the messages based on line separator.

Line Separator The character to be used as the line separator.

Important! The SNMP administrator should fill in the values for the attributes
mentioned in Table 16-12.

365-360-001R6.0 16-25
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Message Logging Notes on the Naming of Time Based Files

SQL Database

The Database channel writes log messages to a SQL compliant database. Each 8950 AAA
log message is represented by arow (record) in the database table. Every log messagein
8950 AAA contains the following pieces: Timestamp, Thread, Area, Level, Message, and
a Java Stacktrace. Each of the pieces can be saved independently of each other to a
database.

Important! The use of the Database channel and the following discussion assumes
you are familiar with SQL and general database issues, have an SQL compliant
database running on an assessable system, and have a JDBC driver for that database
installed.

The properties tab for this destination/output type is shown in Figure 16-20.

Figure 16-20 SQL Database-Properties Tab

4 Log Channel Configuration - aaa-1 x|
Type [SnmpTrap
Properties | advance: d | Document tation |

Community [public 1|
& Oid I

Version Bl =1
Operation [Trap =1
Timeoul 13 [Fims _l 4]
Retry [+ 1
Snmp ¥3 User Mame [

Snmp ¥3 Securi ity Lise [ noauthroPri =1
Snmp ¥3 Securi by Methods | =1
Snmp ¥3 Auth Passwar d |

Snmp ¥3 Priv Passwor d |

Server Address [1z7.0.0.1:182 4]
Format Timestamp & Wes Mo 4]
Format Thread 1 Yes ¥ Mo 4]
Format Plugin i Wes % Mo 4]
Format Area i+ ¥es Mo 4]
Format Level [ Auto =1
Format Checked Exceptions | Mediurn =1
Format Unchecked Exceptions | Long =1

= Back I Mexk = I Cancel I

Table 16-13 explains the fields and the field descriptions that you will specify in this
screen.

Table 16-13 SQL Database-Properties tab fields

Field Name Description

Driver Database driver.
Thisisarequired field.

URL Uniform Resource Locator (URL) of the database.
Thisisarequired field.
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Table 16-13 SQL Database-Properties tab fields

Field Name

Description

USER (Administrator User Name)

Sets the login used to connect to the database server
with permission to write to the log table.

Thisisarequired field.

Password

Sets the password for the Administrator User Name.

Table

Sets the name of the database table used to store log
messages.
The default is LOG.

Sequence Column

Sequence value typically not used unless identity-
type columns are used in your database.

Thisisan optional field; the datatypeislong.

Timestamp Column

Column time that the log action occurred.
Thisisan optional field; the data type is timestamp.

Thread Column

Specifies the name of the column in the database
table, to store the name of the Javathread of the log

message.

Plugin Column

Specifies the name of the column in the database
table, to store the name of plugin that generate the log

message.

Area Column Section of code associated with the log action.
Thisisan optional field; the datatype is varchar.
Level Column Number associated with the log level.

Thisisan optional field; the data type isinteger.

Level Name Column

Name associated with the log level.
Thisisan optional field; the datatype is varchar.

Message Column

Formatted text of the message.

Thisisan optional field; the datatypeis varchar.

Standard Output or Standard Error

When logging to Standard Out or Standard Error, 8950 AAA sends log messages to the
system file descriptor for standard_output (stdout) or standard_error (stderr). If stdout or
stderr is not redirected, messages will appear in the same command window in which
8950 AAA was started. The propertiestab for this destination type is shown in

Figure 16-21.
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Figure 16-21 Standard Output or Standard Error-Properties Tab

#* Log Channel Configuration - aaa-1 =]
Type [Standard
Froperties | | Documen tation |
File =1
Format Timestamp = Wes Mo 4]
Format Thread 1 Yes & Mo 4]
Format Plugin i Wes % Mo 4]
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< Back | Mext > | Cancel |

Table 16-14 explains the fields and the field descriptions that you will specify in this
screen.

Table 16-14 Standard Output or Standard Error-Properties tab fields

Field Name Description

File Defines the file descriptor to which 8950
AAA will write the log messages.

There are 2 options for thisfield:

«  OUTPUT - Messages are written to
Sandard Out.

« ERROR - Messages are written to
Sandard Error.

Syslog Server

Thislog channel destination type sends |log messages to a Syslog server. Because of the
way the syslog protocol operates, 8950 AAA cannot determine if the messages are
actually received by the syslog server, or if errors occur while the syslog server is
processing the log messages. Because of this, the log channel defined in the On-Error will
only be used for errors that occur within the 8950 AAA server. The properties and
advanced tabs are displayed in Figure 16-22 and Figure 16-23, respectively.
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Figure 16-22 Syslog Server-Properties Tab

A" Log Channel Configuration - aaa-1 =]

Type [Standard

Froperties | | Documentation |
File SUTPUT 4]
Format Timestamp = ¥es Mo 4]
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Table 16-15 explains the fields and the field descriptions that you will specify in this

screen.

Table 16-15 SysLog Server-Properties tab fields

Field Name

Description

Server Address

Defines the host/I P of the syslog server. The
Server Addressisin format host:port.

Example: 192.168. 1. 4: 514

The default is 127.0.0.1:514 (A Syslog server
running on the local host.)

Facility

Defines the part of the system generating the
message.

Example: kern

The default is auth.

Priority

Defines the priority to change al messages
logged by 8950 AAA.

Example: alert

The default is map, which converts 8950 AAA
log levelsto Syslog severity levels.
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Table 16-15 SysLog Server-Properties tab fields

Field Name Description

Cutoff Defines the maximum 8950 AAA log level to
send to the syslog server.

Example: NoTI CE

Only 8950 AAA messages logged at levels
NOTICE, WARNING and ERROR and higher
will be sent to the Syslog server.

The default is inFo.

Process Name Defines the application name of the messages
sent to the syslog server.

Example: 8950 AAA
The default isNR

Format Host Name Determines whether the hostname, in which
the 8950 AAA server isrunning, isincluded in
the message sent to the Syslog server.

The default is unchecked (the hosthame is not
included).
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Figure 16-23 Syslog Server-Advanced Tab

A Log Channel Co =|
Type [Syslog
Properties  Ad
Client address [+ 4|
Char Set =1
< Back I Mext = I Cancel I

Table 16-16 explains the fields and the field descriptions that you will specify in this

screen.

Table 16-16 SysLog Server-Advanced tab fields

Field Description

Client Address Sets the source | P address and/or source port
number of the Syslog message that is sent to the
server

Char Set The character set to use to be used for the log
message.

Trash

The Trash Channel causes the 8950 AAA server to silently discard the log message. The
Trash destination is typically used for excluding certain log output by temporarily
dropping output that results from aLog Rule.

For more information, please refer to “Log Rules” on page 32.

The properties tab for this destination type is shown in Figure 16-24.
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Figure 16-24 Thrash-Properties Tab
=

Default Channel Processing

‘fou can specify that this channel is the default channel. The default channel is used when logging messages and the Log Rules do not
specify a channel. See Log Rules panel for more information about configuring Log Rules,

Mote: IF you specify that this is the default channel, the channel currently marked as the default, if any, will be changed to not be the
default channel.

I~ Use this channel as the Default Channel.

Error Processing

IF the channel cannot log the message o the channel, it normally wrikes the message o standard out and continues. IF you want have an
alternate channel to be used when errors occur writing log messages ko this channel, spacify it below.

Channel ko use iF Errar Geeurs |

< Back Mext = Cancel

Log Rules

About Log Rules

8950 AAA logging is divided into two separate functional parts:

1. Log message generation
The following three factors determine when alog message is created:
a LogArea

The Log Areais alimited wildcard pattern (see note below) used to indicate a
program area. 8950 AAA isdivided into severa program areas. Each 8950 AAA
program area performs a specific function. For example, accessing external files,
request queue management, request decoding, command execution, plug-in
execution, etc. Each program area contains software instructions that determine
when alog message should be created.

b. RADIUS Request Expression

The RADIUS Request Expression is alimited wildcard pattern used for filtering
messages. It isoptional.
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c. LogLevel
The Log Level is determined by the conditions that are associated with it.

The decision to log a message depends on the Log Area, the RADIUS request
expression (if used), and the Log Level. If the current log level and RADIUS request
expression match the requirements of the log code in the current area, then a message
is generated.

2. Log message disposition
Once amessage is generated, it must be sent to a destination or Log Channel, as

described starting on this item. Log Rules determine the Log Channel that is the
destination of the log message.

Important! The asterisk (*) provides limited wildcard matching capabilities for Log
Areaand RADIUS Request Expressions. It matches textual datawhen it isused either
at the beginning or at the end of an expression. For example,

*abcisvalid

abc* isvalid

*abc* isinvalid

ab*cisinvalid

Log Rules - Definition and Use

In 8950 AAA, Log Rules define the conditions under which messages will be logged and
the Log Channel or Channels to which the messages will be sent.

To display the Log Rules panel, select L og Rules from the Navigation Area, as shown in
Figure 16-25.

Figure 16-25 Navigation Pane-Log Rules

i Looging Tools A

+ Jerver Log Messages
+ Log Channals
+ g Rules ~————

Figure 16-26 depicts the Log Rules panel, with its two sections |abeled.
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& Configuration Tools % Active Log Rul
The Active Log Rules are the rules the running Policy Server uses, Changes ta these rules only change the active log rules, Edit the:
3 [ Startup Log Rules | rules as desired and click Maks Activs to updats the rules.
s - el R ]
6| @|a|ol | 2|5
+ PalicyFlaw Editor Area Request Log Level Expression Cortinue? Channels
+ US5v2 Configuration fi
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* Simple Address Manager
+ USS Address Manager Log Rule
Set List
Log Rule Set Display
+ Sessions § Counters [ Indices
+ U35 Address Statistics
+ LiveAdministrator
Save As Startup Rules | Save As,.. | Make Rule Set Active Refresh
2| £|5| New | close

There are two sections within the Log Rules Panel:
 LogRule Set List:

Contains the names of available Log Rule sets
You may select aLog Rule set from thislist by clicking on it
Thelist isdivided into three sections:

Active Log Rules
Log Rules currently in effect in the running 8950 AAA server. This choice cannot
be selected when the 8950 AAA server is not running.

Startup Log Rules
A set of Log Rules that are loaded automatically whenever 8950 AAA starts.

Other Log Rule set files
Other sets of Log Rules that you may optionally create.

Important! Log rule sets you create are saved in the 8950 AAA run directory with
the filename extension “.Ir".

« Log Rule Set Display

Message Logging
16-34

Shows the log rule from the Log Rule set that is highlighted in the Log Rule Set
List

Thetitle of this panel section isthe name of the selected Log Rule Set
Figure 16-26 shows thetitle Active Log Rules.
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Parts of a Log Rule
Every log rule has 6 parts as described in Table 16-17.

Table 16-17 Parts of a Log Rule

Log Rule Field Description

Area 8950 AAA server program areafor which thislog rule
is used.

Request Indicates whether this log rule affects all RADIUS
requests or only RADIUS requests that match a
defined pattern.

Log Level Starting log level for which thislog ruleis used.

Expression If the Request field indicates pattern-matching, then

thisisaregular expression that is used for matching
against the formatted |og message.

Continue? Indicates whether to use the next active log rule after
this one is executed, or not.

Channels Indicates one or more log channels to which messages
logged by this rule are sent.

If thisfield is not set to avaue, then it uses the default
channel.

Creating a New Log Rule
Use the following procedure to define alog rule. The new Log Rule you create will be
created in the Log Rule set currently highlighted in the Log Rule Set List.
The following procedure defines the steps of the built-in wizard that configures a new log
rule.
3. Seectthe ® action button.
Result: The Log Rule Configuration Wizard appears showing the first screen of the

configuration panel, as shown in Figure 16-27. This screen assists you in creating or
editing aLog Rule.

365-360-001R6.0 16-35
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Message Logging

Log Rules

Figure 16-27 Log Rule Configuration Wizard

“* Log Rule Configuration x|

Log Rule Configuration

This wizard assists you in creating or editing a Log Rule.
To configure a Log Rule, vou will need ko specify the Following information:

1. The part of Policy server to conkral, (Log Area)
Z. Logaing based on Radius Request infarmation.
3. The lag level that you want o monitar.

4. The content of messages wou wank to monitor.
5. The continue processing option.

&, The autput For the log messages. (Channe)

Mlext = I Cancel I

4. Click Next.

Result: Thefirst Log Rule Configuration panel is displayed as shown in Figure 16-28.

Figure 16-28 Log Rule Configuration Wizard-Log Area

I Log Rule Configuration x|

Enter the area of the Paolicy server For this rule. You can seleck From the predefined list or if the Policy
server is running, select From a more specific list of areas.

Predefine

access.File™ -
alarm

cachemanager

chronograph

crnd™®

command™®
conkexk™®
engine®
figldmapper®
Fuse™
glossary™®
hsqldb*
[al==1=hd

iaike*

logdir =1

i Current Server Log Area

I L

= Back I Flesxk = I Cancel I

5. Inthisstep you will select the 8950 AAA Log Area to which thisrule will apply.
Pick one of the following three options:

Match All Areas - If selected, thisrule will apply in all 8950 AAA Log Areas.

Predefined Server Log Area Groups - Program areas that are present regardless of
the configuration and PolicyFlow and collections of related. Here are afew
examples:

nr.setup — system startup
plugin.* —the execution of any 8950 AAA plug-in.

engine.* —all areas that work with managing the flow of arequest through the
PolicyFlow or PolicyAssistant.
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Log Rules

Current Server Log Area - A specific area of the running 8950 AAA server. These
areas include one areafor each plug-in in the PolicyFlow program, one for each
engine listener, etc. You may click @l to see alist of the currently available Log
Areas. Thisoption is available only when the 8950 AAA server is running.

6. When done, click Next.

Result: The Matching Rule panel appears as shown in Figure 16-29.

Figure 16-29 Log Rule Configuration Wizard-Matching Rule

7.

#Log Rule Configuration x|

“ou can add a log rule that matches attributes in Radius requests. Use the Following to specify an
expression ko makch daka in a Radius request,

iMatch all Radius Requests

Rl

Mabch Data in Radius Request with Expression

= Back I Flext = I Cancel I

In this step you may define a matching rule to test the value of 8950 AAA PolicyFlow
variables.

Match All Radius Requests - All RADIUS requests will be considered for logging

Match Data in Radius with Expression - Only those RADIUS requests that match
the limited wildcard expression will be considered for logging. Further, logging
will only occur at those times when the expression is valid. For example, if a8950
AAA variable matched in an expression changes value during the processing so
that it no longer matches the expression, the logging will stop.

Enter an expression - Expressions are matched against PolicyFlow variables, such
as,

${ request.User-Name}

Enter the value that the expression must match

A possible value for the expression noted above might be
*@l catel -1 ucent.com

Important! It is possible to match against more than one value. For example, the
expression: ${ request.User-Name} -H{ request. NAS-1P-Address} might be matched
against the value “rdp-10.0.1.2" This expression would only match requests where the
User-Name was “rdp” and the request originated from a client with an address of
10.0.1.2.
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8. When done, click Next.

Result: The next panel of the Log Rule Configuration Wizard appears for setting the
value level field of the log rule that is being defined, as displayed in Figure 16-30.

9. Inthisstep you will set the Log Level that must be matched in this Log Rule.

Figure 16-30 Log Rule Configuration Wizard-Log Level

=

“ou can contréd the amount of log messages that are displaved in the log output by setting different log
levels., The default log level is 'infa'. The levels are ordered From show extremely detailed messages (blither)
to showing no messages (off). Generally, the common levels are werbose, debug, and info. See the
documentation For a detailed description about each log level.

Errar
wWarning
Matics

Salient
Cv=bug
wWerbose
Elither

= Back I Mext = I Cancel I

Select alog level that will determine messages to be sent.Only messages logged at
this, or amore severe level, will be output.

Important! Log Level Blither isthe least severe Log Level, and prints out large
amounts of information about very arcane aspects of the server operation. Log Level
ERROR isthe most severe Log Level and only prints out the most critical messages.

10. When done, click Next.

Result: The next panel of the Log Rule Configuration Wizard appears for controlling
messages, as shown in Figure 16-31.
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Figure 16-31 Log Rule Configuration Wizard-Pattern Match

™ Log Rule Co =]
Y¥ou can limit the messages that are logged with this rule by using a regular expression patkern. IF you want
match a specific pattern, select the 'Regular Expression Pattern Match' below. Otherwise, sel leck "ary
Message'.

= Any Message

i~ Regular Expression Pattern Maktch

Expression I

= Back I Flext = I Cancel I

11. In this step you may define any log message patterns that must be matched. These
patterns are created using standard Regular Expression syntax. The Regular
Expression is matched against the text content of the log message. Thisis different
from the Expression entered in step 3 which was matched against 8950 AAA
PolicyFlow variables.

Select one of the two available options:
« Any Message - indicates that there is no restriction on the log message

« Regular Expression Pattern Match - indicates that only messages that contain the
entered pattern are logged.

Important! The following examples show Regular Expressions:
/ San Franci sco/

-abc/ def -i

Thefirst example uses slashes (/) to delimit the character string. An exact match of the
character string must occur for a message to be logged.

The second example uses hyphens (-) to delimit the character string because the slash
isavalid character of the string. It also uses a pattern match modifier (i) to indicate that
caseisignored. The case does not have to match for a message to be logged. Pattern
match modifiers are listed as follows:

| - ignore case
m - multi-line
s-singleline
X - extended syntax

Important! Use Regular Expression syntax per Rule 5 Regular Expressions.
For further reading, please refer to:
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Mastering Regular Expressions (2nd ed.). Jeffrey E. F. Friedl. O'Reilly & Associates,
Inc., July, 2002. (ISBN 0-59600-289-0)

12. When done, click Next.

Result: The next panel of the Log Rule Configuration Wizard appears for executing
log rules, as shown in Figure 16-32.

Figure 16-32 Log Rule Configuration Wizard-Continue Processing

4 Log Rule Configuration x|

Log rules are processed in order. IF a log message is logged From this rule, do you want bo continue
processing ather log rules in after this rule?

I Eontinue Processing Log BUSs After a Match on Bhis Fis

= Back I Mext = I Cancel I

13. In this step, you define what 8950 AAA will do following execution of this Log Rule.
By default, 8950 AAA examinesthe Log Rulesin the Active Rule Set starting with the
first rule and works down through the last rule until it findsa L og Rule that matches all
of itscriteria (Log Area, Expressions, Log Level, etc.) After amatching rule has been
executed, and the log messages have been sent to the appropriate Log Channels, no
additional Log Rules are evaluated.

For exampleif the first Log Rule matches all requests for all Log Areas with no log
message expressions, then it is aways executed and any additional Log Rules are
never evaluated.

This default behavior can be changed by selecting the Continue Processing Log Rules
After aMatch on this Rule option. If this option is selected, then, 8950 AAA will
evaluate the next Active Log Rule after this Log Rule is executed.

14. When done, click Next.

Result: The next panel of the Log Rule Configuration Wizard appears for assigning
one or more Log Channels for this rule, as shown in Figure 16-33.
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Figure 16-33 Log Rule Configuration Wizard-Message Destination
x|

Seleckt the channels you want to send log messages ko when the log message maktches this rule. Use Cerl +
rouse Click to select multiple bypes or Shift + Mouse Click ko select a range.

i* Use Default Channel {currently: LogToFilek

i~ selected Channel(s)

aas-1
LogToFile

= Back I Flext = I Cancel I

15. In thisfinal step you will select the Log Channel or Log Channelsto which log
messages should be sent.

One or more items may be selected from the list as follows:

Table 16-18 Log Channel Selection

To select one Log Channel Click the Log Channel name
To select arange of Log Channels While holding the SHIFT, select the
desired range

To select more than one Log Channels, notina While holding the CTRL key, select the
range desired Log Channel names

16. When done, click Next.

Result: The Log Rule Configuration Summary panel appears as shown in
Figure 16-34.
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Figure 16-34 Log Rule Configuration Wizard-Completion
x|

Seleck the channels you wank to send log messages ko when the log message makches this rule. Use Cerl +
rMouse Click ko select multiple types or Shift + Mouse Click ko select a range.

* UDse Default Channel {currently: LogToFilek

i selected Channel{s)

aas-1
LogToFile

= Back I Flext = I Cancel I

17. This step provides away to verify the Log Rule information.

Verify the data and click < Back to modify any of the previous screens or click Finish if
you are complete.

Result: The Log Rules panel appearswith the new Log Rule listed in the Log Rule Set
Display, as shown in the example in Figure 16-35.

Figure 16-35 Log Rule Configuration-New Log Rule

4 8950 AAA Server Management Tool - C:\8950AAA =T

Server Panel Edit window Help ==l x|
[#[e Oe O] BB[C[E[=[®] 2| % [m[a] a[a] %] (=] o[ =[]
X ols R B Ac ez WERE

The Active Log Rules are the rules the running Policy Server uses, Changes to these rules only changs the active log rules, Edit the
DO startup Log Rules | 1t sired and click Make Active to update the rules.

Save AsStartupRues | SaveAs.. | Make Rulsetactive | Refresh |

New Close

Reordering Log Rules

Usethe reorder buttonsto arrange the order of the Log Rules. Order isvery important. Log
Rules are evaluated from top to bottom until a match is found. Evaluation stops after a
match is found unless the Continue Processing Log Rules After a Match on this Rule
option was selected for arule.

The reorder buttons, the up and down arrow key buttons, are also on the top of the panel
with the other action buttons.
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Follow these steps to move alog rule to a different position within the Active Log Rules
list:
1. Select thelog rule entry that isto be moved

2. Click the up or down arrow button enough times to move the log rule entry to the
desired location.

Activating Log Rules
From the Log Rules Panel, perform the following steps to activate Log Rules:
« Click the Save As Startup Rules button to preserve the current set of Log Rules.
« Click the Save As... button to write the current set of Log Rulesto a new file.
« Click the Make Rule Set Active button to activate the present set of rules.
« Click the Refresh button to update the Log Rules Panel.

Important! When Log Rulesfrom aLog Rule set are made active, al of the rulesin
the set are made active. It is not possible to only activate some rulesin a set. If you
have Log Rules you frequently use alone for specia purposes you might consider
placing them in aLog Rule Set by themselves.

END OF STEPS
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Part IV: Monitoring Tools
Navigation Pane

Overview

Purpose
This part consolidates the chapters related to Monitoring Tools in the SMT Navigation

pane.
Contents
This part includes the following chapters.
Chapter 17, “ Server Statistics’ 17-1
Chapter 18, “Using LiveAdministrator” 18-1
L o
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17  Server Statistics

Overview

Purpose

This section discusses the tool s that are available for monitoring 8950 AAA activity. Such
tools help to monitor RADIUS traffic levels and diagnose problems.

The following topics are included in this chapter:

Monitoring Server Statistics 17-1
Server Statistics Panel 17-2
Sessions/ Counters/ Indices Panel 17-28
USS Address Statistics Panel 17-31

Monitoring Server Statistics

About Monitoring Server Statistics

There are two panels that are used for viewing activity of the 8950 AAA Server. They are
located under the SMT Navigation Area, under Monitoring Tools. They are:

» The Server Statistics Panel
» ThePorts/ Counters Panel

The following sections describe the capabilities of both panels.

Important! The Live Administrator is another tool used for monitoring and
managing 8950 AAA whileit is running.
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Server Statistics Panel

About Server Statistics Panel

The Server Statistics panel provides the ability to monitor the following aspects of 8950
AAA server operations:

« Requeststo and responses from the 8950 AAA server

« Requestsand responsesto 8950 AAA from other servers
« State Server (USS) activity

« PolicyFlow program execution

To display the Server Statistics panel, usethe SMT Navigation Pane to select Server
Statistics under Monitoring Tools, as shown in Figure 17-1.

Figure 17-1 Navigation Pane-Server Statistics

|#: Monitoring Tools
+ Server Statistics <——

+ Sessions [ Counters | Indices
* 1155 Address Statistics
+ LiveAdministratar

The Server Statistics Panel appears as shown in Figure 17-2.

Figure 17-2 Server Statistics Panel

A 8950 AAA Server Management Tool - C:\AAM - Policy Server Statistics -1al x|
Server Panel Edit Window Help ===
= = | [ Y G | & 2
sledlej|mmc|ps=[z|x(mm[aau| 4802 K8
X Configuration Tools & W Authentication Requests [ Request

+ Server Properties g Accounting Requests Total Interval |

+ Clients [ Pesrs T Packet Statistics M Totsl Requests o o

+ Realm Routing Table o, Digmeker Statistics B irwalid Requests B &

+ Remnate Configuration 35 Memory Usage

+ PalicyFlow Editor I Limit Rejects [ o

+ LIs5v2 Configuration G Prowy Authertication [ Mot Handled [ o

5 agsol AA:dODErators 2 rony Acsounting B Exceptions A 0

+ Simple Address Manager

i o o
+ S5 Address Manager {Eh Pending Proxy Requests | B Map Evaluation Errors

72 Stats Collecting E3 1
* Stats Collector Ml sessions [ Invalid Requests
0 Tl Requests
Configure Reports ;,q,,,,  Limit Rejects
Replication
& Logging Tools - [l State Changes fiok Handled
+ Server Log Messages 0 State Events
+ Log Channels W Exceptions
+ Log Rules ¥ Methods: #auto & Map Evaluation Errors
1¥ Monitoring Tools A & Methads: acct w
. g
+ Server Statistics & Methads: auth g

+ Sessions | Counters [ Indices
+ LSS Address Statistics
+ LiveAdministeator

T&l File Tools
+ User Flles

* Dictionary Editor

* File Manager

* Tail

+ Certificate Manager

3| =[5

B9 Proxy Roundtrip Times

& Methods: authorize
& Methods: eap_aka

& Methods: eap_sim

& Methods: eap_ttls

& Methods: provis

& Methods: state_server

¥y Server Queuss
T server Threads

310 330 350 370 390 410 430 450 470 490
Number of Samples

M Total Requssts

Update Interval | 30 Seconds =

Remaining: 00:15

Reset Close

This panel contains two sections as follows:
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« Theleft section contains alist of program functions about which monitoring
capabilities are available.

« Theright section displays information about the selected item.

Table 17-1 lists each screen name and the information that it monitors.

Table 17-1 Server Statistics Panel-Screen Names and information

Screen Name

Monitored Information

“Authentication Requests’ on page 4

Counts / percentages based on request
disposition.

“Accounting Requests’ on page 6

Counts/ percentages based on request
disposition.

“Packet Statistics’ on page 8

Total number of radius packets processed.

“Diameter Statistics’” on page 9

Total number of diameter packets
processed.

“Memory Usage” on page 10

Amount of memory used by 8950 AAA
and the Java Virtual Machine (VM).

“Proxy Authentication” on page 12

Counts / percentages based on request
status for Access-Requests forwarded to
other servers.

“Proxy Accounting” on page 13

Counts / percentages based on request
status for Accounting-Requests forwarded
to other servers.

“Pending Proxy Reguests’ on page 15

Proxy requests waiting for aresponse from
other servers.

“Proxy Roundtrip Times’ on page 16

Time for aproxy request to return.

“Sessions’ on page 18

Number of active sessions present on the
server.

“Requests’ on page 19

Number of authentication or accounting
requests sent to the server.

“Replication” on page 20

Replication of the sessions between two
servers.

“ State Changes’ on page 22

Monitoring the transition of states.

“State Events’ on page 22

Monitoring the events which trigger a state
change.

“Methods: #auto” on page 26

Automatically executed Methods.
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Table 17-1 Server Statistics Panel-Screen Names and information

Screen Name Monitored Information

“Methods:; aaa” on page 26 Execution of Methods under the aaa policy
flow file.

“Server Queues’ on page 27 Reguest queue size, maximum value, and

high water mark.

“Server Threads’ on page 27 * Status of currently running threads.

Screens that Monitor RADIUS Requests Sent to the 8950 AAA Server
This section describes the following four screens:
« Authentication Requests
« Accounting Requests
« Packet Statistics
« Diameter Statistics
+ Memory Usage

The following sections explain in detail about these screens.

Authentication Requests
As shown in Figure 17-3, authentication requests are categorized according to status or
disposition.

Figure 17-3 Server Statistics-Authentication Requests

T e -Authentication Request:
g Accounting Requests Total Interyval
& Packet Statistics Requests S Rate Requests S Rate
=, Diameter Statistics B Requests 4 - o o - o
£33 Mermory Usage

[ Accepts 3 100.0% 0.03 0 0 o
[ Proxy Authentication B Erlmes e o o o o o
[ Proxy Accounting W Fejects 0 o o o o o
Bb Pending Proxy Requests M Dropped 1] [} [} [} ful ful
9 Proxy Roundtrip Times B Cuplicate ] ful ful ful ful ful

O Invalid 0 o o o o o
B Sessions W EBad Auth [ 0 0 0 0 0
Bl requests B Unkrown 0 o o o o o
B replication =T 7 o o o o o o
[ State Changes =lorme:
B state Events 0.5 B Requests

A Accept:
& Methods: #auto 0.4 moEphs
¥ Methods: aaa = Challenges
Eos—
¥y Server Queues = 8 Rejects
T server Threads £0.21—] I Dropped
£
01—
0.0
20 40 A0 8O0 100 120 140 180 180 200
Mumber of Samples
Update Interval | 6 Seconds Remaining: 00:02

This screen displays two groups of columns labeled Total and Interval. They display
numerical values as follows:
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The Total columns group displays the total count for the row since the last server reset.

The Interval columns group displays changes in counts since the last interval update. The
update interval was set as shown in Figure 17-3.

The Total values are described in Table 17-2.
Table 17-2 Total Values

Column Description

Requests Current value of the counter.

% Ratio of count to total number of requests.

Rate Theratein the total column group represents the average
number of requests per second since the last server reset.

The Interval values are described in Table 17-3.

Table 17-3 Interval Values

Column Description

Requests Current value of the counter.

% Ratio of count to total number of requests.

Rate Theratein the interval column group represents the average
number of requests per second since the last interval update.

Authentication Statistics Counters are described in Table 17-4.

Table 17-4 Authentication Statistics Counters

Counter Description of the Packet

Requests The total number of valid RADIUS Access-Request
packets received (Packet type 1).

Accepts The number of Accept-Accept packets (Packet Type 2)
sent to the RADIUS clients.

Challenges The number of Accept-Challenge packets (Packet Type
11) sent to the RADIUS clients.

Rejects The number of Accept Reject packets (Packet Type 3) sent
to the RADIUS clients.

Dropped The number of Access-Requests that were dropped (no
response was sent).

T 175
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Table 17-4 Authentication Statistics Counters

Counter

Description of the Packet

Duplicate

The number of Access-Request packets that matched
another request which was aready in the request queue
(no response was sent for the duplicate request).

Invalid

The number packets received from unknown clients.

Bad Auth

The number of packets received which contained an
invalid signature (authenticator).

Unknown

The number of packets received which did not match a
known RADIUS RFC packet type.

Malformed

The number of packets received which contained data that
could not be decoded.

The screen also displays a per formance monitor. Thisisagraph that displays the number
of packet samples (horizontal scale) against packets per update interval (vertical scale).
The graph can show up to five types of authentication request based on disposition. Select
or clear the appropriate checkbox to control this display.

Accounting Requests

Figure 17-4 shows the screen for monitoring accounting requests. It displays a columnar
information and a performance monitor (graph) organized in the same manner as the

Authentication Request screen.
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I#* Policy Server Statistics

M Authentication Requests | ~Accounting Request:
" & Accounting Requests Tatal Interval
T2 Packet Statistics Requests %% Rate Requests %% Rate
=&, Diameter Statistics B Requests i - onl o - o
&3 Memory Usage
M Responses [5} [5} [5} 0 [+ [+
% Prowy Authentication I Dropped 0 100.0% 0.1 o o o
& Proxy Accounting H buplicate o o o o o o
B Pending Proxy Requests O 1rrvalid o o o o o o
B Proxy Roundtrip Times M Bad Auth o o o o o o
O Unknown o x) x) x) x) x)
Bl sessions B Malformed o o 0 o o ]
B requests
[ replication 0.5 M Requests
B state Changes FiosperEs
[ state Events 0.4
B Dropped
— E 1
¥ Methods: #auto S0, B Duplicate
& Methads: aaa z
Wy Server Queues £0.2
o
& server Threads o
0.1
0.0
=0 40 a0 &0 100 1z0 140 1e0 180 =00
Mumber of Samples
Update Interval | 6 Seconds w Remaining: 00:04

The columns are used in the same way as with authentication requests (Table 17-2). The
requests are sorted according to accounting disposition, as described in Table 17-5.

Table 17-5 Accounting Disposition

Disposition Description of the Packet

Requests Thetotal number of valid Accounting-Request packets
received (Packet type 4).

Responses The number of Accounting-Acknowledgment packets sent
(Packet type 5).

Dropped The number of Accounting-Request packets that were

dropped (no response was sent).

Duplicate The number of Accounting-Request packets that matched
another request which was already in the request queue
(no acknowledgement was sent for the duplicate request).

Invalid The number packets received from unknown clients.
Bad Auth Associated with an authenticator that could not be verified.
Unknown The number of packets received which did not match a

known RADIUS RFC packet type.

Malformed The number of packets received which contained data that
could not be decoded.
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The screen aso displays a per formance monitor. Thisisagraph that displays the number
of packet samples (horizontal scale) against packets per update interval (vertical scale).
The graph can show up to four types of accounting request based on disposition. Select or
clear the appropriate checkbox to control this display.

Packet Statistics

Figure 17-5 shows the screen for monitoring packet statistics. It displays columnar
information and a performance monitor (graph) in an organized manner.

Figure 17-5 Server Statistics-Packet Statistics

1#° Policy Server Statistics

S[=1ed

The Following shows information about the tatal number of Radius and Diameter packets (authentication
and accounting) that the Policy server has pracessed. The Average, Minimurm, and Maximum values
refer ba itern processing time.
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€33 Memory Usage
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[ Replication —
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¥ Methods: aaa

w
&
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Miliseconds | Packet
]
5]

=

o

20 40 =) B0 100 120 140 10 180 200

Murber of Samples

Update Interval | 6 Seconds %

Remaining: 00:03

There are two columns:

The Total column displays count and time statistics for al requests and responses
processed since the server was last restarted or since the statistics panel was last reset.

The Interval column displays the same information for packets received during the
last update interval only. The update interval was set as shown in Figure 17-5.

The tabulated data is described in Table 17-6.

Table 17-6 Radius Items-Tabulated Items

RADIUS Item
Total Packets

Description

Thetotal number of authentication and
accounting packets combined.

Total Processing Time The total amount of time spent processing
authentication and accounting packets

combined, in milliseconds.
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Table 17-6 Radius Items-Tabulated Items

RADIUS Item

Description

Average Milliseconds/ Packet

Average (Mean) rate of amount of taken to
process a packet.

Minimum Milliseconds

L east amount of time spent processing a
single packet.

Maximum Milliseconds

Greatest amount of time spent processing a
single packet.

Diameter Statistics

The performance monitor can be used to display current information regarding the
average rate of processing a packet within the defined interval or based on total packets
processed. Select one or both checkboxes to display the graphical data.

Figure 17-6 shows the screen for monitoring diameter statistics. It displays a columnar
information and a performance monitor (graph).

Figure 17-6 Server Statistics-Diameter Statistics
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" ~uthentication Requests | Diameter Statistic
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1
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B Requests In

Requests Ot
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There are two columns Total and I nterval which keeps the count of total number of
requests flowing from and to the diameter server.
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The tabulated data is described in the Table 17-7.

Table 17-7 Diameter Items-Tabulated Items

Diameter Item

Description

Requests In Number of request received by the diameter
Server.

Requests Out Number of requests sent by the diameter server
to another diameter server.

Answersin Number of requests answered by other diameter
serversin response to the requests sent by a
diameter sever.

Answers Out Number of requests answered by the diameter

server in response to the regquests received by it.

Protocol Errors

Errors occurring during sending aor answering
arequest (Dueto errorsin any of the attributes).

Memory Usage

This screen provides information regarding the amount of memory used by the 8950 AAA
server and the Java Virtual Machine (JVM). Memory is expressed in kilobytes.

Datais displayed within a table and a graph that memory usage over time. Figure 17-7

shows the screen.
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Figure 17-7 Server Statistics-Memory Usage
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In the table, the Memory column shows total memory used by the Java Virtual Machine
(JVM) and the amount of memory currently in use by the 8950 AAA within the JVM.

The values in the Interval Change column are updated with each interval update. It shows
the amount of change, if any, that occurred during the last update interval.

The screen a'so displays a graph showing the amount of memory usage (vertical scale)
over time, in update intervals (horizontal scale). The monitor can show total VM memory

size and the amount of memory currently used by 8950 AAA. Select or clear the

appropriate checkbox to control this display.

Important!
within the VM only.

Screens that Monitor RADIUS Requests Sent to Other Servers

This sections describes the following four screens:

« Proxy Authentication

« Proxy Accounting

e Pending Proxy Requests
« Proxy Roundtrip Times

The following sections explain in detail about these screens.

Used memory refers to the amount of memory in use by 8950 AAA
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Proxy Authentication

The Proxy Authentication screen displays information regarding authentication requests
that have been sent to other servers for processing. Proxy authentication requests are
categorized according to status or disposition.

Figure 17-8 Server Statistics-Proxy Authentication
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Aswith other screens, this screen displays two groups of columns labeled Total and
Interval. They display numerical values as follows:

e TheTotal columns display statistics about all packet types received by other
servers.

« Thelnterval columnsdisplay disposition statistics for requests received during the
last update interval.

The columns are used in the same way as with authentication requests.

Categories of proxy authentication requests are described in Table 17-8.

Table 17-8  Categories of Proxy Authentication requests

Category Description of the Packet

Requests Valid RADIUS Access-Request packets (Packet type 1).

Retransmissions Additional Access-Request packets sent as aresult of a
time out.

Accepts Access-Request packets that resulted in an Access-
Accept (Packet Type 2) being returned to the RADIUS
client.
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Table 17-8  Categories of Proxy Authentication requests

Category Description of the Packet

Challenges Access-Request packets that resulted in an Access-
Challenge (Packet Type 11) being returned to the
RADIUS client.

Rejects Access-Request packets that resulted in an Access-
Reject (Packet Type 3) being returned to the RADIUS
client.

Dropped Access-Request packets that resulted in the original
reguest being dropped (no response was sent to the
client).

Timeouts Access-Request packets for which there was no answer
received from the remote RADIUS server.

Bad Auth Access-Request packets for which the response from the
remote RADIUS server contained an invalid signature
(authenticator).

Unknown Access-Request packets for which the response from the
remote RADIUS server did not match aknown RADIUS
RFC packet type.

Malformed Access-Request packets for which the response from the
remote RADIUS server contained data that could not be
decoded.

The screen also contains a per formance monitor which displays the number of packet
samples (horizontal scale) over time, per update interval (vertical scale).

Proxy Accounting

The Proxy Accounting screen displays information regarding accounting requests that are
sent to servers other than the 8950 AAA server.

365-360-001R6.0 17-13
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Figure 17-9 Server Statistics-Proxy Accounting
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Aswith other screens, this screen displays two groups of columns labeled Total and
Interval. They display numerical values asfollows:

« The Total columns display statistics about all packet types received by other servers.

« Thelnterval columnsdisplay disposition statistics for requests received during the last
update interval.

The columns are used in the same way as with authentication requests.

Categories of proxy accounting requests are described in Table 17-9.

Table 17-9 Categories of Proxy Accounting requests

Category

Description of the Packet

Requests

Valid RADIUS Access-Request packets (Packet type
4).

Retransmissions

Additional Access-Request packets sent asaresult of a
time out.

Responses Acknowledged valid RADIUS Access-Request packets
(Packet type 5).

Dropped Access-Request packets that resulted in the original
reguest being dropped (no response was sent to the
client).

Timeouts Access-Request packets for which there was no answer

received from the remote RADIUS server.
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Table 17-9 Categories of Proxy Accounting requests

Category Description of the Packet

Bad Auth Access-Request packets for which the response from
the remote RADIUS server contained an invalid
signature (authenticator).

Unknown Access-Request packets for which the response from
the remote RADIUS server did not match a known
RADIUS RFC packet type.

Malformed Access-Request packets for which the response from
the remote RADIUS server contained data that could
not be decoded.

The screen also displays a per for mance monitor which isagraph that displays the
number of packet samples (horizontal scale) against packets per second (vertical scale).
The graph can show up to five types of proxy accounting requests based on disposition.
Select or clear the appropriate checkbox to control this display.

Pending Proxy Requests

This screen is used to keep track of authentication and accounting requests that have been
sent to other servers and for which the 8950 AAA server iswaiting for status. It is shown
in Figure 17-10.

Datais expressed both in tabular form and through performance monitors, one for proxy
authentication requests and one for proxy accounting requests.

The screen contains two columns as follows:
« Pending Requests-Total number of pending proxy requests (waiting for a

response).
« Interval Change-number of pending proxy requests sent since the last interval
update.
L e
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Proxy Roundtrip Times
This screen is used to track the time required for proxy authentication and proxy
accounting requests to return to the 8950 AAA server. The time measurement starts when
the request is sent and ends when the response is received is shown in Figure 17-11.
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‘ Accounting Requests
3 Packet Statistics
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£ Pending Proxy Requests
B Proxy Roundtrip Times

ﬁ Sessions

ﬁ Requests
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¥ Methods: aaa
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3 Server Threads

Figure 17-10 Server Statistics-Pending Proxy Requests
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The screen also displays two performance monitor s or graphs that display the number of
packet samples (horizontal scale) against wait time in seconds (vertical scale).
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Figure 17-11

Server Statistics-Proxy Roundtrip Times
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Datais expressed both in tabular form and through performance monitors, one for proxy
authentication requests and one for proxy accounting requests.

The screen contains two columns as follows:

« Round Trip Time-Total time spent waiting for responses to proxy authentication
and proxy accounting requests since system initialization.

« Interval Change-Total time spent waiting for responses to proxy authentication
and proxy accounting requests since the last interval update.

Each column contains an entry for proxy authentication requests and an entry for proxy
accounting requests.

The screen also displays two performance monitor s or graphs that display the number of
packet samples (horizontal scale) against round trip time in seconds (vertical scale).

Screens that Monitor State Server Activity

This sections describes the following four screens:
s Sessions
* Requests
« Replication
« State Changes
« State Events

The following sections explain in detail about these screens.
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The State Server Sessions screen is used to monitor the 8950 AAA Universal State Server
(USS). It contains three tabs and one performance monitor, as shown in Figure 17-13.

To the USS, anetwork session is an occupied port on aspecific client. A session is defined
by a series of RADIUS requests that pertain to the particular port and client. The
performance monitor displays graphical data for monitoring up to three types of sessions:

« Active Sessions-Sessions that are currently running.
« Inactive Sessions-Sessions that have terminated.

« Waiting for Start—Sessions that have been authenticated but for which no
accounting Start record has been received.

Below isagraphical depiction of the session types.

Figure 17-12 Session State-Life cycle of a Session

Waiting for
Accounting Start Start

The State Server screen tabs are described below.
The Sessions window is shown in Figure 17-13.
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Figure 17-13 Server Statistics-Sessions
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It contains three columns used for displaying tabular data with respect to the three types of
sessions. They are described in Table 17-10.

Table 17-10 State Server-Sessions Tab properties

Column Name Description

Total Total number of sessions of each type since the State
Server was initialized.

Peak Value High water mark indicating the greatest number of
sessions since the State Server was initialized.

Interval Total number of sessions of each type since the last
interval update.

Requests
The State Server Requests window is shown in the Figure 17-14.
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Figure 17-14 Server Statistics-Requests
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It provides tabular data regarding different requeststo the State Server. Datais arranged in
two columns labeled Total and Interval. They display numerical values as follows:

« The Tota column displays a count of packets since server initialization.
« Thelnterval column displays a count of packets since the last interval update.
The types of requests are described in Table 17-11.

Table 17-11 State Server-Request Tab properties

Request Types Description
Total Requests Amount of state server requests.
Invalid Requests Amount of state server requests that could not be
processed due to error in request.
Limit Rejects Amount of state server regquests that surpassed the
resource use limit.
Not Handled Count of Accounting-Requests that are too old
because newer information has been received.
Exceptions Amount of state server requests that could not be
processed due to general exception faults.
Map Evaluation Errors Count of interval PolicyFlow errors.
Replication
The Replication screen displays the status of replicated sessions.
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Figure 17-15 displays the Replication screen.

Figure 17-15 Server Statistics: Replication
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Datais displayed in columns and through a performance monitor (graph).

There are two columns:
« TheTotal column displays the count of replicated sessions since server initialization.

« Thelnterval column displays a count of replicated sessions since the last interval
update.

The categories of replication are described in the Table 17-12.

Table 17-12 State Server-Replication Tab properties

Request Types Description

Discovery Failures Status of secondary server discovery.

Merged Entries Number of entries merged with the secondary server.

Updated Entries Number of entries updated before reaching the
secondary server.

Queue Expires Expiration of entries.

Reconciliations Collection of entries which are not updated or merged

on the primary server.

The performance monitor displays the number of samples (horizontal scale) per count
(vertical scale).
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State Changes

Transitions between stages are monitored through the State Change screen as shown in
Figure 17-16.

There are two panes State Change Total which displaysthe total state changes and State

Changesin Last Interval which displays the state change which occurred in the last
interval.

Every session consists of three basic stages:
« Active State

« Inactive State, or

e Waiting for Start

Figure 17-16 Server Statistics-State Changes
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State Events

Every session reports on the server eventsviathe 8950 AAA Server Statistics. Below isan
example of how the events are presented. There are two tabs namely State Change Total
and State Changesin Last Interval (See Figure 17-17)

The events are in one of the following states:
« Active State

e Inactive State

e Waiting for Start
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Figure 17-17 Server Statistics-State Events
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Screens that Monitor State Server Activity

This sections describes the following two screens:

» Methods; #auto
* Methods: aaa

Each screen provides the ability to monitor the methods that are called during PolicyFlow
processing. Methods are monitored in four ways as shown in Table 17-13.

Table 17-13 Types of Methods

Measurement

Description

Processing Rate

Average rate for executing this method in calls per
millisecond.

Processing Period

Average time it takes for executing this method in
milliseconds per call.

Invocation Count

Number of times this method was called.

Processing Time

Total time spent executing this method.
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Using these four criteria, the methods are analyzed for each possible method disposition
or state. The dispositions are described in Table 17-14.

Table 17-14 Method Dispositions

Disposition Description

Total Total time spent executing the method OR total number of
times that the method was called.

Success Method completed its task and execution passed to the
method, if any, named in the Method-Next control
property.

Fail Method failed to complete its task and execution passed to
the method, if any, named in the Method-On-Fail control
property.

Error Method encountered an error and could not correctly
perform its task. Execution passed to the method, if any,
named in the Method-On-Fail control property.

Accept Method forced an immediate Accept in the 8950 AAA
packet engine.

Reject Method forced an immediate Regject in the 8950 AAA
packet engine.

Discard Method forced an immediate Discard in the 8950 AAA
packet engine.

Suspend Method ended in a suspended state waiting for the result of
another process. Currently only the Radius plug-in can
generate this disposition.

Jump Method directed processing to another method, using
Branch or Goto.

Challenge Method generated an Access-Challenge packet (Packet
Type 11) and ended.

Timeout Time-out period that was set in the method control
Timeout property was exceeded.

Each screen contains four tabs, one for each of the measuring criteria used for comparing
method utilization. Each tab contains a table that lists method data based on method
disposition. Figure 17-18 shows the Methods: #auto screen with the Processing Rate tab

selected.
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Important! One method invocation can produce entries in more than one column.
For example, a method that resultsin a Time-out also counts as an Error, aswell as
being counted in the Total column.

The following sections display each of the four tabs on the Methods: #auto screen and the
Methods: aaa screen.
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Methods: #auto

Figure 17-18 Server Statistics-Methods: #auto
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Screens that Monitor Internal Server Processing
This sections describes the following two screens:
e Server Queues
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* Server Threads

Server Queues

Queues are used for collecting data that needs to be processed. The Server Queues screen
(Figure 17-20) is used to monitor queue status. This screen contains information as

described in Table 17-15.
Table 17-15 Server Queues
Attribute Description
Name | dentifies the specific server queue.
Size Current number of enqueued items.
High Water Highest number of enqueued items up to now.
Depth Count The count to which the queue is utilized.
Write Count The number of times items are written into the queue.
Avg Depth Average Depth (Depth Count/Write Count).

Figure 17-20 Server Statistics-Server Queues
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Server Threads

A thread is a code segment that can be executed simultaneously with other threads. At any
given time, the 8950 AAA server executes multiple threads. The Server Threads screen
(Figure 17-21) displays information about threads that are currently running.
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Table 17-16 describes the information that is displayed about each running thread.
Table 17-16 Server Treads

Attribute Description

Name Identifies the thread.

ID Thread identification number.

Priority Number used for ranking the thread.
A low valueindicates a high rank.

Thread Group Category based on how the thread is used.

Type Category based on where the thread originated.
State State of the thread.

Figure 17-21 Server Statistics-Server Threads
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Sessions/ Counters/ Indices Panel

Sessions/Counters/Indices Panel

The Ports/Counters panel monitors three properties of the 8950 AAA Universal State
Server (USS): sessions, counters, and indices.
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Counters are created and maintained by the USS. Each counter tracks the occurrences of a
specific resource and contains the number of active sessions using that resource. For
example, if the counter for the resource User-Name=axrippais 2, that meansthere are two
active sessions on the network for which the User-Name=axrippa.

Counters may be used to enforce PolicyFlow resource limit policies on the 8950 AAA
server.

To display the Sessions/Counters/Indices panel, use the SMT Navigation Pane to select
Sessiong/Counter /I ndices under Monitoring Tools, as shown in Figure 17-22.

Figure 17-22 Navigation Pane-Sessions/Counters/Indices

|# Monitoring Tools

+ Server Skatistics

+ Sessions | Counters | Indics
+ 11535 Address Statistics

+ Livesddminiskrator

The Sessions/Counters/Indices panel appears as shown in Figure 17-23.

The Counters tab displays alist on the left side. Each list entry contains avalue and a
count of sessions associated with that counter.

Click Refresh to update the counters list.

Figure 17-23 Sessions/Counters/Indices-Counters Tab

Counters | Sessions || Indices
Displays a list of counters in which the Universal State Server is keeping track, Use the refresh to update the counters list.

walue Count
1

Close

The Sessions tab is shown in the Figure 17-17.

Thelist of sessions (1P- address under NASs and session key under Session Keys) is
displayed on the left side and corresponding state server entry is displayed on the right
side of the panel.
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Table 17-17 Sessions/Counters/Indices-Sessions tab

Counters | Sessions Indices

Displays a lst of

s in the Universal State Server (USS). Use tha refresh to update the list.

StateServer Entry: 135,254,209, 49+60

Key 135,254,209, 49+60

State waiting-For-skart

Complete  [yes

Wody Time [16:29:44 D3/05/2008

Event Time  16:29:43 09/03)2008

Expration  |16:30:30 D3/05/2008
Attribute Valug
MAS-IP-Address 135.254.209.49
MAS-Pork 60
Liser-hame
Full-User-harm:

Session Keys
Refresh Ent
e

Use Refresh to update the NAS and Session key list.

Click Send Stop to stop or inactivate the selected NAS and Session key.
Use the Refresh Entry to update the state server entries.

The state server entry attributes are described in the Table 17-18.

Table 17-18 State Server Entry

Attribute Description

Key The session key.

State The current state of the session.
Complete The progress of the session.
Modify Time Modification time.

Event Time Start of the event.

Expiration The time of expiration.

The Indices tab is shown in Figure 17-24. It displays alist of indices with which the USS
has active sessions. Select the index from the list and click Get Values to display the
corresponding State Server Entry.

The Attribute and Value columns below display the IP-address, port-1D, user-name, and
the full user name.
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Figure 17-24 Sessions/Counters/Indices-Indices Tab

Counters | Sessions | Indices

Displays a list of the indices in which the Universal State Server has sessions. Select the index from the list and specify the value to query and dlick "Get values” to
retrieve the session For that index.

| [135.254.209.50 [ Getvaluss | [ Browss SelsctedIndex | [ Refrash
Index Values StateSerwer Entry: 135,254, 209,50+62
135,254,209 50+61
135,25 +62 Key 135,254,203 50+62
State inactive
Complete  [yes
Madify Time |[16:32:12 09/03/2008
Event Time | 16:32:12 09/09/2008
Expiration  [<none
Attribuke Yalue
MAS-IP-Address 135.254.209.50
MAS-Part 62
User-Mame 433
Full-User-Mame LEL]
Refresh Entry

The State Server Entry attributes are same asin Sessions tab.
Click Browse Selected I ndex to select other | P addresses.

USS Address Statistics Panel

Sessions/Counters/Indices Panel

The USS Address Statistics panel monitors the address statistics of 8950 AAA Universal
State Server (USS).

The USS addresses are created and maintained by the USS. The Address Pool is
configured using the USS Address Manager panel.

USS Address Statistics panel displays the statistics of the addresses selected from the
Pool.

To display the USS Address Statistics panel, use the SMT Navigation Pane to select USS
Address Statistics under Monitoring Tools, as shown in Figure 17-25.

Figure 17-25 Navigation Pane-USS Address Statistics

I# M™onitoring Tools

+ Serwer Skatistics

+ Sessions | Counters | Indices
+ U535 address Statistics

+ Liveadminiskrator

The USS Address Statistics panel is displayed, as shown in Figure 17-26.
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Figure 17-26 USS Address Statistics Panel

Fool Mame Arkive Tatal Free Used High Water Low wWater Threshold Error Count

O Pooisel

Total Addresses |20 Created By admin
Free Addresses |19 Created September 10, 2008 12:17 AM
High ‘Water &0 Modified By admin
Lo Whtaker 60 Modified September 10, 2008 12:17 AM
Identity il Error Count il
Assign Method  |Least Recently Used (LRU) Last Error never
B ptansol [
Table 17-19 Pools
Attribute Description
Pool Name Name of the Pool.
Active State of the pool (active or not).
Total Total addressesin the pool.
Free Number of free addressesin the pool.
Used Number of used addresses in the pool.
High Water Specifies the maximum percentage of
available pool addresses.
Low Water Specifies the minimum percentage of
available pool addresses
Threshold Specifies the current percentage of available
pool addresses.
Error Count Number of errors occurred.

A detail description of the pool selected is shown in the below portion.

END OF STEPS
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18 Using LiveAdministrator

Overview

Purpose

This section provides information about the 8950 AAA LiveAdministrator and some of
the terms that you will encounter when working with the 8950 AAA product.

The following topics are included in this chapter:

8950 AAA LiveAdministrator 18-2
Accessing the LiveAdministrator Panel 18-2
General Info 18-3
License Information 184
System Information 18-5
Garbage Collection 18-6
Filesin Use 18-8
Admin Scripts 18-9
Properties 18-10
Cache Entries 18-11
Peer Control 18-12
Advanced 18-13
L o
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8950 AAA LiveAdministrator

Live Administrator

Use the LiveAdministrator panel to manage, diagnose and control an operational 8950
AAA server. LiveAdministrator provides a graphical user interface that enables the
following:

« Display of server settings

« Modification of server settings

» Display server statistics

« Display and modify some stored data

« Pause and resume server operations

« Control logging operations

« Capture server setting information in atext file

Accessing the LiveAdministrator Panel

Accessing Live Administrator

Using the SMT, select LiveAdministrator under Monitoring Tools, from within the
Navigation Pane, as shown in Figure 18-1.

Figure 18-1 Navigation Pane-Live Administrator

I¥#: Monitoring Tools 2

* Server Statistics

+ Sessions [ Counkers | Indices
+ 1155 Address Statistics

+ Liveddministr ator <e——

The LiveAdministrator panel appears as shown in Figure 18-2.
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Figure 18-2 8950 AAA LiveAdministrator Panel

/8950 AAR Server Management Tool - C:\ARA o [=] 559
Server Panel Edt Window Hep

=1 2 a @, . oAl 5 (._) M
|#ledje | m@c|T/B@ 2| X nma[a]% 9 02«8
& Configuration Tools 2 i LiveAdministrator =lolx|
« Server Properties Policy Server |
« Clients | Peers
+ Reaim Reuting Table X General Info General Inf
e e {F visnss Information || connected To:  Poliyserver
* PolicyFlow Editor =5 :
system Information —_ ’
« UsS2 configuration Yersian 6.0.5 {Buld 2008/07/29 11:51)
+ 8950 AiA Operatars (N T —— Host : Aloatel-cl (192.168.1.2)
+ Snples Address Manager [ Igu Running Since:  19:30:28 03/11/2008
e In Use

+ S5 Address Manager

5] nin Seripts Operating System : Windaws %P
7 stats Collecting 2 ¥ Properties 05 Version ¢ 5.1
+ stats Callactor ) cache Enries 05 System Type | x86
+ Canfigure Reports (@ Peer Control
ryp— " JavaRuntime:  Java(TM) SE Runtime Environment
7€ Logging Teols ~ @ advanced iy
JsvaVendor:  Sun Microsystems Inc.
+ Server Log Messages
+ Log Channels Java Version : 1.6.0-b105
+ LogRules
User Mame ¢ admin
1¥ Monitoring Tools £ Access ¢ FILE ™ mpdate
+ Server Statitics COMMAND ™" on
+ Sessions [ Counters | Indices ROLE "*" on

* 1S5 Address Statistics
+ Livendministrator

Tl File Tools
* User Files

+ Dictionary Editor

* Flle Manager

+ Tall

+ Certificate Manager

@|=|=|

This panel contains alist of administrative options (on the left-hand side) and awork area
on the right-hand side. Select an option name to display the corresponding work area. The
appropriate work area appears on the right side. There are three buttons in the bottom of
the panel. Click the Close button to close the LiveAdministrator panel. Click the Connect
button to connect to the Policy server, Configuration server, or to any other port. Click the
Disconnect button to disconnect from the server(s) or port.

General Info

About General Information

Select General Info option to display the General Info work area. Thisisthe default
option that is displayed when you open Live Administrator panel and is displayed as
shown in Figure 18-2.

This screen displays read-only information about the 8950 AAA server. Some of the fields
are as described in Table 18-1.

Table 18-1 Live Administrator-General Info properties

Field Name Description

Connected To Displays the server that the 8950 AAA is currently
connected to. Type, version, and legal information regarding
the server.
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License Information

Table 18-1 Live Administrator-General Info properties

Version The Version number of 8950 AAA Server Management Tool
(SMT).
Host Name of host system.

Running Since

Time and date when the server was last started.

OS Version The Operating System (OS) version.

OS System Type The Operating System (OS) type.

Java Runtime The Java Run time Environment information.

Java Vendor The Java Vendor information.

Java Version The Java version information.

User Name The login name of the current admin user.

Access Displays access permissions for the current admin user.

Thefirst few fields display information that is set when the server is started and cannot be
changed without restarting the server. Thelast information like the User Name and Access,
is changed only by logging out of SMT and logging in again using a different

administrative user account.

License Information

About License Information

Select License I nfor mation option to display the License information work area, as

shown in Figure 18-3.
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Figure 18-3 LiveAdministrator Panel-License Information

fi ;.. Server Management Tool - GiAAR - 1ol x|
Server Panel Edt Window Help
= = | a - A @‘-j 1 | 2 g’ )
|#le d]e | m@ c|ase 2| % EREROERNEED
A n T A i LiveAdministrator =101
Policy Server |
+ Clients | Peers
+ Realm Routing Table License
+ Remote Configuration natiol
! 8 - WS | company Information Radius Features Enabled B8
PolicyFlow Editor (B, System Information
+ US5v2 Configuretion Mame ; alcatehlucent Radius Server : ves
- B350 A Operatars [l Garbage Colecton || Address bangslore Radius Clisnt : Ves
* Simple Address Manager Files In Use: Ciby ¢ bangalore Radius Test Toal : Yes
+ U5 Address Manager , \
@ Admin Scripts State : karnataka Radius EAP SIM : Yes
4.: Stats Collecting ~ a Properties Zip ¢ 560095 Radius EAP AKa Ves
T Courkry : n RadiusEAPFast | Ves
@ Poer Cortrol ebsie oy, slcatel-lucent, com P ——
Mokes :
Diameter Server | Yes
& audvanced Contact Information Diameter Cliant : Ves
Mame ; admin Diameter Test Tool | Ves
Email : ‘admin @alcatel-lucent .com Diameter EAP SIM ; Yes
Phone @ 3293765 Diameter EAP 8KA :  Ves
Faxz: 3998765 Diameter EAP Fast:  Ves
General License Information TACACS+ Features Enabled
Restricted ta : TACACS+ Server © Yes
Serial Mumber : Ewaluation License TACACS+ Client : Ves
Expiration : September 25, 2008 TACACS+ Test Tool © Yes
Qu: Allowed Lawful Intercept Features Enabled
# of Ses £ Unlimited Lawful Intercept : Yes
SElE=D ey USS Features Enabled |
Capy To Clipboard
Connect Digcannect Close
el | ! ' !
E T0C £y Server Log| £, SMT Log] | icensed To: lcateucent -Sessions: Unlinted - Users; Ul - Copyright (5) 2008 AlateLucert. Al ghts eserves, [2aMoFaam E

Thework area appears on the right side displays license information about the 8950 AAA.
Click the Copy Propertiesto Clipboar d button to copy all entriesto memory. Open atext
file and paste the clipboard contents into the text file.

There are three buttons in the bottom of the panel. Click the Close button to close the
LiveAdministrator panel. Click the Connect button to connect to the Policy server,
Configuration server, or to any other port. Click the Disconnect button to disconnect from
the server(s) or port.

System Information

About System Information

Select System I nfor mation option to display the System information in the corresponding
work area, as shown in Figure 18-4. Thiswork area displays alist of internal 8950 AAA
property settings and their current values. These properties are set in the 8950 AAA scripts
and the Java virtual machine. The work area allows the user to display and copy the
properties from the list. The information displayed in thiswork areais read only.
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Garbage Collection

Figure 18-4 LiveAdministrator Panel-System Information

EZ License Information

3, System Information

il Garbage Collection
@ Files In Use

ﬂj Admin Scripts

& Properties

@ Cache Entries

) Peer Control

{Q Advanced

% General Info

~System Information

Property Value

aaa.base Chass -
aaa.hin CAadAlbin

aaa.jni Chasalini

aaa.lib Chasalib

aaa.run CHasALrun

awt, oolkit sun, awk, windows, WToolkit

catalina.base

CadAitomcat

catalina.home

C:hasd\tamcat

catalina,useMaming

true

common. loader

${catalina. home}/common/classes, ${catalina. home} comm

derby . authentication. provider

com.lucent. aaa,DerbyAccess

derby, connection. requireAuthentication

true

derby . stream.error logSeverityLevel

10000

derby . stream. error. method

com.lucent. aaa.PolicyServer, getDerbyLogStream

derby . system, bootall true
derby . system,home derby
file.encoding Cpl2sz
file.encoding. pkg sun.io

file.separator

T |

i =
s

Copy Properties to Clipboard |

Connect |

Disconmect |

Close |

To copy all entries to memory, click Copy Propertiesto Clipboard. Open atext file and
paste the clipboard contents into the text file.

Thework area appears on the right side displays system information about the 8950 AAA.
Click the Copy Propertiesto Clipboar d button to copy all entriesto memory. Open atext
file and paste the clipboard contents into the text file.

There are three buttons in the bottom of the panel. Click the Close button to remove the
LiveAdministrator panel. Click the Connect button to connect to the Policy server,
Configuration server, or to any other port. Click the Disconnect button to disconnect from

the server(s) or port.

Garbage Collection

About Garbage Collection

Select Gar bage Collection to display the corresponding work area as shown in
Figure 18-5. The top portion of the work area displays information about memory usage
for the Java Virtual Machine (JV M) within which 8950 AAA is running.
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Figure 18-5 LiveAdministrator: Garbage Collection

& General Info ~Garbage Collection

EZ License Information The Following information is the memary in use by the Policy Server and the Java Wirkual Machine. The

g System Information Total is the kotal memory used by Jawa. The Used is the memory used by the Policy Server {out of the
Java memary),

Use the 'Run Garbage Collection' button to free memary no longer used by the Palicy Server back to Java,

a ollectiol
Files In Use

g] adrmin Seripts Mote: Garbage Collection is automatically done by Java, Mormally, you will not need ko manually run
X Garbage Calleckion.
a Properties
@ Cache Entries
(@ Peer Control Used: 25941 KB
Total: 63936 KB
@ Advanced

Run Garbage Collection | Update Java Memary Staks

Connect Disconmect | Close

Table 18-2 Live Administrator-Garbage Collection properties

Field Name Description
Used Amount of VM memory currently in use by 8950 AAA.
Total Amount of memory available to the VM.

This screen contains two buttons for managing memory. Click the Run Garbage
Collection button to release memory that is no longer used by the server back to the VM.
Click the Update Java M emory Stats button to refresh the displayed information.

Important! Garbage collection is automatically managed by the Java Virtual
Machine (JVM). You should normally not need to run garbage collection manually.

Using the Universal State Server (USS) may be negatively affected by manual garbage
collection.
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Files in Use

Files in Use

About Files in use

Select Filesin Use to display the corresponding work area as shown in Figure 18-6. This
screen displays alist of filesthat have been read and are currently in use by the 8950 AAA

server. The work area allows the user to display the contents of the selected file on the
right side of the work area.

Figure 18-6 LiveAdministrator-Files in Use

B General Info Files In L

ﬂ License Information The Following is a list of the files that are used by the Palicy Server and are reloadable. IF you make a
g System Information change to one of these files, you must reload it before the server has the new information in the File.

ol il
i Garbage Collection il_l_l_l

ri'l Files Ini Use

client_properties Key="area"

Admin Scripks collector.def ralue="=n
& Properties diamneter_peers Lewvel="INFO"

imnsi_hiding_lkeys.map
dog_rules
pf.properties
pf _rlassic_rename.map
pf _wdt_map.map
radius_clients
security_properties
securiby _users
tacacsplus_clients

@ Cache Entries
@) Peer Control

@ Advanced

Connect | Disconmect | Close |

The action buttons in the top of the panel allows you to perform required actions.

8950 AAA caches al file datain memory. Depending on the usage of thefile, afile
may be read and cached at server initialization or when thefileisfirst referenced. If an
open file has been modified it must be reloaded before 8950 AAA will see the

changes. Click the Reload button, @ to update the in-memory file contents of the
selected file.

To display the contents of afile, select the filename from the | eft side of the work area
and click the View File button, & |, or double-click the file name.

If thelist of files used by 8950 AAA has changed, click Update File List button, | & |,
to refresh the list.

To copy file contents to atext file, use the View File button to display the contents of

thefile, then, click Copy to Clipboard button, J .You may then paste the copied
text into another application.

Important! While you can view files and copy their contents, you cannot edit the
contents of afile from the LiveAdministrator.
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Admin Scripts

About Admin Scripts

Select Admin Scriptsto display the corresponding work area as shown in Figure 18-7.
Thiswork areadisplays alist of awide range of administrative files used by the 8950
AAA server. These files may contain shell scripts, SQL commands, and PolicyFlow. The
screen allows the user to display the contents of these files and to execute them as admin
script files.

Figure 18-7 LiveAdministrator-Admin Scripts

2 General Info Files In L

&:Z License Information The Fallowing is a list of the files that are used by the Palicy Server and are reloadable. IF you make a
Q System Information change to one of these files, you must reload it before the server has the new information in the file,

w8
Tl Garbage Collection il_l_l_l

ril Files In Use client_properties Hey="area"

& Admin Scripts collector, def Valus=tn

& Properties Fllal.ﬂBFB.rieers Lewvel="INFO"
X imsi_hiding_keys.map

@ Cache Entries dog rules

Q) Peer Control pF.iﬁrnperties

pf _classic_rename.map

& Advanced pf_wdt_map.map
radius_clients

security _properties
security_users
tacacsplus_clients

Conneck | Disconmect | Close |

Important! The LiveAdministrator can only execute Administrative Interface
commands. It cannot execute shell scripts, PERL scripts, DOS batch files, and so on.
However, the LiveAdministrator panel is unable to determine the contents of afile
from its name. Therefore, when you tell the LiveAdministrator to execute afileit will
attempt to execute each line in that file as though it were a legitimate administrative
command. In this case, any properly formatted, syntactically correct administrative
interface commend will be executed, while other commands and text will result in
errors.

For thisreason, it is best to only execute files that you are certain to contain legitimate
administrative interface commands.

The action buttons in the top of the panel allows you to perform required actions.

« Todisplay ascript file's contents, select the filename from the left side and click the
View File button, El'

365-360-001R6.0 18-9
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using LiveAdministrator

Properties

« Toexecuteascript file, click Run Script button, ﬂ ,to update the file contents. A
message appears in the lower window of the work area displaying the results of the

script execution.

« If thelist of script files available to 8950 AAA has changed, click Update File List
button, | @ |, to refresh thelist.

« To copy file contents to atext file, use the View File button, El’ to display the
contents of the file, then, click Copy to Clipboard, to copy the file contentsto
memory. Open atext file and paste the clipboard contents into the text file.

Properties

About Properties

Select Properties to display the corresponding work areas shown in Figure 18-8. This
work areadisplaysalist of server properties presently in effect and their current values.
The screen allows the user to display, edit, add, and remove propertiesfrom the list. Server
properties are normally defined and their values set in the SMT Server Properties panel.
Server Properties may also be created, and their values set or changed through commands
in the PolicyFlow. The Properties work area displays al currently defined Server
Properties, regardless of how they were defined.

Figure 18-8 LiveAdministrator-Properties

2% General Info [T
& License Information Lists the properties currently used by the server. Some properties are loaded at server startup and some
g Systermn InFormation are used during runtime. While. you can ed.it of remave any oF.these propertig;, only some will effect the
server. Check the documentation For details on which properties can be modified. Mote: Changes only
affect the running Policy Server and not the saved server properties,
T Garbage Collection
@FilesInUse ElglalﬁBl
Admin Scripts Property Yalue
X Properties -
@ Cache Entries Address-LeaseFile address_leases
(@ Peer Cantrol Address-MaximumEntries G536
Address-PoalFile address_poals
@ Advanced Auto-CheckItem Mo
Auto-CheckLeftovers es
Auto-CheckMinSessionTimeout Ves
Auto-CheckPassword Mo
Auto-Remove-Check-Thems es
Auto-Report-Rollover-Mode Mone
Auto-YriteReportData Mo
Cache-NAS-Routes Mo
Check-Authenticators Auko
Check-Duplicates Yes
CiscoPeap-Enabled Mo
Client-Dictionary #default _ILI
1| »
Connect | Disconmect | Close |
Important! This property does persist beyond a server restart.

The action buttons in the top of the panel allows you to perform required actions.
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« To define anew property and value, click the Add button, [ | . The Property dialog
box appears in which there are fields for entering the new property and its value.

Important! Some properties are only read at the time the 8950 AAA server is
started. Changing these properties will have no effect on the running server. Changing
or adding a property may have no effect if it is not understood by the server or
referenced in the PolicyFlow.

« To modify an entry, click the Edit button, El A dialog box appearsin which
modifications can be made.

« Toremove the selected entry, click Remove button, J

Important! Decide carefully about removing an entry. Thereis no confirmation
request and there is no undo operation. The only recovery isto restart the 8950 AAA
server.

- Toupdate thelist of properties, click the Refresh button, | & |.

Cache Entries

About Cache Entries

Select Cache Entriesto display the corresponding work area as shown in Figure 18-9.
Thiswork areadisplaysalist of currently active 8950 AAA Cache Entries. These entries
are normally set in the Policy Flow, though they can be set, modified and deleted through
the administrative interface. The work area lets the user display, add and remove Cache
Entries.

365-360-001R6.0 18-11
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Using LiveAdministrator

Peer Control

Figure 18-9 LiveAdministrator-Cache Entries

2% General Info ~Cache Entri

H License Information The Following is a lisk of the cached entries that are used by the Policy Server.

Q System Information List of Caches Iaaa 'l = | EB |

T Garbage Collection @ | = | | -~aaa-cach
g Zi‘l:ler:iinstlrsiets AT Creation Time |15: 11:54 09)15/2008
a pmpertiesp aaaz Last Access Time |15: 11:54 09/15/2008
ri'l Cache Entries Entry Expiration |<never>
() Peer Control Idle Expiraticn |<never>
©F Advanced Entry Timeout  [Os

Idle Timeouk |Ds

Conneck | Disconmect | Close |

There are two sets of action buttons in this screen. The first set has two action buttons.
These allow you to Add a Cache entry or refresh the list.

The second set of action buttons in the top of the panel allows you to perform required
actions.

- Toadd anew entry to the cache, click the Add button, |-
« To remove the selected entry, click the Remove button, J
- Toupdate thelist of cache entries, click the Refresh button, | & |.

Important! Adding cache entries will only affect the current PolicyFlow if the
PolicyFlow takes the values of the added entry into account in itsinternal logic.

Peer Control

About Peer Control

Select Peer Control to display the corresponding work area as shown in Figure 18-10.

Thiswork area displays the statistics and state of each peer. You can control the Activity
State of these using the buttons in the bottom of the panel.
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Advanced

Figure 18-10 LiveAdministrator-Peer Control

ﬁ General Info
LJ::Z License Information
1=, System Information

T Garbage Collection
(7] Files In Use
ﬁ] Admin Scripts
a Properties
[ cache Entries
ontrol

& Advanced

~Peer Control

The Fallowing table shows the statistics and state of each peer. Use the buttons below ta control the
Activity State.

Peer (Host) | Admin State |Peer State |Transport State |Pending |Count |Outstanding | GQueued
testhost Auto i C Mo 1] 1] 1]

Set Dawn | Set Auto | Set Up | Refresh

Connect | Disconmect | Close |

There are four buttons in this screen that allows you to set the Activity State as required.
« To set the Activity State to Down, click the Set Down button.
« To set the Activity State to Auto, click the Set Auto button.

« To set the Activity Stateto Up, click the Set Up button.

» To refresh the screen, click the Refresh button.

Advanced

About Advanced

Select Advanced to display the Commands screen as shown in Figure 18-11.
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Figure 18-11 LiveAdministrator-Advanced

Bk General Info Cominand
LJ::Z License Information Use the Following to send Admin Interface commands ta the palicy server.
1=, System Infarmation FEp— B
T Garbage Collection | |===++ java memor § oEEEEE
@ Files In Use type init used committed max
& Adrin Scripts - - -t TTTTTTTTT o
ﬁPropertles heap x) 12874672 E£E4704E64 E23EERETE

. non-heap 12773520 Z65Z1532 26504224 1008683296
[FJ cache Entries -
Q) Peer Control i

Clear | Hiskary... |
Connect | DisCORnEct | Close |

This screen allows the user to execute arbitrary administrator interface commands. The
commands are defined in atext field in the top section of the work area and then are sent to
the server for execution. Commands may be directly typed into the text field or may be
selected from the Admin Commands window as shown in Figure 18-12.

To display the Admin Commands window, click the ... that is on the right side of the text
field. The Admin commands window is displayed, as shown in Figure 18-12.

After selecting a command from the list in the Admin Commands window, command
usage or information appears in the right side pane of thiswindow. Click OK to accept the
displayed command. The command appears in the Commands window text field. Type any
additional parametersthat are required and then click the arrow at the right of the text field
or press the enter key.

Command execution output is displayed in the lower work area window.
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Advanced

Figure 18-12 LiveAdministrator-Admin Commands

/A Admin Commands
eap sim cache counk ;l Description
eap sim cache delete . .
eap sim cache list lisks JWM memary statiskics
file close
file delete ~Command Usage
File: lisk .
file open Lsage: java memory
file: reload

file rename
File: wigw
help

ipam lease
ipam pool
jawa go

jawa gc skaks

v a MEMory

jawa properties

java thread dump

jawa thread locks

jawa thread monitor contention
jawa thread monitor cpu

jawa thread stats

jawa threads LI

There are two buttons at the bottom of the Commands window of Figure 18-11.

The Clear button removes all information from the text area window.

The History button displays a pop-up window (Figure 18-13) containing commands that
have been entered through this interface. To execute acommand line again, select it and
press the Select button. It is automatically executed.

Figure 18-13 LiveAdministrator-History Select Commands

END OF STEPS

A Select Comm

nemo
java properties
java gc

x|

Select I Zancel
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Part V: File Tools Navigation
Pane

Overview

Purpose
This part consolidates the chapters related to File Toolsin the SMT Navigation pane.

Contents
This part includes the following chapters.
Chapter 19, “Creating and Managing User Profiles with Files’ 19-1
Chapter 20, “8950 AAA Dictionary Editor” 20-1
Chapter 21, “Managing files’ 21-1
Chapter 22, “8950 AAA Certificate Manager” 22-1
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19

Creating and Managing
User Profiles with Files

Overview

Purpose

365-360-001R6.0

A user profileisaset of information about a user. Thisinformation is used to authenticate
the user and authorize access to services. In 8950 AAA thisinformation minimally
consists of a User-Name and Password and in many cases some sort of information
indicating the type of service the user is supposed to receive is included. More traditional
RADIUS servers often include verification attributes (often referred to as Check-I1tems)
and reply attributes (often referred to as Reply-Items) in the user profile. However, in 8950
AAA thisisusually done with Attribute Sets. The information used in 8950 AAA for
authentication and authorization may come from a single source or may contain data
collected from several sources combined together to form a single logical user profile.

The SMT provides two means for managing user profiles: standard RADIUS user files
(text-based) and a built-in database. This chapter coversthe use of the Server Management
Tool (SMT) to manage standard text-based RADIUS user files.

The User File panel allows you to create and edit create user files and to create and
maintain profiles for individual usersin thosefiles.

The following topics, included in this chapter, show how to create a user file and add and
edit user profiles.

The User File 19-2

The PolicyAssistant and User Files 19-2

The SMT User Files Panel 19-3

Creating an Attribute Set File 19-16
19-1
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The User File

User file

A 8950 AAA user fileisatext file that contains user profiles for users authorized to access
your network.

A user file contains one or more profile entries. Each entry isindexed by anindex key. The
User-Name istypically used as the index key, but it is also possible to create entries
indexed by other data: real name, DNIS (Dialed Number), Realm, etc. Profiles with user
names as the index key are commonly referred to as user profiles while entriesindexed by
some other attribute are often referred to as attributes sets.

In 8950 AAA, all user files are stored in the 8950 AAA run directory.

The PolicyAssistant and User Files

User files and Policy Assistant

When using the PolicyAssistant, a user file can be specified as the User Profile Source for
apolicy.

When using the PolicyAssistant, if a RADIUS User File is selected as the User Profile
Source, the PolicyAssistant requires the name of the user file. The file nameis entered
using the dialog box shown in Figure 19-1.

Important! A user file can be used in more than one policy.
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Figure 19-1 User File Configuration Dialog in the PolicyAssistant

" Policy Configuration - MyPolicy. @
User File Name Configuration
Enter the name of the Fils that cantains your user profiles,
Mote: IF you specify a file that does nat exist, the PolicyAssistant automatically creates an empty fils For you,
User File Name [,gers =
[ =dsck  |[ met> ] [ concal |

If the file you named does not exist, then the PolicyAssistant will create an empty file for
you. In addition to creating a new user file, PolicyAssistant can also create and maintain
user filesthrough the SMT User Files panel. Thisis addressed in the next section.

The SMT User Files Panel

SMT User Files Panel

The SMT User Files pand allows you to access and create user files and to create and
maintain profilesfor individual users. The following stepsillustrate how to create and edit
user fileswith the SMT:

« Opening an Existing User File

« Creating aNew User File

« Adding aNew User

«  Setting Verification Attributes for a User
«  Setting Reply Attributes for a User

« Adding Comments About a User

e Completing the User Profile

The following sections list the steps necessary to perform each of the procedures
associated with user profiles and user files.

Opening an Existing User File
Use the following procedure to access and display information about an existing user file.

365-360-001R6.0 19-3
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1. Select User Filesfrom the File Tools folder on the Navigation pane. The User Files
panel appears as shown in Figure 19-2.

Figure 19-2 The User Files panel

AT IS0 AR Server Manageniet Tool - User Files =10i.x]
Panel Hel el x|

E|@e|Ss® e % mm] =] % e oL < @
|

Vadus

e Sark Back T Cherd (Reapl Rems)

AtrEntn Vadus
Haw R v rand Chose

Important! Note that the panel titleis ssmply User Files and no file nameis listed;
when the User Files panel isfirst opened, no user file isloaded.

2. If you have defined a user file using the PolicyAssistant, then that file will be listed.
Click Open. The User File List box appears as shown in Figure 19-3.

Figure 19-3 User File List Box
|

I User Files (*user®, #usr*) LI

SECUFLY _USers.new
users

users.bak
users.templates
users,templates.bak

Qpen I Cancel

3. Select the user fileto load and click Open.

Result: Information about the open file is displayed within the User Files panel. The
User Files panel now shows the details of the selected user file, as shown in
Figure 19-4.
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r - il x|
Server  Panel Lt Window ek = 1eR| x|
A EIEEEIEEE [ ] =] %] aw| @ L2 x| @]

abse

|||||

iabas

Fio 1= updt

cermesand * o6

o + o
B == _von |[(Een]] s | mobws | com |
[=77o< 12y Server Loa| 8, 5HT Log] | Liosrwed Ta: Rebance - Sessions: Unkmited - Users: ¥ [zmof zam [

Figure 19-5 User File List: List All Files

#*user File List x|

aaa ﬂ
aaa-Auth.pf.bak

aaa-exec.cfg
aaa-triples.pf
aaa.bak

aaa.map
aaa.per
aaa.pf

aaa.pf.bak il
ki LB

| JpEn I Zancel |

Important! The SMT identifiesafileasauser fileif it islocated in the run directory
and the file name contains either *users* or *usr*. To list al filesin the run directory,
click the drop list (at the top of the box) and select All Files (*.*) asillustrated in
Figure 19-5.

If you have standard RADIUS formatted user files that you have created using other
tools, copy the files to the run directory. Make sure they file names contains “usr” or
“user” so you can easily access the files from the User Files Panel.

Creating a New User File
The following procedure shows how to create a user file:
1. Select New on the User Files pandl.

Result: The New File dialog appears, as shown in Figure 19-6.
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Figure 19-6 New User File Dialog
NewFile X

p | Enter the name of the new file

| ||

OK I Cancel |

2. Enter aname for the new user filein the New File dialog.
3. Click OK to return to the User Files panel and load the selected file.

Adding a New User
The following procedure describes how to add a new user to a user file:

1. From the User Files panel, click the Insert arecord & | button to create a new user
profile. The User Profile dialog appears as shown in Figure 19-7.

Figure 19-7 New User Profile Dialog
I

& User Mame I

Password I

e

Authentication Type | zunspecified >

Items ko Yerify I Ikems Sent Back To Client | Comment |

el EIEIE R

Cancel |

2. Enter the User Name for this profile.
You must enter the user’s name exactly as the user will enter it when logging on to
your network.
If you use realms on your network, you would not normally enter the realm as part of
the user name in this dialog. For example, if Userl enters userl@myisp.comin a
remote access dialog, enter the user name asuser 1. If your network has multiple
realms you should create a separate user file for each realm.
3. Enter the user’s plain text Passwor d.

You must enter the user’s password exactly as the user enters it when logging on to
your network.

Important! Make sure you use the correct case.
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SeCr Et isnot thesameassecret .

Asan option, you may hash the password for storage. Click the ... next to the password
field. Select an hash type from the list that appears, as shown in Figure 19-8.

Important! We use the term “hash” instead of “encryption” because the process of
hashing cannot be reversed. By definition, something that can be encrypted can also be
decrypted. For authentication checking of hashed passwords, 8950 AAA takes the
password entered by the user and hashes it using the exact same calculation that was
used to hash the password in the user profile.

If the two resulting hashes match, then the two passwords must have been the same.

Note that use of hashed passwords in a user’s profile requires the use of the PAP
(Password Authentication Protocol) in the PPP session. CHAP (Challenge Handshake
Authentication Protocol) cannot be used with hashed password in the user profile.

Figure 19-8 User Profile Dialog-Password hash Type

5.

365-360-001R6.0

4D user Profile x|

s [ . Select encrypt type
Authentication Type | <unspecified> . sHal
Crypt
Teems ta Verify | Ttems Sent Back To Client | Commert |
£ WI =] ?I i

The plain text password is replaced by the encrypted password. For example, if you
enter “MySecretPassword” and select MD5 encryption, the Password field now
contains something like:

$MD5$3XzCR7L P$fJ7/npal eWkxnfWQjWidiO

Important! Theresultswill be different each time you perform the hash. Do not
attempt to hash a password that has already been hashed. The resulting valueis
unusable and the hash process cannot be undone.

As an option, specify the Authentication Type from the drop-down list, as shown in
Figure 19-9.
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Figure 19-9 User Files-List of Authentication Types

A user Profile x|
# User Name I

Password

Authentication Type | EalgEe=ta]{Tapd

Ace

Ikems to Verify | It
| &m Ackivebirectary

d
] | Wl El m:ssert

Crypk
Crypt-DES
Crypt-MDE i

QK | Cancel |

Important! Thisfield isonly available in Expert mode. If you are not in Expert
mode, then the Authentication Type attribute, if set, isonly visible under the Itemsto
Verify tab (See Figure 19-4).

The Authentication Type is provided for backwards compatibility with user files
imported from older RADIUS servers. If you set password hashing in Step 4 above,
the Authentication Typeis preset for you—do not changeit.

Important! Setting the Authentication type is not recommended when using the
PolicyAssistant.

Opening an Existing User Profile
The following procedure explains how to open a user profile from within a user file.
1. Open auser file as described in “Opening an Existing User File” on page 3.

2. Select the User Profilestab to display the list of User Names associated with this User
File as shown in Figure 19-10.
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Figure 19-10 User Files-List of User Names
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3. Double-click the user name that corresponds to the desired User Profile.

Result: The User Profile window appears as shown in Figure 19-11.
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Figure 19-11 User Profile
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Setting Verification Attributes for a User

You may assign verification attributes to a user’s profile to allow the server to perform
additional authorization checks unique to this user. When using the PolicyAssistant thisis
normally not necessary.

If you use the PolicyAssistant to create policies, you can assign an attribute set that can
provide the same functionality as verification attributes. If a conflict occurs, the
attributes in the user’s profile take precedence over the attribute set defined for the
policy.

An attribute set provides alist of attributesthat you can usefor al users using the same
policy. For example, if all your users must dial the same access number you must enter
the Called-Sation-Id attribute in all your user profiles. However, if you create an
attribute set with this attribute and other common attributes, you only need to enter this
once.

Attribute sets also provide asingle point for updates. Instead of editing all your user
profiles when the area code changes, you can change it once in the attribute set.

Use the following procedure to set verification attributes:

1.

From the User Files window, open an existing user profile or create anew user profile,
as described previoudly.

From the User Profiles window, click the Itemsto Verify tab to add verification
attributes for this user.

Click theInsert arecord (@ | button to open the Attribute Properties dialog as shown
in Figure 19-12.
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The SMT User Files Panel

Figure 19-12 Attribute Properties Dialog

4,
5.
6.
7.
365-360-001R6.0
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Use the Following ko specify an atktribute and it's walue. Select the attribute, then specify a value. Use
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Attributes
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Auth-Type I— —
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Framed-Compression

Value

The Activation attribute is of the Date bype.

The value must be in Format:

Framed-IP-Address MMM dd sy
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Framed-Prokacol Examples:
GTC-Type Jun 26 2002
MAaS-Identifier Qck 31 2002
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FEAP-Type LI
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Select an attribute from the Attributes list. Depending upon the chosen attribute, the
Value field will either be atext field or adrop-down list of possible values.

Type or select an appropriate value in the Value field and enter the value by clicking
Insert or by pressing the Enter key.

For example, if your users can only dial the 650- 555- 1212 access number, select the
Called-Sation-1d attribute and enter 6505551212 in the Value field.

Important! \When entering telephone numbers, the format must match the format
used by your local telephone company to send the information to your NAS.

The Description field, which is below the Value field, provides guidelines on the
format for those attributes that support arbitrary data entered from the keyboard.

Asan option, click Show All Attributesto display all attributes included within the
dictionary selected in the server profile.

Important! To change the attributes that appear in thislist, select Preferences from
the Edit menu. Select the Check Items List option from the Server Management Tool
Preferences dialog.

Repeat Step 4 and Step 5 to enter multiple attributes while the attribute properties
window is open.

Click Closeto close the Attribute Properties dialog and return to the User Profile
dialog. The verification attributes that were specified display on the Itemsto Verify tab
as shown in Figure 19-13.
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Figure 19-13 User Profile Dialog-Items to Verify tab
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Setting Reply Attributes for a User

Set reply attributes to enable the NAS to configure the session for this user. The server
returns these attributes to the NAS if the authentication step is successful. Thisisreferred
to as session provisioning.

You may assign reply attributes to a user’s profile and 8950 AAA will return these
attributes to the NAS if the authentication and authorization steps are successful. Thisis
referred to as session provisioning. When using the PolicyAssistant thisis normally not
necessary.

If you use the PolicyAssistant to create policies, you can assign an attribute set that can
provide the same functionality as reply attributes. If a conflict occurs, the attributes in the
user’s profile take precedence over the attribute set defined for the policy.

An attribute set provides alist of attributes that you can use for all users using the same
policy. For examplein Step 3 on page 10, if all your users are restricted to using PPP then
you would have to enter Framed-Protocol=PPP in every user’s profile. However, if you
create an attribute set with this attribute and other common attributes, you only need to
enter this once.

Attribute sets also provide asingle point for updates. Instead of editing all your user
profiles when the area code changes, you can change it once in the attribute set.

The following procedure lists the steps for setting reply attributes:
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1. From the User Profiles window, click the Items Sent Back to Client tab to add reply
attributes for this user as depicted in Figure 19-14.

Figure 19-14 User Profile-Items Sent back to NAS
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2. Click Insert arecord & | to open the Attribute Properties dialog as shown in
Figure 19-15.

Figure 19-15 Attribute Properties
x|

Use the Following ko specify an attribute and it's walue, Select the attribute, then specify a value, Use
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3. Select an attribute from the Attributes list. Depending upon the chosen attribute, the
Vaue field will either be atext field or adrop-down list of possible values.
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4. Type or select an appropriate value in the Value field and enter the value by clicking
Insert or by pressing the Enter key.

For example, you can limit the session time to one hour, select the Session-Timeout
attribute and enter 3600 in the Value field; or on a Alcatel-Lucent NAS product to
identify a specific |P address pool from which addresses are assigned, select the
Ascend-Assign-1P-Pool attribute and enter an appropriate value in the Value field.

The Description below the Value field, provides guidelines on the format for those
attributes that support arbitrary data entered from the keyboard.

Select the Show All Attributes checkbox to display al attributes included within the
dictionary selected in the server profile.

Important! To change the attributes that appear in thislist, select Preferences from
the Edit menu. Select the Reply Items List option from the Server Management Tool
Preferences dialog.

5. Repeat Step 3 and Step 4 to enter multiple attributes while the attribute properties
window is open.

6. Click Closeto close the Attribute Properties dialog and return to the User Profile
dialog. Thereply attributes that were specified appear on the Items Sent Back to Client
tab as shown in Figure 19-16.

Figure 19-16 Attribute Properties-Reply Items

=
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Adding Comments About a User

You may add comments about a user on the Comment tab. Any comments you enter are
added to the user file. Use thistool to document user files or save information about a user
that cannot be stored elsewhere.
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Completing the User Profile

The user file shown in Figure 19-13 indicates that the server will only authorize user
Userxyz if he dials 650- 555- 1212 while using an Asynchronous line (not ISDN) and PPP.
If the server authenticates and authorizes Userxyz, it sends an instruction to the NAS to
assign the user session an | P address from pool 1 (address pools must be configured on the
NAS) and the session is limited in length to one hour.

Click OK to close thisdialog and return to the User Files panel.

Figure 19-17 User Profile Panel-with selected user profile
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Saving Changes to the User Profile

To make any changes to the file permanent, click Save on the Clients panel.

To make changes to the currently running 8950 AAA server, you must click Reload on the
User Files pandl.

Important! From the procedures that are described above, it isimportant to be able
to run the following for each user that is added:

« Adding aNew User

« Opening an Existing User Profile

«  Setting Verification Attributes for a User
«  Setting Reply Attributes for a User

« Adding Comments About a User

« Completing the User Profile
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Creating and Managing User Profiles with Files

Creating an Attribute Set File

Creating an Attribute Set File

Attribute Sets

Attribute Sets are stored in RADIUS user files called users.templates. Attribute sets are
also frequently called templates. The following procedure shows how to create a user file
and add an attribute set to it. An attribute set is virtually the same as a user profile. The
only difference is that the index key for an attribute set is normally areal name of other
functional descriptor rather than being a User-Name.

1. Select User Filesfrom the File Tools folder on the Navigation pane. The User Files

panel appears as depicted in Figure 19-18.

Figure 19-18 SMT Navigation Pane and an empty User Files panel
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Note that the panel titleis simply User Files and no file name is listed; when the User
Files panel isfirst opened, no user fileisloaded.

1. Click New to create a new file and enter a name for your attribute set file. The New
File Dialog, as shown in Figure 19-6 is displayed.

2. Enter anamefor the new user filein the New File dialog.
3. Click OK to return to the User Files panel and load the selected file.

4. Click Closeto close the User Files panel. Use the Policy Wizard under the
PolicyAssistant panel to add attribute sets to your new template file.

5. Clickthelnsert arecord | button to open the User Profiles panel. Click the Insert
arecord G| button to open Attribute Properties dialogue. Enter the attributes and

click Insert.

END OF STEPS
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20 8950 AAA Dictionary
Editor

Overview

Purpose

This section provides information about the 8950 AAA Data Dictionary and some of the
terms that you will encounter when working with the 8950 AAA product.

The following topics are included in this chapter:

Accessing the Dictionary Editor Panel 20-1
Vendors Tab 20-2
Attributes Tab 20-4
Diameter Applications Tab 20-9

Accessing the Dictionary Editor Panel

About accessing the Dictionary Editor

Using the SMT, select Dictionary Editor under File Tools, from within the Navigation
Pane, as shown in Figure 20-1.

Figure 20-1 Navigation Pane-Dictionary Editor

>

ri] File Tools

+ User Files

+ Dictionary Editor <e———
+ File: Manager

* Tail

+ Certificate Manager

The Dictionary Editor panel appears as shown in Figure 20-2.
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8950 AAA Dictionary Editor

Vendors Tab

Figure 20-2 8950 AAA Dictionary Editor Panel
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The Dictionary Editor Panel

Use the Dictionary Editor panel to manage information about the Vendors, Attributes, and
Diameter Applications of 8950 AAA.

By default, the details of the Vendors tab is displayed when the Dictionary Editor panel is

opened.

The Dictionary Editor panel contains 3 tabs, as follows:

« Vendors
« Attributes
« Diameter Applications

Each of these tabs allow you to manage different types of attributes of the Dictionary
Editor.

Vendors Tab

About the Vendors tab

The Vendors tab allows you to configure and manage the attributes related to vendorsin
the 8950 AAA.
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8950 AAA Dictionary Editor Vendors Tab

By default when you click on the Dictionary Editor panel, the Vendorstab is displayed, as
shown in Figure 20-2.

Table 20-1 explains the attributes of the Vendors tab.

Table 20-1 Dictionary Editor-Vendors tab properties

Properties Description

Vendor Name The name of the Vendor.

Vendor ID The Vendor Identification code or number.

V SA format The Vendor Specific Attribute (VSA) format.

Using the Vendors tab Action buttons

The Vendor stab panel also consists of aset of Action Buttons that appear at the top of the
8950 AAA Dictionary Editor’s Vendors tab panel, as shown in Figure 20-2.

The Vendors tab action buttons are as shown in Figure 20-3.

Figure 20-3 Vendors tab-Action buttons

B & == e

These action buttons allow you to perform the following actions:

Insert arecord

Edit selected record

Delete selected record
Delete all records

Move selected record up
Move selected record down

You can perform any of the required actions using these action buttons.
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8950 AAA Dictionary Editor Attributes Tab

1. Thelnsert arecord action button displaysthe Vendor Name dialog panel, as shownin
Figure 20-4. This panel alows you to add a vendor information to the dictionary.

Figure 20-4 Dictionary Editor-Vendor Name Dialog
x|

Enter the vendor information below to add or edit a vendor to
the dictionary.

# vendor Mame ICisco

# “endor Id |9
# %54 Format | RFC =1

Cancel | Revert |

2. TheEdit a selected record action button displays the Vendor Name dialog panel, as
shown in Figure 20-4. This displays the selected Vendor information and allows you to
edit the vendor information in the dictionary.

3. The Delete selected record action button allows you to delete the selected vendor
information.

4. The Delete all records action button allows you to delete al the vendor records.

5. The Move selected record up action button allows you to move the selected record
up.

6. TheMove selected record down action button alows you to move the selected record
down.

Attributes Tab

About the Attributes tab

The Attributes tab allows you to configure and manage the attributes related to avendor in
the 8950 AAA.

To go to the Attributes tab, click on the Attributes tab in the Dictionary Editor panel. The
details about the Attributes tab dialog or panel are displayed, as shown in Figure 20-5.
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8950 AAA Dictionary Editor Attributes Tab

Figure 20-5 Dictionary Editor Panel-Attribute tab properties
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Table 20-2 explains some of the propertiesin the Attributes tab.

Table 20-2 Dictionary Editor-Attributes tab properties

Properties

Vendor Search

Description

Select avendor name who is providing the service. The
Attributes properties are sorted and displayed according
to the selected Vendor.

Attribute Name

The name of the Attribute.

Type

The type of the Attribute.

Code

The Attribute Code.

Vendor Name

The name of the Vendor.

Codec

The code encode and decoder.

Using the Attributes tab Action buttons

The Attributes tab panel also consists of a set of Action Buttons that appear at the top of
the 8950 AAA Dictionary Editor’s Attributes tab panel, as shown in Figure 20-5.

The Attributes tab action buttons are as shown in Figure 20-6.
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8950 AAA Dictionary Editor

Attributes Tab

Figure 20-6 Attributes tab-Action buttons
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These action buttons allow you to perform the following actions:

You can perform any of the required actions using these action buttons.

Insert arecord

Edit selected record

Delete selected record

Delete all records

Make a copy of selected record
Move selected record up

Move selected record down
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8950 AAA Dictionary Editor Attributes Tab

1. Thelnsert arecord action button displaysthe Attribute Properties dialog, as shownin
Figure 20-7. This dialog allows you to add attribute information to the dictionary.

Figure 20-7 Dictionary Editor Panel-Attribute properties dialog

|

Attribute I | O\-'erridesl Aliasesl |

Enter the information about the attribute below, IF the bype of the attribute is an enumeration, enker the walues on

the "Walues' tab.
& Mame |Cisc0—n'\-'Pair
+ Type I Zisco-4YP air LI
Code |1
Wendor Name ICisco ;l _<|
Codec I =unspecified > LI
Hidden " ¥es (& No Al
Internal " Yes & Mo Al
Reject Ok " Yes {* Mo Kl
Challenge Gk ¥es (% Mo Kl
May Encrypt  Yes (% Mo Kl
Mandatary | Teluisk = 4
Protected I May LI _<|
Reference I

Cancel I Rewvert I

The Attribute Properties dialog has a set of tabs namely, Attribute, Values, Overrides,
Aliases, and Subattributes.

The Attribute tab is the default tab.
Table 20-2 explains the attributes of the Attribute panel

Table 20-3 Dictionary Editor-Attributes of Attributes tab

Attributes Description

Name Name of the Attribute to be created.

Type Type of the Attribute.

Code The Attribute code.

Vendor Name Name of the Vendor.

Codec The code encode and decoder.

Hidden If set true, the attribute value is not displayed in the
Server Log file or Accounting Log file.

Internal Attributes whose code is greater than 255. Used
internally within radius sever and is not be sent to NAS
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8950 AAA Dictionary Editor

Attributes Tab

Table 20-3 Dictionary Editor-Attributes of Attributes tab

Attributes Description

Reject Ok During radius reject disposition processing, if an
attribute in the reply variable group is not marked reply-
ok = true, then it is not included in the Access-Reject.

Challenge Ok During radius challenge disposition processing, if an
attribute in the reply variable group is not marked
challenge-ok = true, then it is not included in the Access-
Challenge.

May Encrypt If enabled, codeis encrypted.

Mandatory A flag rule. Used for recording diameter M-bit rules.

Protected Not used.

Reference A comment field to record which specification defined
the AV P/value/command.

The Valuestab allows you to enter the list of values for the attribute. The Value text
replaces the Code value when printed in log files and accounting records. Code must
be unique to values for this attribute.

Use Subattributes tab to add the subattributes of the attributes selected provided it has
the subattributes.

Important! Vaues are only valid with types of enumeration and tagged-
enumeration.

Separate multiple Aliases with a comma.
The Overrides tab allows you to enter the codec overrides for the attribute.

The Aliases tab allows you to enter the aliases for the attribute. Some vendors use
different attribute names that have the same functionality as default attributes. These
are called Aliases.

. The Edit a selected record action button displays the Attribute Properties dialog, as

shown in Figure 20-7. This displays the selected Attribute’s information and allows
you to edit the attribute information in the dictionary.

. The Delete selected record action button allows you to delete the selected attribute

information.

. The Delete all records action button allows you to delete all the attribute information.
. TheMake a copy of the selected record action button allows you to copy the

properties of the selected attribute information and save it as a different attribute.

. The Move selected record up action button allows you to move the selected record

up.
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8950 AAA Dictionary Editor Diameter Applications Tab

7. TheMove selected record down action button allows you to move the selected record
down.

Diameter Applications Tab

About the Diameter Applications tab

The Diameter Applications tab allows you to configure and manage the diameter
application detailsrelated to a vendor in 8950 AAA.

To go to the Diameter Applicationstab, click on the Diameter Applicationstab in the
Dictionary Editor panel. The details about the Diameter Applications dialog or panel is
displayed, as shown in Figure 20-8.

Figure 20-8 Dictionary Editor Panel-Diameter Applications properties
0]
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« Server Lo
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« LiveAdministrator

T File Tools
+ User Files
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Save Close
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Table 20-4 explains the properties in the Diameter Applications tab.

Table 20-4 Dictionary Editor-Diameter Applications tab properties

Properties Description

Application Name The name of the application.

Description The description about the diameter application.

Type The type of the application.

Vendor Name The name of the Vendor.
L o
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8950 AAA Dictionary Editor Diameter Applications Tab

Using the Diameter Applications tab Action buttons

The Diameter Applicationstab panel also consists of a set of Action Buttons that appear
at the top of the 8950 AAA Dictionary Editor’s Diameter Applicationstab panel, as shown
in Figure 20-8.

The Diameter Applications tab action buttons are as shown in Figure 20-9.

Figure 20-9 Diameter Applications tab-Action buttons
| & | =|a|a|F

These action buttons allow you to perform the following actions:

e Insert arecord

« Edit selected record

» Delete selected record

« Deleteadl records

« Makeacopy of selected record
« Move selected record up

« Move selected record down

You can perform any of the required actions using these action buttons.

1. Thelnsert arecord action button displays the Application Name dialog, as shown in
Figure 20-10. This dialog allows you to add the diameter application information to
the dictionary.

Figure 20-10 Dictionary Editor Panel-Application Name dialog
x|

Application I Commands |

Enter the information about the application below, Enter the commands for the application in the
commands tab
Type I Auth ;I _1|
& Application Mame I Base ;I
Description IDiameter Zommon Messages
Wendor Mame I <unspecified = ;I

o4 | Zancel | Reverk |

The Application Name dialog has two tabs namely, Application tab and commands
tab.

The Application tab is the default tab that allows you to enter the application details.
The Commands tab allows you to enter the commands for the application.
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8950 AAA Dictionary Editor Diameter Applications Tab

365-360-001R6.0

. The Edit a selected record action button displays the Application Name dialog, as

shown in Figure 20-10. This displays the selected Application information and allows
you to edit the application information in the dictionary.

. TheDelete selected record action button allows you to delete the selected application

information.

. The Delete all recor ds action button allows you to delete all the application

information.

. The Make a copy of the selected record action button allows you to copy the

properties of the selected application information and save it as a different application.

. The Move selected record up action button allows you to move the selected record

up.

. The Move selected record down action button allows you to move the selected record

down.

END OF STEPS
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Managing files

Overview

Purpose

This section discusses 8950 AAA files and how to create and manage them using the File
manager panel.

The following topics are included in this chapter:

The File Manager Panel 21-1

Tail panel 21-10

The File Manager Panel

File manager panel

The File Manager panel enables the user to perform avariety of operations on 8950 AAA
files. These operations include:

« Createanew file.

« Copy the contents of an existing fileto anew file
 Edit the contents of afile

+ Renamean existing file

« Deleteafile

All file operations are limited to the 8950 AAA run directory.

To display the File Manager panel, select File Manager from the Navigation Pane, under
File Tools, as shown in Figure 21-1.
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Managing files The File Manager Panel

Table 21-1 Navigation Pane-File Manager

ri'l File Tools
+ User Files
+ Dickionary Edibor
+ File Manager —
+ Tail
+ Certificate Manager

Viewing File Attributes and File Content
Asshown in Figure 21-1, the File Manager panel displays the following attributes of afile:
« Filename
« Filesize
« Datelast modified
« NRAccessLevel

Select the desired files to be displayed in the File Manager panel, from the File List drop-
down list.
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Managing files The File Manager Panel

Figure 21-1 File Manager Panel
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There are many different types of filesthat are used by 8950 AAA File Manager. The most
commonly used files that would be of interest to an admin user are listed in Table 21-2.

Table 21-2 Configuration Files

File Name File Description

acct_methods* The PolicyFlow to be executed for processing
accounting requests. You may also use the
PolicyFlow editor in the SMT to manage this
data.

auth.pf* The PolicyFlow to be executed for processing
authentication requests.You may also use the
PolicyFlow editor in the SMT to manage this
data.

client_properties Information about client classes and is used to
set per-client specific information. Use the
clients panel inthe SMT to manage this data.

data.config-info* Datafile used by the PolicyAssistant.
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Managing files

Table 21-2 Configuration Files

The File Manager Panel

File Name

File Description

data.dnis-info.csv*

Datafile used by the PolicyAssistant.

data.realm-info.csv*

Datafile used by the PolicyAssistant.

db_properties

Settings for the internal database.

dictionary.ser

A serialized version of the XML dictionary file.
Do not edit thisfile.

dictionary.xml

The 8950 AAA Dictionary in XML format. The
SMT provides a GUI Dictionary editor whichis
available when running in Expert Mode.

licence.txt

The 8950 AAA license file. DO NOT EDIT
THISFILE.

log_channels

Definitions of available log channels. A GUI
editor isavailable in the SMT for managing this
data. You may also usethe Log Channel in SMT
to manage this data.

log_rules

Rules controlling log operations. A GUI editor is
availableinthe SMT for managing thisdata. You
may also usetheLogrulein SMT to managethis
data.

method_dispatch*

Selectstheinitial method invoked for aRADIUS
reguest. You may also use the PolicyFlow editor
inthe SMT to manage this data.

policy.log

The default log channel for 8950 AAA log
messages.

policy.pid

The Process ID for the 8950 AAA process.

policyassistant_properties*

Various settings for the PolicyAssistant.

security_properties

Various settings for maintaining 8950 AAA
system security. A GUI editor is available in the
SMT for managing this data. You may also use
the 8950 AAA Operators Panel in the SMT to
manage this data.

Security_users

A usersfile containing profiles for 8950 AAA
admin users. A GUI editor isavailable in the
SMT for managing this data. You may also use
the 8950 AAA Operators Panel in the SMT to
manage this data.
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Table 21-2 Configuration Files

File Name File Description

server_properties Global server settings. A GUI editor is available
inthe SMT for managing thisdata. You may also
use the 8950 AAA Server Properties Panel inthe

SMT to manage this data.
smt.log Messages logged from the SMT application.
users The default file containing user profiles. Thisfile

may not be used at your location. A GUI editor is
availableinthe SMT for managing thisdata. You
may also use the User File Editor inthe SMT to

manage this data.

users.templates Templates (Attribute sets) for usein the
PolicyAssistant and other PolicyFlow. When
using the PolicyAssistant a GUI editor is
availableinthe SMT for managing thisdata. You
may also use the User File Editor inthe SMT to
manage this data.

uss_counters Settings defining counters to be maintained by
the Universal State Server (USS). You may also
use the Server Properties Panel inthe SMT to
manage this data.

uss_indices Settings defining indices to be maintained by the
Universal State Server (USS). You may also use
the Server Properties Panel in the SMT to
manage this data.

Important! Files marked with an asterisk (*) should not be modified if you are using
the PolicyAssistant.

Action buttons in the File Manager Panel

There are six action buttons at the top of the File Manager panel, as shown in Figure 21-2.

365-360-001R6.0 21-5
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Managing files The File Manager Panel

Figure 21-2 File Manager panel-Action buttons
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These are described in Table 21-3.

Table 21-3 File Manager Panel-Action buttons

Button Name Description

New Allows you to create a new text file and add it to the list of
files.

Edit Allows you to edit the file selected from alist of files.

Delete Allows you to delete the selected file from the list of files.

Copy Allows you to copy an existing file with a different name.

Rename Allows you to rename the selected file from thelist of files.

Refresh Refreshes the file manager panel.

Creating a New File

Click the action button, New, to create afilein the 8950 AAA run directory. After the New
File dialog appears, as shown in Figure 21-3, enter a unigue file name and click OK.

Figure 21-3 New File Dialog
NewFile x|

© | Enter the name of the new file
) ||

K I Cancel |

Enter the name of the file and click OK. The File Manager panel will display the name of
the file that was entered with the list of files.

Open a File for Viewing or Editing
There are two ways to open afile for viewing or editing.

Double-click any entry in the list to open a Configuration File Editor panel showing the
contents of the selected file. The file contents may be modified.

Click Open Asto edit afile. A pop-up list appears with three editing selections, asking the
user how to edit the selected file. The editing methods are:

« Plain text file which opens the file in a Configuration File Editor panel.
Thisoption provides asimpletext editing window similar to the Windows Notepad
editor. An exampleis shown in Figure 21-4.
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The File Manager Panel

Figure 21-4 Editing a Plain Text File
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« Property file which opens the file in a Property File Editor panel.

This GUI editor displays a set of properties and values. Selecting a value and

clicking the edit button (or double clicking the property name) opens a separate

editor window in which the property name and/or value can be changed. An

exampleis shown in Figure 21-5.

365-360-001R6.0
Issue 1,

December 2008

Download from Www.Somanuals.com. All Manu

als Search And Download.



Managing files

The File Manager Panel

Figure 21-5 Editing a Property File
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Figure 21-6 Editing a User File
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User file which opensthefilein a User File panel. This editor option opens afile
asauser file and uses the 8950 AAA SMT User Files GUI editor to edit thefile.
An exampleis shown in Figure 21-6.

When finished editing the file, each panel provides the means to save the file and/or close
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Copy a File

The File Manager Panel

Click Copy to copy the contents of the selected fileto a new file.

The Copy File dialog appears (Figure 21-7) requesting a name for the new file. To copy
thefile, enter the name and click OK.

The Copied file is saved in Run directory.

Figure 21-7 Copy File Dialog

Copy File il
<p y Enter the name of the file to copy ko
%_"\/ I
(0] I Cancel I

Rename a File

Delete a File

365-360-001R6.0

Select afile you want to be renamed from the File Manager Panel, Figure 21-1, and click
Rename to name or change the name of an existing file.

The Rename File dialog appears (Figure 21-8) requesting the new name of thefile. To
rename the file, enter the name and click OK.

Figure 21-8 Rename File Dialog

x|
<p 4y Enter the new name For security_users
%_"\rd" Il
(0] I Cancel I

Select afile you want to be deleted from the File Manager Panel, Figure 21-1, and click
Delete to remove the selected file from the list of files.

The Delete File dialog appears (Figure 21-9) requesting confirmation. To delete thefile,
click Yeselseclick No.
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Close

Tail panel

Figure 21-9 Delete File Dialog
|

»._?/ Are you sure you wank to delete security_users?

Yes Mo |

Click Refresh File List action button to refresh the list after performing any of the
operations discussed above.

The Close button removes the File Manager panel from the SMT interface.

Tail panel

About Tail

The Tail panel enables the user to use or perform the Tail action, similar to the UNIX tail
option, on the 8950 AAA files.

When you perform the tail option on a selected file, the standard output is put in this
selected file at the designated place or at the end of thefile. Thisis useful when
monitoring the text that is being written to afile by another process.

1. Todisplay the Tail panel, select Tail from the Navigation Pane, under File Tools, as
shown in Figure 21-10.

Figure 21-10 Navigation Pane-Tail

ri'l File Tools
+ User Files
+ Dictionary Editor
+ File Manager

+ Tail —

+ Certificate Manager

Result: The Tail panel isdisplayed, as shown in Figure 21-11.
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Figure 21-11 Tail Panel
=Ioix]
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The Tail panel alows you to open an existing file from the list of 8950 AAA files.
2. To open exigting file(s), click Open.
Result: The Configuration File List dialog is displayed, as shown in Figure 21-12.

Figure 21-12 Configuration File List
i

001010000000002 _triplets. txk
aaa-exec.cfg
aaa.map
authorize, pf

boild. zernl

cerk.pem
cert.pem.bak
cleanschema.sql
client.pen
client.pfx
client_properties
collector.def
config.log

config. pid
configureScherna. sql
db_properties
db_properties.bak

derby.log LI

Aizrmatar noorc

Qpen I Cancel I

3. Select therequired file and click Open.
Result: The Tail panel—with opened fileis displayed, as shown in Figure 21-13.
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Tail panel

Figure 21-13 Tail Panel-with opened file
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4. You can Start or Stop, Pause, Clear, or Close the tail. Select the desired option.
5. Select Closeto close thetail.

END OF STE

PS
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22 8950 AAA Certificate
Manager

Overview

Purpose

This chapter discusses the 8950 AAA Certificate Manager, also known as aaa-cert. Root

certificates generated with aaa-cert are self-signed certificates. This meansthat in order for
aclient or server to verify the certificates signed by an aaa-cert root certificate, they must

install the root certificates as atrusted certificate authorities.

The following topics are included in this chapter:

Types of Certificates 22-1
The Certificate Manager Panel 22-2
Requirements for Using the Certificate Manager 22-8
Types of Certificatesin Certificate Manager 22-9
Procedures for Creating Certificates 22-18
Notes on Using Certificates 22-20
How to Configure for aTLS Demo Out of the Box 22-21

Types of Certificates

About Types of certificates
The aaa-cert tool generates three types of certificates:
« Root Certificates
« Server Certificates
« Client Certificates

365-360-001R6.0 22-1
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Root certificates are used to sign client and server certificates. For each root certificate it
generates, aga-cert creates a private and a public key. The private key is used to sign other
certificates. The public key isused to verify other (server & client) certificates signed by
the root certificate.

Server certificates are used by 8950 AAA to authenticate itself to remote clients. Server
certificates are signed by aroot certificate. In order to sign the server certificate, aaa-cert
needs access to aroot certificate and the private key associated with the certificate.

The aaa-cert tool can also be used to generate PK CS #10 Certificate Requests for a server
certificate. This request can then be submitted to a certificate authority which will generate
the server certificate. That functionality is not covered in this document.

Client certificates are used by clients to authenticate themselves to 8950 AAA. Client
certificates are signed by aroot certificate. In order to sign the server certificate, aaa-cert
needs access to aroot certificate and the private key associated with the certificate.

Important! For more information about Root, Server, and Client certificates, please
refer to “Notes on Using Certificates” on page 20.

The Certificate Manager Panel

File manager panel

The Certificate Manager panel displays alist of certificatesin the run directory of the
PolicyServer. This panel enables the user to perform avariety of operations on the 8950
AAA Certificate Manager files. These operations include:

+ Create Certificate

« View Certificate

« Delete aCertificate

« Copy the contents of a certificate to anew certificate
« Rename an existing certificate

« Refresh thelist of certificates

« Copy the contents of a certificate to the clipboard

Important! All certificate operations are limited to the 8950 AAA run directory.

To display the Certificate Manager panel, select Certificate Manager from the
Navigation Pane, under File Tools, as shown in Figure 22-1.
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The Certificate Manager Panel

Figure 22-1

Navigation Pane-Certificate Manager

ri'l File Tools

+ User Files

+ Dickionary Edibor
+ File Manager

+ Tail

 Certificate Manage: <mmp—

Viewing File Attributes and File Content

As shown in Figure 22-2, the Certificate File Manager panel displays the following

attributes of afile:

« FileName
 FileSize

« Datelast modified
» NR AccessLevd

Figure 22-2 File Manager Panel

48950 ARA Server Management Tool - Certificate Manager

Server Panel Edt Window Help

=8l
=18l

sledjeg|m

9|C|%|% =

Y

0 %8

% 0|8

]

2 Lonhiguration lools X

+ Server Properties

+ Clienks | Peers

+ Realm Rodting Table

+ Remate Configuration

+ PolicyFlow Editor

+ L155v2 Configuration

+ 8950 ARA Cperators

+ Simple: Address Manager
+ 1155 Address Manager

% stats Collecting

+ Stats Collector
+ Confiigure Reparts

i§ Logging Tools
+ Server Log Messages
+ Log Channels

+ Log Rules

Monitoring Tools
+ Server Statistics

+ Sessions | Counters | Indices
+ 1155 Address Statistics

+ Liveddministrator

I File Tools
+ User Files
+ Dictionary Editor
+ File Manager
+ Tal
+ Certficate Manager

The fallawing table cantains a list of certificates in the 'rur directory on the PolicyServer, You can create, view, and manage these fles below, By default, j
the list canikains files with well known certificate file extentions, Use the file it at the bottom to view al files,

#|d|a|a|a[=[7]

SErVEr.pem

Modified

trusted pem

1kB (16:00:39 D522{2008 Read | Wie

22|28

File List: [Cert Files (.pem, .cer, .pfx, pl2) = Close

There are different types of files that are used by 8950 AAA Certificate Manager.

There are seven action buttons at the top of the Certificate Manager panel, as shown in

Figure 22-3.
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Figure 22-3 Certificate Manager panel-Action buttons

A EIRIE R S

These are described in Table 22-1.

Table 22-1 Certificate Manager Panel-Action buttons

Button Name Description

Create certificate Allowsyou to create a new certificate file and add it to the
list of files.

View certificate Allows you to view and edit a certificate file from the list
of files.

Delete Allows you to delete the selected file from the list of files.

Copy Allows you to copy an existing file as a different file with
adifferent name.

Rename Allows you to rename the selected file from the list of
files.

Refresh Refreshes the file manager panel.

Copy to clipboard Allows you to copy the contents of the existing file into
clipboard.

More information on Types of Certificates and how to create each types of certificates are
explained in “Types of Certificatesin Certificate Manager” on page 9.

Open a File for Viewing or Editing
There are two ways to open afile for viewing or editing.

Double-click any entry in the list to open a Configuration File Editor panel showing the
contents of the selected file. The file contents may be modified.

Click Open Asto edit afile. A pop-up list appears with three editing selections, asking the
user how to edit the selected file. The editing methods are:

« Plain text file which opens the file in a Configuration File Editor panel.
Thisoption provides asimpletext editing window similar to the Windows Notepad
editor. An exampleis shown in Figure 22-4.
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Figure 22-4 Editing a Plain Text File
JTE

Server Pansl Edit Window Help =& x]
o 9]e 7| Bm|c|5|5[=] 2] a] || 2| %] %] o= 0]2] /8]
3 Configuration Tools & = &

# Root user - Has file access ouvside the "run" directory
#

+ Server Properties
« Clients | Peers

+ Realm Routing Table

+ Remote Corfiguration

- PolicyFlow Editar

+ US5v2 Configuration

+ 8950 AnA Operators

+ Simple Address Manager

roor  kuth-Trpe=Reject
AbA-Access-Pule = "file /% update"
AbA-Access-Rule = "command * on'
AkA-Access-Bule = "role * on'

+ U535 Address Manager
13
4-..’ Stats Collecting Y # This user gets used by the asa script to perforn status and shutdown functions
i3
+ Stats Callectar
+ Configure Reports
& Logging Touls 2 aeacontrol User-Passuord=n2yqZobhbssUk30p
hhh-Recess-Bule = "coumand \'server statusi' on'
Server Log Messages Akh-Access-Rule = “command \'server shutdowmi” on'

* Log Channels
*Log Rules

hhA-Access-Rule = "command \'server wait}" on®

AbR-hocess-Pule = "coumand \'aaa start *y" on'
AkR-Access-Pule =

Abh-Aecess-Tule
AkR-Access-Fule
AkR-Access-Pule
Abh-Aecess-Tule
AbR-hocess-Pule = "role \"application statsi’ on'

“command |"maa step *}" on®

1¥ Menitoring Teols ES

le server_properties read’
« Server Statistics

+ Sessions | Counters | Indices
+ LI5S Address Statistics

- LiveAdministrator

ile log_channels read"
“file diemeter peers read"
le license.txt read"

T File Tools
+ User Fies
*+ Dictionary Edkor
* Fil Manager
« Tal
+ Cartifirate Mananer

B =8 New Open Save Close

i3
# This exauple user is only allowed read sccess.
§ Security file access is disabled.

13

« Property file which opens the file in a Property File Editor panel.
This GUI editor displays a set of properties and values. Selecting a value and
clicking the edit button (or double clicking the property name) opens a separate
editor window in which the property name and/or value can be changed. An
exampleis shown in Figure 22-5.
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Figure 22-5 Editing a Property File
Ik
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« User filewhich opensthefilein aUser File panel.
This editor option opens afile as a user file and uses the 8950 AAA SMT User
Files GUI editor to edit the file. An exampleis shown in Figure 22-6.

Figure 22-6 Editing a User File
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When finished editing the file, each panel provides the means to save the file and/or close
the panel.
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Copy a File

Click Copy to copy the contents of the selected fileto a new file.
The Copy File dialog appears (Figure 22-7) requesting a name for the new file. To copy
the file, enter the name and click oK.

Figure 22-7 Copy File Dialog
x|

Enter the name of the File to copy ko

o
H_"() I

Rename a File

Delete a File

365-360-001R6.0

Select afile you want to be renamed from the File Manager Panel, Figure 22-2, and click
Rename to name or change the name of an existing file.

The Rename File dialog appears (Figure 22-8) requesting the new name of thefile. To
rename the file, enter the name and click OK.

Figure 22-8 Rename File Dialog

]
<p  Enter the new name for security_users
h_‘\/‘ Il
Ik I Cancel I

Select afile you want to be deleted from the File Manager Panel, Figure 22-2, and click
Delete to remove the selected file from the list of files.

The Delete File dialog appears (Figure 22-9) requesting confirmation. To delete thefile,
click Yeselse click No.
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Figure 22-9 Delete File Dialog
|

»._?/ Are you sure you wank to delete security_users?

Yes Mo |

Close

The Close button removes the File Manager panel from the SMT interface.

Requirements for Using the Certificate Manager

Requirements for the Certificate Manager

You must obtain or create aroot certificate before you can create server or client
certificates. You only need to create one root certificate for your site.

If your application uses protocols such as EAP-TTLS, EAP-PEAP etc. you will need a
Root certificate and a Server certificate. Follow steps 1 and 2 bel ow.

If you will be using EAP-TLS, you will need Root certificate, a Server certificate and one
or more Client certificates. Follow the procedures defined in the next section, “Procedures
for Creating Certificates”.

Important! The ncert utility saves all certificate filesin the 8950 AAA run directory.
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Types of Certificates in Certificate Manager

Types of Certificates in Certificate Manager

About the Types of Certificates

The Certificate Manager allows you to create different types of certificates and perform

the options as described in Table 22-2.

Table 22-2 Certificate Manager-Types of Certificates

Certificate Types

Description

Root Certificate

Generates akey pair and a self signed root
certificate which can be used to sign server and
client certificates.

This option creates a file containing the root
certificate and encrypted private key and atrusted
filefor import into entities needing to validate
certificates signed by thisroot.

Server Certificate

Generates a key pair and a server certificate which
can be used to identify a server.

The server certificate must be signed by aroot
certificate and the password for the root encrypted
private key must be known. Typically the
certificate and the private key generated by the root
certificate selection above are used. The server
certificate contains extensions suitable for server
authentication.

Client Certificate

Generates a key pair and a client certificate which
can be used to identify aclient.

The client certificate must be signed by aroot
certificate and the password for the root encrypted
private key must be known. Typically the
certificate and the private key generated by the root
certificate selection above are used. The client
certificate contains extensions suitable for client
authentication.
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Some additional properties of the Certificate type (also shown in Figure 22-10) are
explained in Table 22-2

Table 22-3  Certificate Manager—Types of Certificate (Additional Properties)

Certificate Types Description

Certificate Request Generates akey pair and a PK CS # 10 certificate
request which can be used to request a server
certificate.

The certificate request must be submitted to a
certificate authority to generate a server
certificate. The certificate authority will useits
root certificate to sign the server certificate. The
certificate request contains extensions suitable
for server authentication.

View Existing Views the contents of an existing certificate file.
Certificate Thisincludes PKCS #12 formatted certificates.

Creating New Certificates

Each type of certificates, as specified in Table 22-3, have different parameters or
properties to befilled in while creating a new certificate. These are explained in detail in
the following sections.

Creating a New File for the Root Certificate type

1. Click the Create Certificate action button, -#& , to create a Certificate file in the 8950
AAA run directory.

Result: The New Certificate dialog appears, as shown in Figure 22-10.
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Figure 22-10 New Certificate Dialog-Certificate Type
x|

iGenerates Certificates.

Select the typs of certificate you want ko create and click Next. To get a brief description of the sach item, seleck the
certificate type.

Certificate Typ: Description
B (Fets et Gererates 5 key pair and a self signed ract certificats
which can be used to sign server and client certificates.
" Server Certificate
This option creates a file containing the root certificate
‘@ dient: Geriifiesie and encrypted private key and a trusted file For import
¢ Certificate Request into entities needing ko validate certificates signed by
this rook.
" wiew Existing Certificate

Mext = Cancel

2. Select the Certificate Type as Root and click Next.

Result: The Root Certificate Type-Subject and Duration dialog is displayed, as shown
in Figure 22-11.

Figure 22-11 Root Certificate Type-Subject and Duration
x|

~Subject and Duration

Use the Following to specify the subject information about the certificate. The Commen Mame and Country are

required.

# Common Mame Jaaa

CibyfLocality: [Bastan

State/Province [raa,

& Country [us ~1

Grganization or Campany [ALU

Crrganizational Linik [Services

Insert Info from 8950 A&& License

Use the Following to specify the length of time the certificate is valid, This value is specified in number of days,

Duration [ze5 4]

~Adwanced

Specifies advanced properties of the certificate. In most cases, you will not need ko change these values.

algarithm [Rsa =
Key Length [1024 4]
< Back Cancel |

3. Usethis screen to specify the subject information about the certificate. The fields,
Common Name and the Country, are mandatory fields. Also specify the length of time
the certificate is valid and specify the advanced properties of the certificate. Click
Next.

4. TheFile Overwrite message box isdisplayed. Thisdisplaysthelist of filesthat already
exist and asks if you want to overwrite them. Click Yesif you want to overwrite them
and continue. Click No if you do not want to overwrite and return back.
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Important! Thefileisoverwritten only if it exist before. Otherwise, anew certificate
is created.

Result: The Root Certificate Type—Certificate Complete dialog is displayed, as shown
in Figure 22-12.

Figure 22-12 Root Certificate Type-Certificate Complete
x|

The canfiguration for the certificate is complete. Saved files: root.pfx, root.pem, trusked.pem, trusted.cer

Certificate Info Privake Key

Certificate Data: R34 Private Fey: (1024 bit)
Version: 3 Modulus: e4e2458dc0fesSdef?7£7317fcobibatced4cdadesfbh
Serial Nuwber: e36df Exponent: 176f6lclbédeicdbiedbedebddbTllzdlZlcaldes
Signature Algorithm: shalWithBSAEncryption
Tssuer: ST=Mi,L=Boston,CH=aaa, 00=Services, 0=Veriz

Hot Before: Mon Aug 2§ 11:37:56 2008
Hot After: Wed Auy 26 11:37:56 2003
Subject: $T=Mi, L=Eoston,CN=sas,0U=Services, 0=Veri
BS54 Public Eey: (1024 hit)
Modulus: eded58de0fefdef?7i7317 focb3%acoedodade
Exponent: 10001
Certificate Fingerprint (MDS): EF D7 70 E3 BA 7C
Certificate Fingerprint (SHA-1): 15 97 3A F5 2A 3
Extensions:
KeyUsage: nonRepudiation | keyCert3ign | cRLSig
SubjectHeyldentifisr: EF:ED:CE:F3:AB:DD:3F:71:1
BasicConstraints: CA: yes (non-critical)

N — I T | I

Generate Another Certificate |

< Back I Finish | Cancel |

5. Click Finish to go back to the File Manager panel as shown in Figure 22-2.

Creating a New File for the Server and Client Certificate types
1. Click the Create Certificate action button, - .

Result: The New Certificate dialog appears, as shown in Figure 22-10.
2. Select the Certificate Type as either Server or as Client and click Next.

Result: The Server or Client Certificate Type-Subject and Duration dialog is
displayed, as shown in Figure 22-13.
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Figure 22-13 Server/Client Certificate Type-Subject and Duration
I

~Subject and Duration

Use the Following to specify the subject information about the certificate. The Common Mame and Country are

required.

# Common MName [serveraaa

CibyfLocality [Bastan

SkatefProvince |MA

@ Country | us LI

Organization or Company [verizon

Organizational Unit [services

Insert Info From 8950 AAL License

Use the Following to specify the length of time the certificate is valid, This value is specified in nurmber of days,

Duration 5 4]

~Adwanced

Specifies advanced properties of the certificate. In most cases, you will nok need ko change these values.

algorithm [ RS54 =1
Key Length [1024 4]
< Back I Mext = I Cancel I

3. Usethis screen to specify the subject information about the certificate. The fields,
Common Name and the Country, are mandatory fields. Also specify the length of time
the certificate is valid and specify the advanced properties of the certificate. Click
Next.

Result: The Server or Client Certificate Type-DNS Name dialog is displayed, as
shown in Figure 22-14.

Figure 22-14 Server/Client Certificate Type-DNS Name dialog
|

Specifies the DMNS name that your nebwork uses For name resolution as name constraints for a qualified subordinate CA.
Wwhen the qualified subordinate CA receives a certificate request, it compares the DNS name associated with the
computer requesting the certificate to its DMNS name constraints and decides whether or not to issue a certificate,

~DMS Marme

DMNS Mame Iserveraaa—dns|

= Back I Mext = I Cancel I

4. Specify the DNS name that your network uses for name resolution. Enter the DNS
name and click Next.
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Result: The Server or Client Certificate Type—Certificate Files and Passwords dialog
isdisplayed, as shown in Figure 22-15.

Figure 22-15 Server/Client Certificate Type—Certificate Files and Passwords dialog
=l

Use the Following ko specify the certificate Files and passwords, For the Root File and password, enter the File name ;l
and password you specified when creating the root certificate, IF you do not have a rook certificate, you should

create it First. By default, if the File names specified do not contain s file extension, one will automatically be added

{pFx is used For PKICS #12 and pen atherwiss).

ertificate Files and Password

Specify the name of the root certificate file and password you specified when creating the root certificate.

Root File [root. pem

Rook Password |aaalz3

Specify the bypes of certificates ko generate and name of the server certificate file and password. The generated
server certificates will be sawed in the run directary of the server.

¥ PKCS #12 Fils  [ssrver.pfx

[+ FEM File |ser\-'er.pem

Password |server123

< Back I Mext = I Cancel I

5. Specify the certificate files and passwords. For the Root file and password, enter the
file name and password you specified when creating the root certificate. Click Next.

Result: The Server or Client Certificate Type—Certificate Complete dialog is
displayed, as shown in Figure 22-16.

Figure 22-16 Server/Client Certificate Type-Certificate Complete

A Certificate Manager =|
The configuration For the certificate is complete. Saved Files: server.pFx, server.pem

Certificake Info Private Key

Fertificacre Data: ~| |pss Priware Hey: (1024 birt)
Wersion B}

Modulus: cSddae’E740bdE4r361452afdlzad
Serial Humber: dsSled

Exponent: 7dcarfcdlZb4bbes3eeStbhb31l52543
Sigmature Algorichm: shalWichRSAEn

Issusr: ST=M&, L=Foston,CHN=aaa, 0U=S
Mot Eefore: Tue &ug 26 11:1&:-43% 20
Not After: Thu Rug 27 ll:16:42 zoO
Subject: ST=MA_ L-Boston, CN=servera
ESE Public Key: (1024 bit)
Modulus: cSddaeSE5740bdAd54Z381452a
- l1ooo0L

SubjectiltNames:
Cercificare Data:

< | |

Generate Another Certificate I

< Back | Finish | Cancel |

Important! The processto get Server or Client Certificatesis same. You need to

specify which certificate you need and specify the parameters accordingly to get the
Server or Client certificate.
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6. Click Finish to go back to the File Manager panel as shown in Figure 22-2.

Requesting for a Certificate

Thisdialog or panel generates akey pair and a PK CS #10 certificate request which can be
used to request a server certificate.

The certificate request must be submitted to a certificate authority to generate a server
certificate. The certificate authority will useitsroot certificate to sign the server
certificate. The certificate request contains extensions suitable for server authentication.

1. Click the Create Certificate action button, =& .
Result: The New Certificate dialog appears, as shown in Figure 22-10.
2. Select the Certificate Type as Certificate Request and click Next.

Result: The Server or Client Certificate Type-Subject and Duration dialog is
displayed, as shown in Figure 22-17.

Figure 22-17 Certificate Request-Subject and Duration
x|

~Subject and Duration

Use the Following to specify the subject information about the certificate. The Cormmon Mame and Country are

required.

& Common Mame |serveraaa

CityfLocality [Boston

State/Province [ma

& Country [us -1

Grganization or Company [verizan

Organizational Linit [Services

Insert Info from 8950 A&A License

Use the Following to specify the length of time the certificate is valid. This valus is specified in number of days.

Duration 5 4]

~Adwanced

Specifies advanced properties of the certificate. In most cases, you will not need ta change these values,

algarithm [RSa =
Key Length [1024 4]
< Back Cancel |

3. Check if theinformationis correct and as you entered about the certificate. If required,
modify and click Next.

Result: The Certificate Request Password dialog is displayed, as shown in
Figure 22-18.
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Figure 22-18 Certificate Request Password dialog
|

Specify the password ko use ko encrypk the certificake request. Optionally, specify a File name to save the private key.

~Certificate Request Password

Certificate Password Icert 123

Private Key Filename Icert

< Back

Cancel |

4. Specify the password to use to encrypt the certificate request. Optionally, specify afile
name to save the private key. Click Next.

Result: The Certificate Request Complete dialog is displayed, as shown in
Figure 22-19.

Figure 22-19 Certificate Request Complete
x|

The configuration For the certificate is complete. Copy the Following text to your Certificate authority (CA) server to
generake certificates.

Zertificate Info Privake ey

l—————BEGIN CERTIFICATE REQUEST-—--- = |-———- BEZIN ENCRYPTED PRIVATE KEYT-----—

EGNVEASTCFNLonERTEZVaMPIvEATDWOODEwLnEXT E
c3Rwhj ELMARGAIUECENC TUEWyZ Swh 0T JHo ZThwol,
WemS7+mm7 3 2xdAinwIkk EgkulzryAn LV Ty 1 1TI 2 Top
QASVEZCHRSEOVES54C3iLMhYIvs I0aVHhbHE f qsr Gu F
VHsSHCwa43L1i7yU fhwlliz + EAwz T oKMARggdy POE T3,
CQ4xIDALMASCAl U ALY EAwI CuDATE gHWHSTTEDD AK
SwOBANUFAADEGOCIiiCOEA4One fofExQTh SRR IEF
1¥EingA c+iRO0SpWIPEErEbSEDS]  P+ELECI 1ix]
TEST+1AFEDKINTxo0S0wS+wce 02 /KELIaciSCIIE.T

<] | 1]

Generate Another Certificate I

MITEl=CCAUTACAQAWEDELMAKGALITEERMCYVVHMxEDAD, (MIICabAaBgkghlkiGowOEEQMwD 00T 5usZhTdSE+oC.

ayhHal /2i67iF7RILIICEPWI+1ERb A Z6htbhGs
7I0sHD frMLyDxyocITySqihEquiijklkCLade 1H
TN FE=Safubyx TdS3swE+D0rb) S04 fEL 9wy TGAS
SHL1I/HDAKLsnFl53GiS1xbakluslsiw3rachdTs
GEeBwmnAAALY Gsmikh /BEPEQSNCS 11 fnTwe WS CeTa
CEDUEPWAZ ln+ e ExrNoptBE1bFoHESVES1DThE= /WEL
48nwEITCP =M LE7uARL 2Dumo sy 3B Vw24 1BVrnI0
EyrLEJiDEIQcFlEyevbheYrQ9GReHHs x5S e2¥ a0
JuGDWEPOeonIHCZbARElvwESSgY LOoW £ 0ho F EXW
GClg4aKglR7EHSDaSCSYHRESNW+ENyahonsnt O] &
F101goXi/d01BbEIXE+Dalp3nhZkNY cdStHp LSw?
MPgr 523 GsusuENDE o Rz EZNORT s¥hb o R YD frln
EU4eQUpER03sWolgs SVE SbN=nTHr =4 FHQ 15 5hr vl
= CnWTIg==

4] | |

= Back I Finish I Cancel I

5. Click Finish to go back to the File Manager panel as shown in Figure 22-2.
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Viewing an existing Certificate

Thisdialog or panel alows you to select the type of certificate you want to create.
1. Click the Create Certificate action button, - .

Result: The New Certificate dialog appears, as shown in Figure 22-10.
2. Select the View Existing Certificate and click Next.

Result: The View Existing Certificate—Certificate File is displayed, as shown in
Figure 22-20.

Figure 22-20 View Existing Certificate-Certificate File
|

UUse the Following to specify the name of the File of the certificate you want to view. The File must exist in the run
direckary on the server, IF the certificate Fils is PKCS #12 (Public-Key Cryptography Standards), then enable that
property and specify the password. By default, if the file names specified do not contain a file extension, one will

automatically be added, On Windowes platforms, .cer is used, ©On other platforms, .pFx is used for PECS #12 and .pem
otherwise.

~Certificate Fil

Certificate File |cert.pem
File is PKCS #12 Format © Yes & Mo <

Certificate Password  cert123

< Back |2

Cancel |

3. Specify the name of thefile of the certificate that you want to view. The file must exist
in the run directory on the server. If the certificate fileis PKCS #12 (Public-key
Cryptography Standards), then enable that property and specify the password. By
default, if the file names specified do not contain afile extension, one will
automatically be added. On Windows platforms, .cer is used. On other platforms, .pfx
isused for PKCS #12 and .pem otherwise. Click Next.

Result: The Certificate Information dialog is displayed, as shown in Figure 22-21.
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Procedures for Creating Certificates

Figure 22-21

Certificate Information

A Certificate Manager x|

The contents of the specified certificate is displayed below.

Certificate Info

Private Key

fercificars Data
Version ;o3
Serial Number: 83633

Issuer: ST=MA, L=Boston,CHN=proot, 0U=3
Mot Before: Tue Aug 26 1l6:32:03 2008
Not After: Thu Aug =27 1l&:322:0% zZ009
Subject: ST=Mi L=Boston,CH=proot,0U=
BSA Public Key: (1024 hizc)
Modulus: 2e42E551£11117310ce?s74229
Exponent: 10001
= Fingerprint (MDS): 17 CE
= Fingerprint (SHA-1): BS
Extensions:

Keylfsage: nonRepudiation | hkeyCert
SubjectKeryTdentifier: ED:39:DE:16:

BasicConstraints: CA: yves (non-cri

Sigmature Algorithm: shalWithRSLEnor

I — ]

izenerate Another Certificate I

RSA Priwvace Hev: (1024 bic)
Modulus: 9e24Z551£11117310ce2674229%=d65
Exponent: 9952ef00265aclZz344fa971lecls

I — ]

< Back I Finish I Cancel I

4. Click Finish to go back to the File Manager panel as shown in Figure 22-2.

Procedures for Creating Certificates

Generating a Root Certificate

Important!

certificate.

N o g s~ wDdDPE

Do not run this procedure if you already have a self-signed root

From the 8950 AAA bin directory enter the following: ./aaa-cert -gui

From the GUI select Root Certificate and click Next >

Enter aCommon Name for your Root certificate, for example, MyRootCert.
Enter your country if it is other than the US.

Add any additional information and click Next >

Enter the password for encrypting the root certificate private key and click Next >

Enter the names of the certificate and trusted files, or accept the defaults, and click
Next >

8. Result: The contents of the certificate are displayed for your review. It isnot necessary
to record thisinformation; it will be included in thefile.

9. Click Generate Another Certificateto create aserver certificate or aclient certificate

OR

click Close to terminate the aaa-cert application.
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Generating a Server Certificate

© N o O WD

10.
11.

12.

13.

14.

Important! You must have a server certificate for certain EAP types, for example:
EAP-TLS, EAP-TTLS, EAP-PEAP.

If the aaa-cert GUI is not open, from the 8950 AAA bin directory, type:

.l aaa-cert -gui

From the GUI select Server Certificate and click Next >

Enter aCommon Name for your server certificate, for example, MyServerCert.
Enter your country if it is other than the US.

Enter the number of days to specify the validity of the certificate.

Add any additional information and click Next >

Enter the GNS name and click Next >

Enter the root file name and the password used to encrypt the root certificate private
key.
Enter the password for encrypting the server certificate private key.

Important! Record the password in a safe place. You will need it to generate server
and client certificates.

Click Next >

Enter the name of the root certificate file. See “ Generating a Root Certificate” on
page 18.

Enter aname for the server certificate file you are creating, or accept the defaults, and
click Next >

The contents of the certificate are displayed for your review. It is not necessary to
record thisinformation; it will beincluded in thefile.

Click Generate Another Certificateto create aclient certificate
OR
click Close to terminate the aaa-cert application.

Generating a Client Certificate

365-360-001R6.0

Important! You must have a client certificate for certain EAP types, for example:
EAP-TLS, EAP-TTLS, EAP-PEAP.

If the aaa-cert GUI is not open, from the 8950 AAA bin directory type:
.l aaa-cert -gui
From the GUI select Client Certificate and click Next >

Enter aCommon Name for your client certificate, for example, MyClientCert.
Enter your country if it is other than the US.
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5. Add any additional information and click Next >

6. Enter the password used to encrypt the root certificate private key.

7. Enter the password for encrypting the client certificate private key and click Next >
8

Enter the name of the root certificate file. See “ Generating a Root Certificate” on
page 18.
9. Enter aname for the client certificate file you are creating, or accept the defaults.

Important! If you are creating multiple client certificates, be sureto save each oneis
aseparatefile.

10. Click Next.

Result: The contents of the certificate are displayed for your review. It isnot necessary
to record thisinformation; it will be included in the file.

11. Click Generate Another Certificate to create another Client certificate
OR
click Close to terminate the aaa-cert application.

Notes on Using Certificates

Root Certificates

Root certificate files generated by aaa-cert contain an encoded X.509 certificate with
extensionsfor acertificate authority and the encrypted private key matching the public key
in the root certificate. A password is used to encrypt the private key and protect it from
public access.

Root certificates are signed with their own private key and therefore cannot be verified by
another certificate. Typically root certificates are verified by checking adigital fingerprint
published in a secure manner. Root certificates are installed on machines that need to
verify client and server certificates signed by the root certificate.

Rather than using aaa-cert to generate aroot certificate, aroot certificate from another
source, including another installation of 8950 AAA could be used for your site. However,
when using aaa-cert you must always have the private key for the Root certificate you will
be using and know the password used to encrypt the private key.

Server and Client Certificates

Server and Client certificate files generated by aaa-cert for contain: an encoded X.509
certificate with extensions for server or client authentication; the X.509 certificate used to
sign the certificate; and the encrypted private key matching the public key in the
certificate. A password is used to encrypt the private key and protect it from public access.
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How to Configure for a TLS Demo Out of the Box

Configuring the TLS Demo

Important! The following is a sample session showing the procedureto run TLS. It
starts from anew install using the PolicyAssistant. This sample session aso shows

how to test using the command line version of nrtest.

c:\work\ nr43\rel ease\ bui | d>pr onpt =- $G
->setup. bat -dir

C. \wor k\ 8950AAA - agree -server -adninUser admn -
adm nPass adm n -nogui

8950AAA Setup, Version 5 Copyright (c) 2008 Al catel -Lucent. Al

Ri ght s Reserved.
You are about to install 8950AAA
Enter 'X at any pronpt to exit the setup program

Usi ng Java version

Java(TM 2 Runtine Environment, Standard Edition
Sun M crosystens |nc.

Version: 1.5.0

From 'C: \Program Files\Java\j2rel.5.0'

8950AAA.

Pol i cyAssi stant is a predefined PolicyFlow that retrieves user

information froman LDAP Directory, RADI US User Fil e,

Dat abase, or Renpte RADI US Server. User authentication can be

done byW ndows NT, Unix, Plain Text Passwords, SecurlD and

Saf eVor d.

Note: Don't install the PolicyAssistant if you want to create your

own Pol i cyFl ow.
Do you want to install the PolicyAssistant : Y
Setting up for reading entries
Installing files to C \work\8950AAA

Copying File - accounting. ol d. sql

Copying File - acct. hsqgl dbCopying File - acct_net hods
Copying File - auth.hsqgldb

Copying File - authentication.old.sql

Copying File - auth_methods

Copying File - clean. hsqgl db

Copying File - data.config-info
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Copying File - data.dnis-info.csv

Copying File - data.real minfo.csv

Copying File - initial.hsqgldb

Copying File - Jdbc.acct _insert. map

Copying File - Jdbc.acct _insert. sql

Copying File - Jdbc.acct_insert_active. sq

Copying File - Jdbc.acct _nove. sq

Copying File - Jdbc. acct _update. map

Copying File - Jdbc. acct _update. sql

Copying File - Jdbc.old.acct _insert. map

Copying File - Jdbc.ol d.acct_insert. sql

Copying File - Jdbc. ol d. acct _update. nap

Copying File - Jdbc. ol d. acct _update. sql

Copying File - |og.hsqldb

Copying File - method_sel ect

Copying File - policyassistant_properties

Copying File - readne.txt

Copying File - users

Copying File - users.tenpl ates

Copying File - uss_counters

Updati ng Server Properties

Updating Security Properties

Updating SMI' Properties

Setting Up Database

Copyi ng License File

Copying File - nr.jar

Copying File - xerces.jar

Copying File - jakarta-oro.jar

Setting up for uninstal

Install ati on Conpl eted Successfully

->cd \ wor k\ 8950AAA\ r un\

- >p\Mj

C:. / wor k/ 8950AAA/ r un

->. .\ bin\aaa-cert -gui

Sel ected "Root Certificate" and filled out as in attachnents
rootl.jpg to root4.jpg

Sel ected " Generate Anot her”

Sel ected "Server Certificate" and filled out as in attachments
serverl.jpg to serverd.jpg

Sel ected " Generate Anot her”

Selected "Client Certificate" and filled out as in attachnents
clientl.jpg to client4.jpg

Exited App

->ls -1 *pem

- VWX WXT Wa 1 Admini strators None 2918 Mar 1 22:42
client.pemrwrwxrwa 1 Adm nistrators None 1954
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Mar 1 22:42 root. pemrwxrwrwa 1 Administrators None
2918 Mar 1 22: 42 server. pem rwxrwxrwa 1 Adm ni strators None

944 Mar 1 22:35 trusted. pem
Started SM. ...
-> . \bin\nrsnt -u admin -p admn -|

Confi gured PolicyAssistant accepting all of the included sanples

defaults up until the Authentication Page.
Expanded EAP section in Authentication types
Sel ected EAP-TLS, clicked next

Accepted defaults until TLS page. Used info in tlsl.jpg.

Accepted defaults for rest and sel ected save
exited SM.
Now have policy of:
->cat data.config-info
MyPol i cy
Pol i cyName="MyPol i cy"
User - Sour ce="UserFi | e"
Def aul t - Aut hType="EAP- TLS"
Assert ed- Aut h- Type="FALSE"
Connection-Limt="1"
Policy-Limt="-1"
User-Limt-Scope="Policy"
User Fi | eNane="user s"

Pr oxy- Acct - Enabl ed="FALSE"
User - Tenpl at e- Enabl ed=" FALSE"
Sessi on- Tenpl at es- Enabl ed=" TRUE"
Pol i cy- Tenpl at es- Enabl ed=" TRUE"
Tenpl at e- Fi | eNanme="user s. t enpl at es”
Pol i cy- Sessi on- Tenpl at e=" PPP"
Di sposition-On-M ssi ng- Tenpl at e="success”
EAP- Al | owed- Aut h- Types="EAP- TLS"
TLS- RsaCert Fil e="server. pent
TLS- RsaKeyPasswor d="t est - server"
TLS- Trust edFi | e="trust ed. pent
TLS- Fragment Si ze="1012"
Al | owed- Tr ansport s="/ EAP- TLS/ EAP- TLS"
Tunnel - Enabl ed=" FALSE"
TTLS- RsaCert Fi | e="server. penf
TTLS- RsaKeyPasswor d="t est - server"
Accounti ng- Met hod="Detai |l Fi | e"
Accounti ng- Fi |l eName="detai | "
Accounti ng- Fi | eRol | over Mode="Mont hl y"
->. .\bin\va start radius -1oglevel debug
8950AAA Radi us Server starting...
8950AAA Radi us Server initialized.
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Create a snall tuple file using notepad:

->cat tuple.txt

User - Nane = steve

NAS- | P- Address = 127.0.0.1

NAS- Port =1

And | aunch the RADIUS test tool in EAP-TLS node to check:

-> . \bin\nrtest -f tuple.txt -cbc EapTl s$Si npl eCal | back -id steve
-cfclient.pem-cp test-client -tf trusted. pem-v

Xmt: Access-Request
User - Name = "steve"
NAS- | P- Address = 127.0.0.1
NAS-Port =1
EAP- Message = "Response/ldentity(1l): data=steve"
Message- Aut henti cator = "00000000000000000000000000000000"

Packet authenticator is valid
Recv: Access-Chal |l enge after 1953 ns.
Message- Aut henti cator = "60B6D929DFES86EE6CIBA69COF267EFD9"
State = "1"
Sessi on- Ti neout = 180
EAP- Message = "Request/EAP-TLS(2): flags=20(S) "

Sending a 0 byte nmessage to the EAP TLS client:
Recei ved a 108 byte nessage fromthe EAP TLS client:
Handshake, v3. 1
ClientHello
version 3.1
random =
404431C306BC65BFD2EDC94DF4D768528F6F1A0F86BAA9DO0OCF94E100187
6D70
session_id =
ci pher _suites
TLS RSA W TH_AES 256_CBC_SHA
TLS DHE DSS W TH AES 256 CBC SHA
TLS DHE_RSA W TH_AES 256_CBC_SHA
TLS DH DSS W TH_AES 256_CBC_SHA
TLS DH RSA W TH_AES 256 CBC_SHA
TLS RSA W TH_3DES EDE_CBC_SHA
TLS DHE_DSS W TH_3DES_EDE_CBC_SHA
TLS DHE_RSA W TH_3DES_EDE_CBC_SHA
TLS DH DSS W TH_3DES_EDE_CBC_SHA
TLS DH RSA W TH_3DES_EDE_CBC_SHA
TLS RSA W TH _AES 128 CBC SHA
TLS DHE_DSS W TH_AES 128 CBC_SHA
TLS DHE_RSA W TH_AES 128 CBC_SHA
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TLS DH DSS W TH_AES 128 CBC_SHA
TLS DH RSA W TH_AES 128 CBC_SHA
TLS RSA W TH DES_CBC_SHA
TLS DHE DSS W TH_DES_CBC_SHA
TLS DHE RSA W TH_DES_CBC_SHA
TLS DH DSS W TH_DES_CBC_SHA
TLS DH RSA W TH_DES_CBC_SHA
TLS_RSA EXPORT1024_W TH_DES_CBC_SHA
TLS DHE DSS EXPORT1024 W TH DES_CBC_SHA
TLS_RSA EXPORT_W TH_DES40_CBC_SHA
TLS _DHE _DSS EXPORT_W TH_DES40_CBC_SHA
TLS_DHE_RSA EXPORT_W TH_DES40_CBC_SHA
TLS _DH DSS_EXPORT_W TH_DES40_CBC_SHA
TLS DH RSA EXPORT_W TH_DES40_CBC_SHA
TLS_RSA EXPORT_W TH_RC2_CBC 40 _MD5
TLS _DH anon_W TH_AES 256_CBC_SHA
TLS DH anon_W TH_AES 128 CBC_SHA

conpr essi on_net hods
NULL

Xmt: Access-Request
User - Name = "steve"
NAS- | P- Address = 127.0.0.1
NAS-Port =1
Message- Aut henti cat or = "00000000000000000000000000000000"
EAP- Message = "Response/ EAP- TLS(2): flags=80(L)

nsg. | engt h=108fr ag. | engt h=108"

State = "1"

Packet authenticator is valid
Recv: Access-Chal l enge after 80 ms.
Message- Aut henti cator = " C3A04508C76346818988A473A60DAIFF"
State = "2"
Sessi on- Ti meout = 180
EAP- Message = "Request/EAP-TLS(3): flags=C0(LM
neg. | engt h=1515
frag. | engt h=1002"

Acki ng TLS fragnent
Xmt: Access-Request
User - Name = "steve"
NAS- | P- Address = 127.0.0.1
NAS-Port =1
Message- Aut henti cator = "00000000000000000000000000000000"
EAP- Message = "Response/ EAP-TLS(3): flags=00()"
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State = "2"

Packet authenticator is valid
Recv: Access-Chall enge after 30 ns.
Message- Aut henti cator = "95224CCC2B120F28B9269A5A43BB17AE"
State = "3"
Sessi on- Ti neout = 180
EAP- Message = "Request/EAP-TLS(4): flags=00()
frag. | engt h=513"
Sendi ng a 1515 byte nmessage to the EAP TLS client:
Handshake, v3. 1
ServerHell o
version 3.1
random =
404431C5EC97CB06362A839E2844835F197242365A832C2F5D4B7060E46C55C
B
session_id = 4617932DD7F525296FCADC70844DD701
ci pher _suite = TLS RSA W TH_3DES_EDE CBC_SHA
conpr essi on_net hod = NULL
Certificate
Certificat eRequest
Server Hel | oDone

Recei ved a 1646 byte nessage fromthe EAP TLS client:
Handshake, v3. 1
Certificate
d i ent KeyExchange
Handshake, v3. 1
CertificateVerify
ChangeCi pher Spec, v3.1
Handshake, v3. 1
Fi ni shed

Xmt: Access- Request
User - Name = "steve"
NAS- | P- Address = 127.0.0.1
NAS-Port =1
Message- Aut henti cator = "00000000000000000000000000000000"
EAP- Message = "Response/ EAP- TLS(4):

fl ags=CO0(LM nsg. | engt h=1646

frag. | engt h=1002"

State = "3"

Packet authenticator is valid
Recv: Access-Chall enge after 10 ns.
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Message- Aut henti cator = "84752505CFB9AE3678B6013BDFDE3F32"
State = "4"

Sessi on-Ti neout = 180

EAP- Message = "Request/EAP-TLS(5): flags=00() "

Xmt: Access-Request
User- Nane = "steve"

NAS- | P- Address = 127.0.0.1
NAS- Port = 1

Message- Aut henti cator = "00000000000000000000000000000000"
EAP- Message = "Response/ EAP-TLS(5): fl ags=00()
frag. | engt h=644"
State = "4"
Packet authenticator is valid
Recv: Access-Chall enge after 331 ns.
Message- Aut henti cator = " 136C3CE06532EB5D3787339DADEB32DC!
State = "5"
Sessi on- Ti neout = 180
EAP- Message = "Request/EAP-TLS(6): flags=80(L)
neg. | engt h=51frag. | engt h=51"

Sending a 51 byte nessage to the EAP TLS client:
ChangeCi pher Spec, v3.1
Handshake, v3. 1

Fi ni shed

Handshake Conpl et e:

Ci pher suite = SSL_RSA W TH 3DES EDE CBC _SHA
Session ID =

i d:46: 173: 2D7: F5: 25: 29: 6F: CACO: 84: 4D7: 01Acki ng TLS
f ragment

Xmt: Access-Request
User - Name = "steve"

NAS- | P- Address = 127.0.0.1
NAS- Port =1

Message- Aut henti cator =

" 00000000000000000000000000000000"
EAP- Message = "Response/ EAP-TLS(6): flags=00()"
State = "5"

Packet authenti cator

is valid
Recv:

Access- Accept after 80 ns.
Servi ce- Type = Franed- User
Fr aned- Prot ocol = PPP

Fr aned- | P- Address = 192. 168. 10. 6
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Franed- | P- Net mask = 255. 255. 255. 255

Franmed- Routi ng = Broadcast-Li sten

Filter-1d = "std. ppp"

Franmed- MTU = 1500

Fr anmed- Conpr essi on = Van-Jacobson-TCP-1 P

Message- Aut henti cat or = " A68A3FFF3FABCADFDCABOESDBE2F561B"

MS- MPPE- Recv- Key =

FABFAE108DF391ED40OFBICD5F20734C45D503F3CAFDDBC72E242C7E90F8

83CC0

Ms- MPPE- Send- Key =
9613F55C951DB46E298647818E8771E04392FEA91E62337C6315332A36C484F
6

EAP- Message = "Success(6)"
requests: 6

access-request . 6
with State : 5
wi thout State 1
accounti ng-request 0
ot her - r equest )
replies: 6
access-accept 1
with state . 0
wi t hout state 1
access-reject 0
access-chal | enge . 5
with state 5
wi t hout state . 0
account - response 0
ot her -response 0
timeouts: O
errors: 0

retries: O

m scErrs: 0O

transaction count: 1

el apsed tinme(ns): 3065

trans per second: 0.3262642740619902
seconds per tran: 3.065

->tail -40 policy.log
2864 <pl ugi n. Conpar e. #Aut oCheckLeftovers> I nput2 =
2864 <pl ugi n. Conpar e. #Aut oCheckLeft overs> Qperator is '==

2864 <pl ugi n. Conpar e. #Aut oCheckLef t over s> SUCCESS - - Conparlson
is true.

2864 <engi ne. worker. 9> ACCEPT -- Aut oChecks conpl ete
2864 <engi ne. wor ker. 9> #Aut oCheckLeftovers exits by ACCEPT --
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Aut oChecks
conpl ete
2864 <engi ne. worker. 9> Reply encode:
Servi ce- Type = Franed- User
Fr amed- Prot ocol = PPP
Framed- | P- Address = 192. 168. 10. 6
Franmed- | P- Net mask = 255. 255. 255. 255
Franed- Routi ng = Broadcast-Listen
Filter-1d = "std. ppp"
Franmed- MTU = 1500
Fr aned- Conpr essi on = Van-Jacobson-TCP-1 P
EAP- Message = "Success(6)"
Message- Aut henti cator = "00000000000000000000000000000000"
MS- MPPE- Recv- Key
=F4ABF4E108DF391ED40FB9CD5F20734CA5D503F3CAFDDBC72E242C7E90
F883CC0
MS- MPPE- Send- Key
=9613F55C951DB46E298647818E8771E04392FEA91E62337C6315332A36C484
F6

2874 <engi ne.worker. 9> Reply attribute dunp

Servi ce- Type = Franed- User

Fr amed- Prot ocol = PPP

Franed- | P- Address = 192. 168. 10. 6

Franmed- | P- Net mask = 255. 255. 255. 255

Framed- Routi ng = Broadcast-Listen

Filter-1d = "std. ppp"

Franmed- MTU = 1500

Fr amed- Conpr essi on = Van-Jacobson- TCP-| P

EAP- Message = "Success(6)"

Message- Aut henti cat or = "00000000000000000000000000000000"

M5- MPPE- Recv- Key
=FABF4E108DF391ED40FBOCD5F20734C4A5D503F3CAFDDBC72E242C7E90
F883CC0

M5- MPPE- Send- Key
=9613F55C951DB46E298647818E8771E04392FEA91E62337C6315332A36C484
F6

2004/ 03/ 01 23:04: 20. 006 <stateserver.entry.tinmeout> State change:
waiting-for-start to inactive
entry: 127.0.0.1+1 | NACTI VE conpl et e
nod: Mon Mar 01 23:04:20 PST 2004
ev: Mon Mar 01 23:03:34 PST 2004
exp: <none>
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Part VI: Database Tools
Navigation Pane

Overview

Purpose
This part consolidates the chapter(s) related to Database Tools in the SMT Navigation

pane.
Contents
This part includes the following chapter(s).
Chapter 23, “Creating and Managing User Profiles with the Built-in Database’ 23-1
v
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23 Creating and Managing
User Profiles with the
Built-in Database

Overview

Purpose

The 8950 AAA Server Management Tool (SMT) provides two ways to manage user
profiles: standard RADIUS, text-based user files and a built-in database. The 8950 AAA
built-in database is available for managing user profiles and storing accounting records.

The following topics are included in this chapter:

Understanding Database Users 23-1
Logging in to the Database 23-2
Creating and Managing User Profiles 23-3
Understanding Database SQL Tool 23-19
Managing Hypersonic Database Users 23-22

Understanding Database Users

Database Users

Important! This section applies ONLY to the built-in database. If you are using a
third-party database, consult the vendor's documentation about creating a database
administrative user.

The built-in database, like any other database, requires database manager accounts. In
8950 AAA these are called Database Users. When 8950 AAA isfirst installed thereis one
Database User account enabled, the System Administrator. The user name for this account
is“sa’ (System Administrator) and there is no password. The first task of the database
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administrator isto assign a password and, if necessary for the site, create additional
database user accounts for other people who will manage user profiles or perform database
administration tasks.

Important! Database Users are special database managers and administrators and
are not the same as the users defined in User Profiles. Database users are those people
who will manage the built-in database and manage User Profiles.

Logging in to the Database

Logging into the Database

To launch the Database Tools, click the Database button, E , from the SMT toolbar that
appears at the top of the SMT interface. Thisisavailablein the row of buttons as displayed
in Figure 23-1.

Figure 23-1 SMT-Toolbar
oo 1o 3| mlmlcz\mm) 2| a| (2 2 o] o] l] o]] ]

The Database button allows you to launch Database Tools in another process.

When you click on the Database button you see the following options.

« User Profiles Tool

« Database Table Tool

« Database SQL Tool

e Manage Hypersonic Database Users

You can choose to do perform any of the options that are displayed, by selecting the
appropriate option.

The Database Table Tool option allows you to create and manage database user accounts.
Select Database Table Tooal... from the Database options to open this dialog. The
Database Table Tool-Login panel appears as shown in Figure 23-2.
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Figure 23-2 Database Table Tool-Login panell

A 8950 AAA Database Table Tool - localhost

7=

rrrrrrr

Important! The database server is embedded in the 8950 AAA server and starts
automatically. Therefore, it isimportant to remember that in order to manage users, the

8950 AAA server must be running.

The purpose of the Database Table Tool dialog isto allow the database administrator to log
in to the database. Use the administrator credentialsto login for the first time. You will be
able to add a password and add additional database users after you connect.

Creating and Managing User Profiles

Creating and managing User Profiles

A database can be used to hold user profiles. This section discusses use of the built-in
8950 AAA database for creating and managing user profiles for network users.

Important! The Database Table Tool provides accessto al tablesin the built-in 8950
AAA database. Initially only the User, Accounting and Log views are available.
However, if additional views are added, they will also be available in thistool.

If you are only going to manage user profilesit is recommended that you use the User
Profiles panel which has support for this function only. Other than being limited to
editing user profiles, the User Profiles panel functions is almost the same as the
Database Table Tool. For your reference, both the User Profiles tool and the Database

Tabletool are explained in the following sections.

Opening the User Profiles Tool
To open the User Profilestool:

1. Click the Database button and select the User Profiles Tool... option. The User
Profiles Tool connection panel is displayed, as shown in Figure 23-3.
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Figure 23-3 Accessing the User Profiles Tool Panel

A 8950 Ann User Profiles Tool — localhost

=TS |

User Profiles Tos! | Log Messages |

Enter the Following information to log inta your database.
et

Copyright (c) 2008 Alcstel-Lucent. All rights reserved.

1zmor 1em |

2. Select the appropriate DB Name, enter a User Name, and Passwor d.

3. Click Connect. The User Profiles Tool—options panel appears as depicted in
Figure 23-4.

Figure 23-4 User Profiles Tool Panel-options

D 8950 AAA User Profiles Tool - localhost =1 ]

User Profiles Tool | Log Messages |

B & e|=|a@| v x| s

USER_MAME | LISER. _REALM | PASSWORD | CHECK _TEMPLATE | REPLY. _TEMPLATE | GENERIC1 | GEMERICZ |GENERICS | GEMERICH | GENERIC!

Userl [abe. carn |useraas [Crully [rully [Cruilly [¢ruilly [¢rully [rully [Crully

uuuuu [svz.com [aserbbb [ty [traiy [Crity [ty [ty [traiy [ty

1| | |
Query Found 2 recards (Time: 00:00)

<<<<<<<<<< 1 nfo | cese |

Understanding the User Profiles Tool Panel
The User Profiles Tool panel contains the following sections.

« A Table View, that is a predefined presentation of data from the User’stable. The
display area shows data from the table and contains only certain rows or only specific
columns. You can edit table contents and manage table views from this panel.

« Containsaset of action buttonsin the top of the display areato modify the contents of
atable. The function of each button islisted in Table 23-1 on page 7.
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Assaid earlier, the User Profiles Tool is amost the same as the Database Table Tool. To
try out the actions that can be taken on this panel and to understand more about these
functionality, refer to “Understanding the Database Table Tool Panel” on page 6.

Opening the Database Table Tool
To open the database table tool:
1. Click the Database button and select the Database Table Tooal... option. The Database
Table Tool connection panel is displayed, as shown in Figure 23-5.

Figure 23-5 Accessing the Database Table Tool Panel

A 8950 AnA Database Table Tool - localhost P =1 S |

Datobase Table Too! | Log Messages |

Enter the Fallowing information ta lag inte your database.
Consult your databass documentation or sdministrator for this information.
Derby Cannec
Hast | 1P Addre.
Port
DDDDDD =
User Mame
;;;;;;; ]
Conned 3 Close
Disconnect t | addview.. | remove view | mfo.. | clese |

2. Select the appropriate DB Name, enter the User Name, and Password.

3. Click Connect. The Database Table Tool—options panel appears as depicted in
Figure 23-6.

Figure 23-6 Database Table Tool Panel-options

A 6950 AAA Database Table Tool - localhost — 1o >
Database Table

| | Log Messages |

Auth

Currently no records are selected From the table.

lick the 'Query All' butten below £ query all records From the table
or click the 'Gusry Filker' button ko query a subset of the records

ouery @l | ouery Fiker |

4. Select the Database Table Tool tab and click Query ALL. The Database Table Tool
panel appears as depicted in Figure 23-7.

365-360-001R6.0 23-5
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Creating and Managing User Profiles with the Built-in Creating and Managing User Profiles
Database

= 1Ol x|

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Understanding the Database Table Tool Panel
The Database Table Tool panel contains the following sections.

« Thetableview list appears on the left side of the panel and lists the names of all
available views.

Important! Thetablesthat are displayed in the left side of the panel are specific to
the users. These are different for each user(s) and are displayed as they are defined in
the 8950 AAA database.

A Tableis adatabase file that contains rows of information. Each row in atable
represents arecord and each row contains one or more columns or fields. The example
8950 AAA supported schema (shown in the following sections) contains 4 tables:

« Authentication for User Profiles

« Accounting for storage of RADIUS accounting records

« Active-Accounting

» Boot-Records

A Table View is a predefined presentation of data from atable. A view may contain only
certain rows or only specific columns. It is possible to have more than one view for atable.
For example, one view might list only usersin the realm “foo.com” while another view
would only list usersin “bar.com.” With the SMT Database Table Tool you can describe a
range of views to help you manage your data. You can edit table contents and manage
table views from this panel.
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« Thedisplay area shows data from the currently selected table and view. Use the action
buttons in the top of the display areato modify the contents of atable. The function of
each button islisted in Table 23-1.

Table 23-1 Database Table Tool-Action buttons

Name Description Icon
Insert Add arecord in the current panel after the

selected row. If no row isselected, therecordis E

inserted at the end of the table or list.
Edit Edit the values for the selected record. Iﬁ
Delete Removes the sel ected row from the active table

or view. E
Delete All Removes all records from the active table or

view H

Copy Duplicates the selected record. The duplicate

record is inserted after the selected record.
Filter Define selection criteriato control the records

to display. N
Query All Clears any defined filter criteriaand

displays/queries al the records. | L

Import User File Import user profiles from a RADIUS text file. @
Export User File Export user profiles to acomma delimited file. @
Configure Table Select which columns to use in your User
Profiles. Define defavllt filter criteriafor S
displays.
T S
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« Usethe control buttons at the bottom of the screen to manage the available table views.
They are described in Table 23-2.

Table 23-2 Control Buttons

Name Description

Disconnect Disconnect from the database.

Add View Start the procedure to create a view that will be added to
thetable view list.

Remove View Delete aview from the table view list.

Information Display database information including the database

name, database version number, database driver, and
database driver version number.

Close Remove the Database Table Tool panel.

Figure 23-8 Sample Table Showing information

_ o) x|

{rull)
(nully

Query Found 3 records (Time: 00;00)

Figure 23-8 shows atable with available fields/information. The check and reply template
fields are intended for template names and the generic 1 through 5 fields are for whatever
use you desire. Note that the PolicyAssistant does not support use of the generic fields. So,
while you may place data into these fields, that data cannot be used in your policies.

8950 AAA supports a predefined database schemafor storage of user profiles. However, it
ispossible for you to edit this schema to remove unneeded columns (fields) and rename
fields to more useful settings. When using the PolicyAssistant you may only change the
names of the generic fields.

Table Management

The following procedures list steps for creating and managing records within a table.

23-8 365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Creating and Managing User Profiles with the Built-in Creating and Managing User Profiles
Database

Panel Modification Buttons are listed in Table 23-1 on page 7.

Insert a Record within the Current Panel
To create a new record within the current table, perform the following steps:
1. Click the Insert action button.

Result: The Insert/Edit Record window appears as shown in Figure 23-9.

Figure 23-9 DB Table Too-Insert/Edit Record

T Insert f Edit Record @
& User Mame
# User Realm
Passwor d

Authentication Type
CHECK-GROUP
CHECK-AVPS
REPLY-GROUP
REPLY-AVPS
GENERICL

2. Enter information into the required fields, User Name, User Realm. Enter
information into the non-required fields as desired.

3. Sdect OK or Cancdl.

Click OK to accept the new record data. A confirmation prompt appears indicating
that the table will be updated.

Click Cancel to reject the new record.
In either case, return is made to the previous screen.

Edit a Record
To edit arecord within the current table, perform the following steps:
1. Select therecord to edit.
2. Click the Edit action button.

Result: The Insert / Edit Record window appears showing the fields of the selected
record as shown in Figure 23-10.
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Figure 23-10 DB Table Tool-Selected Record

T Insert / Edit Record EJ
# User Mame sa|
@ User Realm
Passwot d

Authentication Typs
CHECK-GROURP
CHECK-AYPS
REPLY-GROUP
REPLY-AVPS
GENERICL

[ ok ][ cancel | [ Revert |

3. Add or modify information as desired.
4. Select OK, Cancel, or Revert.

Click OK to accept the modified record data. A confirmation prompt appears
indicating that the table will be updated.

Click Cancel to rgject the modified record. In either case, return is made to the
previous screen.

Click Revert to undo the modifications that have not been saved.

After selecting OK or Cancel, return is made to the previous screen; after selecting
Revert, the Insert/Edit Record window continues to be displayed.

Delete a Record
To delete arecord within the current table, perform the following steps:

1. Sedlect the record to delete.
2. Click the Delete action button.

Result: The selected record is deleted from the current table.

Important! Thereisno operation to undo the record deletion.

Delete All Records
To delete all records within the current table, perform the following steps:
1. Click the Delete All action button.

Result: A confirmation window appears, as displayed in Figure 23-11.
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Figure 23-11 DB Table Tool-Delete All Records Confirmation

2.

Copy Records

/D Delete All Records =]

Are you sure you want ko remove BLL the records From the database?

I~ Confirm Removal of ALL Rows

o

Select Yesto delete all records or No to cancel the request.

This procedure alows you to use an existing record as a template for a new record within
the current table. It isrequired that the new record is unique; therefore, you must modify at
least one of the required fields (User Name, User Realm) before creating the new record.
The steps of the procedure are as follows:

1.
2.

Filter Records

Select the record to copy.

Click the Copy action button.

Result: The Insert / Edit Record window appears as shown in Figure 23-10.

Modify at least one of the required fields to insure the unigqueness of the new record.
Modify any of the non-required fields as desired.

Select OK, Cancel, or Revert.

Click OK to accept the modified record data. A confirmation prompt appears
indicating that the table will be updated.

Click Cancel to reject the modified record. In either case, return is made to the
previous screen.

Click Revert to undo the modifications that have not been saved.

After selecting OK or Cancel, return is made to the previous screen; after selecting
Revert, the Insert/Edit Record window continues to be displayed.

This procedure alows you to query records from the current table using a defined set of
criteria. After the query is performed, resulting records are displayed. This command
customizes the view of the records; it does not delete records. To disable the filter, click
the Query all records action button.

The steps of the procedure are as follows:

1.

365-360-001R6.0
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Click the Filter action button.

Result: The Filter Records window appears as shown in Figure 23-12.
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Figure 23-12 DB Table Tool-Filter Records

Enter the desired filtering criceria in the fields belows. Use the '%%' character as the wildcard character. Meaning 'Sa%’
will makch 'Sam’ and 'Sally’. IF a field is empty, it is not included in the Filker,

User Mame |
User Realm

Password
Authenticakion Type
CHECK-GROUP
CHECK-AMPS
REPLY-GROLUP
REPLY-AVPS

GEMERIC1

[ (=13 ][ Cancel ][ Revert ]

2. Enter datawithin the fields of the Filter Records window to create filtering criteria.
The data will be used for arecord search by matching field values within the existing
table.

3. Select OK, Cancdl, or Revert.
Click OK to accept the filter. Return is made to the new table view.
Click Cancel to reject thefilter. The original table view is displayed.

Click Revert to undo modifications that have not been saved. This allows you to re-
enter data.

After clicking OK, the table view appears as shown in Figure 23-13.
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Figure 23-13 Sample Filter Results
=T
Database Table Toal | Log Messages |

~Authenticatior

B ey | Bl S|E| @] v | %|&| P| @

@ Boot-Records USER_MAME  USER_REALM | PASSWORD CHECK_TEMPLATE REPLY_TEMPLATE |GEMERIC1 GEMERICZ |GEMEL
Userl

Rl

| >
Guery Found 2 records [ Time: 00:00)
Disconnect | | Add view... [ wfa.. || ciose |
Copyright () 2008 Alcatel-Lucent. All rights reserved. 16M of 17M

Clear a Filter and Query all records

To disable the current filter, perform the following steps:
1. Click the Query all records action button.

Result: The table with its original set of records appears.
Import User File

This procedure alows you to copy datafrom afileto anew record within the current table.
The steps of the procedure are as follows:

1. Click the Import User File action button.

Result: The Import Information window appears as shown in Figure 23-14.
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Creating and Managing User Profiles

Figure 23-14 DB Table Tool-Import Information

D Import Information @

Use the Following to impart a File. First select the file name and specify the type of File wou are importing. IF you are
importing a user file, then enter the attribute name from the file into each of the column fields below. IF you are
importing a delimited File, enter the column number in the Field below ta correspond ta the column number in the File.

# File Marne |
# Fila Type

@ Lser Name

# User Realm

Password

Authentication Type
CHECK-GROUP
CHECK-AYPS
REPLY-GROUP
REPLY-AYPS

GEMERICL

Field ko Hold Check Trems
Field ta Hold Reply Items

[ OF ][ Cancel ][ Revert ]

)

~

2. Enter datain the required fields.

File Name requires an absolute directory path that may be typed within the field or
selected using the browse button that follows the field.

Set the value of File Type by choosing one of the list items of thisfield, as shownin
Figure 23-15. Enterlf you intend to import a user file, then enter the attribute name
from thefileinto each of the column fields. If you wish to import adelimited file, enter
the column number in the field to correspond to the column number in the file.
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Figure 23-15 DB Table Tool-File Type List

Configure a Table

4 Import Information |

Use the Following to import a File. First select the File name and specify the type of File wou are importing. IF you are
importing a user file, then enter the attribute name from the File into each of the column Fields below. IF you are
importing a delimited File, enter the column number in the Field below to correspond o the column number in the File,

# File Mame I I
# File Type | ~ |
W

=unspecified >

User File

Liser Realm Comma Delirmited File
Space)Tab Delimited File

User Marme

Password

CHECK-TEMPLATE

Reply-Template

GEMERICL

GEMERICS

|

|

|

GEMERICZ |
|

GEMERICH |
|

GEMERICS

Field ko Hold Check Items I

Ll 11|

Field ta Hald Reply Ikems I

OK I Cancel I Rewert

Set the values of User Name and User Ream.
Sdlect OK, Cancel, or Revert.

Click OK to accept the modified record data. A confirmation prompt appears
indicating that the table will be updated.

Click Cancel to reject the modified record.
Click Revert to undo the modifications that have not been saved.

After selecting OK or Cancel, return is made to the previous screen; after selecting
Revert, the Import Information window continues to be displayed.

This procedure alows you to control the configuration of the current table. Configuration
elementsinclude:

Alias name of the table

Table name

Columns that are displayed
Automatic initialization of table fields
Initial table filter

Sorting criteria

The steps of the procedure are as follows:

1. Click the Table Configuration Options action button.

365-360-001R6.0
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Figure 23-16 Database Preferences-Alias and Table Names
x|

Enter the Following information abouk the database table you want ko use,

The Alias name is used as the title of the table, It can be any arbitrary kext, aAlso, enter the name of the
table or click the Folder button to select the table From the datbase tables.

# Alias Mame For the Table I.\'—\uthenticatiun

& Table Name Iaaadb.."—\UTHENTICF\TION _I

Mext = I Cancel I

Enter the Alias Name and the Table Name for the table. You may select a Table Name by
clicking the folder button that appears after the Table Name field. In this case, alist of
allowable table namesis displayed as shown in Figure 23-17. Select the Table Name and
click the Open button.

Figure 23-17 Database Preferences-Table Names

#* Table Name x|

AAADE, ACCOUNTING
A8A0E. ACTIVE

AAADE, ALUTHEMTICATION
AAADE, BOOT

Qpen I Cancel |

When done, click Next on the Database Preferences window.

Result: The Database Preferences window appears as shown in Figure 23-18.
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Figure 23-18 Database Preferences-Selected Columns

2.

A Database Preferences x|
Select the columns from the table that wou want to display and edit. To add a column, select it from the 'Table
Columns' lisk and click the Add button.
Required fields {Primary Key and columns marked as non null) are shown in bold.
Table Columns Selected Columns
N USER_REALM
PASSWORD PASSWORD
CHECK_TEMPLATE CHECK_TEMPLATE
REPLY_TEMPLATE REPLY_TEMPLATE
GEMERIC] N | GEMERICL
GEMERICZ GEMERICEZ
GEMERICS o= | GEMERICS & |
GEMERIC4 GEMERICH
GEMERICS GEMERICS
Dl)l & |
a4 |
= Back | Mext = | Cancel I

Use this window to determine the table columns to be displaved. To do this, select a
name from the Table Columns list and click the Add button @ . The name appears
within the Selected Columns list.

To select all table columns, click the Add All button [».
Bold Table Column names indicate columns that are required.
When done, click Next on the Database Preferences window.

Result: The Database Preferences window appears as shown in Figure 23-19.
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Figure 23-19 Database Preferences-Initialization and Filter
x

IF you wank to display the records in the table when you log in to the database, enable the 'Display
Records on Initiglization' below, By default, all records are queried if this option is enabled, You can
specify the starting query filker below,

Display Records on Initislization (% ¥es (" Mo A

Enter the desired filkering criteria in the fields below, Use the '%%' character as the wildcard character,
Meaning 'Sa%:" will match 'Sam’ and 'Sally', IF a Field is empty, it is nok included in the filker.

User Mame

User Realm

Password

CHECK-TEMPLATE

Reply-Template

GEMERICZ

GEMERICS

GEMERIC#

I
I
I
I
I
GEMERICI |
I
I
I
I

GEMERICS

< Back | Mexk = | Cancel |

3. TheDisplay Recordson Initialization is disabled by default. Select the Yes (Enable)
button. This ensures that al records are queried and displayed as soon as you login to
the database. To prevent the display, disable the checkbox by selecting No.

The remaining fields on this window allow you to create afilter that is used for the
initial display of table records. For information on filtering, refer to “Filter Records’
on page 11.

When done, click Next on the Database Preferences window.

Result: The Database Preferences window appears as shown in Figure 23-20.
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s
click the Add bukton.
Grder By Columns

LISER_MAME

_REALM
PASSWORD
CHECKE _TEMPLATE
REPLY_TEMPLATE
GENERICL
GENERICZ
GENERICS
GENERICH
GEMERICS

&l3]ele
[elo

= Back I Flext > I Cancel I

4. Use thiswindow to customize the current table by sorting the rows as desired. To do
this, select a name from the Selected Columnsllist and click the Add button = . The
name appears within the Order By Columns list.

To select all table columns, click the Add All button [».

To reorder the Order By Columns list, select an item to move within the list and click
the Move Up button |4 or click the M ove Down button [ .

To delete all records, click the Delete all records 4.
When done, click Next on the Database Preferences window.

Result: The Database Preferences window appears with a message stating that the
procedure is complete.

5. Click Finish to return to the Database Table Tool panel or click Back to return to the
previous window.

Understanding Database SQL Tool

Using the Database SQL Tool

The database SQL Tool can be used to run SQL commands and get required results. This
section discusses the use of the built-in 8950 AAA SQL database tool for running and
managing queries of the network users.

Important! The Database SQL Tool provides accessto all tablesin the built-in 8950
AAA database.

365-360-001R6.0 23-19
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Opening the Database SQL Tool
To open the Database SQL tool:
1. Click the Database button and select the Database SQL Tool... option. The Database
SQL Tool connection panel is displayed, as shown in Figure 23-21.

Figure 23-21 Accessing the Database SQL Tool Panel

2. Select the appropriate DB Name, enter a User Name, and Passwor d.

3. Click Connect. The Database SQL Tool-Blank screen panel is displayed as shownin
Figure 23-22.

Figure 23-22 Database SQL Tool Panel-Blank screen

" 8950 AAA Database SQL Tool - —lol x|

Database SQL Tool | Log Messages |

gaaocv

|SQL Comman

Important! The display areawill be blank as no datais selected or no SQL
command is executed. Use the action buttons in the right side of the SQL Command
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areato execute the required commands. The function of each of these buttons arelisted
in Table 23-3.

Table 23-3 Database SQL Tool Panel-Action buttons

Name Description Icon

Execute Command Executes the SQL command that is typed in the
SQL Command area of the Database SQL Tool [3'
panel.

The shortcut key F4 can also be used to execute
the command.

Open Script File Displaysalist of available Configuration filesin
the database. =

Select the required file and click Open.

Database Tables Displaysthe list of available tablesin the
database. =

Select the required table and click Select.

Database Fields Displaysthelist of available tables and the fields
corresponding to those tablesin the database. [

Select the required table and fields and click
Select.

History of Commands Displays the list of commands executed. %

Select the required command and click Select to
repeat the execution of the same command.

4. Enter any SQL command that you like and click on the Execute Command button.
When a SQL command, as shown in Figure 23-23, is provided in the Database SQL
Tool panel and executed, appropriate values are displayed as shown in the Database
SQL Tool panel as shown in Figure 23-23.
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5. Usethe control buttons at the bottom of the screen to manage the available table views.
They are described in Table 23-4.

Table 23-4 Database SQL Tool panel-Control buttons

Name Description

Disconnect Disconnects from the database.

Clear Clears the Database SQL Tool panel.

Control Displays or hides the action buttons and SQL Command
window from the view list.

Close Removes the Database Table Tool panel.

Managing Hypersonic Database Users

About Managing Hypersonic database users

As pexplained earlier, a database is used to hold different type of user profiles. This
section discusses use of the Hypersonic database for creating and managing user profiles
for network users.

Opening the Hypersonic Database Users Tool
To open the database table tool:
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Managing Hypersonic Database Users

1. Click the Database button and select the M anage Hyper sonic Database User s...

Figure 23-24 Manage Hypersonic Database Users connection Panel

Manage Hypersonic Databass Users | Log Messages 1

Enter the following information ko log into your database,
Consult your dstabase d

ntation or administrator For this information.

Port

BErmee |

option. The Manage Hypersonic Database Users connection panel is displayed, as
shown in Figure 23-24.

I =1 ]

2. Specify appropriate Host / | P Address, Port, User Name, and Password.
3. Click Connect to go to the Hypersonic Database Users Tool panel.

END OF STEPS

Important!

The Hypersonic Database Users Tool isamost the same asthe Database
Table Tool. For more information, refer to “ Understanding the Database Table Tool
Panel” on page 6.
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Part VII: Other chapters

Overview

Purpose
This part contains the other chaptersrelated to SMT.

Contents
This part includes the following chapter(s).

Chapter 24, “ Server Diagnostics and Control Commands’ 24-1
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24  Server Diagnhostics and
Control Commands

Overview

Purpose

This chapter discusses the use of server diagnostics with the 8950 AAA server. It also
describes the control command set.

The following topics are included in this chapter:

Server Diagnostics and Control 24-1

List of Server Commands 24-2

Server Diagnostics and Control

Server diagnostics and control

As described in Chapter 18, “Using LiveAdministrator,” accessis available to the
administrator interface through the LiveAdministrator panel of the Server Management
Tool. From the LiveAdministrator panel, click the Advanced option to access the
RADIUS and state server commands. You can also use a Telnet session or the Command
plug-in within PolicyFlow to issue commands.

Refer to the appropriate help topicsin the SMT for more information about issuing
commands from within the LiveAdministrator panel, from a Telnet session, or the
Command plug-in.

Important! Universal State Server commands are combined with the 8950 AAA
server commands

365-360-001R6.0 24-1
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List of Server Commands

About Server Commands

This section describes each command by listing the following components:
« Command name
« Brief description of the command
« Command format containing syntax and arguments
« Table of arguments, if any

Argument description

The following list describes the special symbols used within the command format line of
each description.

« Arguments within sguare brackets ([ ]) are optional.

« Arguments within angle brackets (< >) are variables that represent an appropriate
vaue.

« Arguments separated by a pipe symbol (|) indicate that only one of the arguments
can be used for each execution of the command.

cache
The cache command is used to add, count, delete, or list a cache entry.
Command Format:
cache add KEY[ NAME=VALUE] [ NAME=VALUE] . .. | count KEY]| del ete
KEY| i st KEY| dunp KEY| save FILE| |l oad FILE
The following ][section lists the cache commands and their arguments:
cache add
Description: Adds an entry to the cache.
Command Format: cache add [-1ive <sec>][-idl e<sec>] <key> [ NAME-
VAL UE]
-live <sec> The amount of time, in seconds, for this entry to
reinforcethe -1ive.
-idle <sec> The amount of time, in seconds, to remove the entry
from the cache if the entry has not been updated.
key The name of the cache entry.
NAME-VALUE A list of attribute=value pairs.
L o

Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Server Diagnostics and Control Commands List of Server Commands

cache count
Description: Counts entries matching the key (may use trailing wild cards).
Command Format: cache count <key>

<key> The key that matches the count entries.

cache delete
Description: Deletes entries matching the key (may use trailing wild cards).
Command Format: cache del ete <key>

<key> The key that matches the entries to be deleted.

cache dump

Description: Dumps entries matching the key (may use trailing wild cards).
Command Format: cache dunp <key>

<key> The key that matches the entries to be dumped.

cache list
Description: Lists entries matching the key (may use trailing wild cards).
Command Format: cache |ist <key>

<key> The key that matches the entries to be listed.

cache load

Description: Loads the cache contents from a file.

Command Format: cache | oad <fil eNane>

<filename> The name of the file from which cache contents

will be extracted.

cache names

Description: List cache names.
Command Format: cache

There are no arguments for this command.

cache save

Description: Saves the cache contents to a file.

365-360-001R6.0 24-3
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Server Diagnostics and Control Commands

List of Server Commands

client

derby

Command Format: cache save <fil eNanme>

<filename> The name of thefilein which cache contents will
be saved.

This section list the client commands and the argument:

client classes
Description: Lists the client classes.
Command Format: cl i ent cl asses

There are no arguments for this command.

The following section lists the derby commands and their arguments.

derby backup
Description: Backup for aninternal derby database.

Command Format: der by backup <dat abase> [ <di rectory>]

<database> Name of the database.

<directory> Name of the directory.

derby connect

Description: Connect to derby database.
Command Format: der by connect <dat abase>

<database> Name of the database.

derby create
Description: Creates an internal derby database.
Command Format: der by creat e <dat abase>

<database> Name of the database.

derby disconnect

Description: Disconnect from a derby database.
Command Format: der by di sconnect

There are no arguments for this command.

Download from Www.Somanuals.com. All Manuals Search And Download.
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derby exec

Description: Executes a SQL statement against a connected database.
Command Format: der by create {<statenent-el enent >}

< statement-el ement> The SQL statement.

derby freeze

Description: Freezes an internal derby database.
Command Format: der by freeze <dat abase>
<database> Name of the database.

derby info
Description: Lists some metadata for the currently open connection.

Command Format: der by i nfo

There are no arguments for this command.

derby list

Description: Listsinternal derby databases.

Command Format: der by |i st [<database> <tinestanp>]
<database> Name of the database.

<timestamp> Enter the timestamp (yyyy-mm-dd
hh:mm:ss[nnnnnn].

derby login
Description: Cache security credentials for derby access.

Command Format: der by <user nane> <passwor d>

<username> Login user name.
<password> Login password.
derby info

Description: Uncache security credentials for derby access.
Command Format: der by | ogout

There are no arguments for this command.
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diag

derby restore
Description: Restores aa internal derby database.

Command Format: der by restore <dat abase> (<ti nmestanp| <directory>)

<database> Name of the database.

<timestamp> Enter the timestamp (yyyy-mm-dd
hh:mm:ss[nnnnnn].

<directory> Name of the directory.

derby run

Description: Runs a script file against a connected database.
Command Format: der by run <fil enane>

<filename> Name of thefile.

derby unfreeze
Description: Unfreezes an internal derby database.
Command Format: der by unfreeze <dat abase>

<database> Name of the database.

This command runs diagnostics.

Command Format: di ag chrono [dunp | list] | engine
[active|state|stats] | fuse list | method stats | normal [list |
stats] | queue [list | reset | resetstats]

diag atfile dump

Description: Dumps the AtFileProperty Informations.
Command Format: di ag atfile dunp [file [method [property]]]

<file> Name of thefile.
method Name of the method
property Name of the property

diag bufferpool stats
Description: Displays buffer pool statistics.
Command Format: di ag buf er pool stats

There are no arguments for this command.
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diag chrono

The following section lists the diag chrono commands and their arguments.

diag chrono dump
Description: Dumps the chronograph entries (hi resolution timers).
Command Format: di ag chrono dunp

There are no arguments for this command.
Example:
==> di ag chrono dunp
XK.
==>
diag chrono kick
Description: Kicks the chronograph timer thread (paranoia).
Command Format: di ag chrono ki ck

There are no arguments for this command.

diag chrono list
Description: Lists the chronograph entries (hi restimers).
Command Format: di ag chrono |i st

There are no arguments for this command.

diag engine

The following section lists the diag engine commands and their arguments:

diag engine active
Description: Dumps the engine active table (duplicates).
Command Format: di ag engi ne active [| og]

[log] The name of the log.

diag engine state
Description: Dumps the engine state table (outstanding challenges/continues).
Command Format: di ag engi ne state

There are no arguments for this command.
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diag field

diag fuse

diag method

diag engine stats
Description: Lists the engine statistics.
Command Format: di ag engi ne stats

There are no arguments for this command.

The following section lists the diag field commands and their arguments:

diag field list
Description: Liststhe field entries.
Command Format: diag field |ist

There are no arguments for this command.

diag field stats
Description: Liststhe field statistics.
Command Format: diag field stats

There are no arguments for this command.

The following section lists the diag fuse commands and their arguments:

diag fuse list
Description: Lists the fuse entries (lo res timers).
Command Format: di ag fuse |i st

There are no arguments for this command.

The following section lists the diag method commands and their arguments:

diag method stats
Description: Lists the method statistics.

Command Format: di ag nmet hod stats [-notrinj

[-sort][<flows] [-<nethod>] [-<disposition>] [-<bucket>]]]]
<flow> ::=* | auth | acct

<nethod> :: = * | <met hodNane>
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diag normal

365-360-001R6.0

<di sposition> :: = * | total | expire| statetineout |
<di posi ti onNane>

<bucket> :: = * | count | tinme

[-notrim] Specifiesto include all statistics. When

not specified, only statistics with non-zero
values are retrieved.

[-sort] Specifies to sort the statistics by key name

[<flow>[<- Narrows the methods to view. <flow>
specifies which PolicyFlow to view (*,
auth, or acct).

[<-<method>] Specifies which method name to view (*
or specific PolicyFlow method name. This
attribute may be expressed as * or
<net hodNane> .

[-<disposition>] Specifieswhich statistic item to view. This
attribute may be expressed as: Total,
Success, Failure, Error, Accept,
Reject, Discard, Suspend, Jump,
Challenge, Continue, Expire, and
StateTimeout).

[-<bucket>] Specifies either TIME or COUNT. This
parameter may be expressed as *, count,
ortine.

The following section lists the diag normal commands and their arguments:

diag normal list
Description: Lists the normalized list.
Command Format: di ag normal |i st

There are no arguments for this command.

diag normal stats
Description: Lists the normalized list statistics.
Command Format: di ag normal stats

There are no arguments for this command.
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diag pending

diag queue

diag tal

The following section lists the diag pending commands and their arguments:

diag pending stats
Description: Lists the pending statistics for a server.
Command Format: di ag pendi ng stats

There are no arguments for this command.

The following section lists the diag queue commands and their arguments:

diag queue list

Description: Lists the queues.
Command Format: di ag queue |i st

There are no arguments for this command.

diag queue reset

Description: Resets the queue content.
Command Format: di ag queue reset [<queueNane>]

[<queueName>] The name of the queue.

diag queue resetstats

Description: Resets the queue statistics.
Command Format: di ag queue resetstats [<queueNane>]

[<queueName>] The name of the queue.

The following section lists the diag TAL commands and their arguments:

diag tal literal dump
Description: Dumpsthe TAL literal cache.
Command Format: di ag tal literal dunp

There are no arguments for this command.
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diag tcp

The following section lists the diag tcp commands and their arguments:

diag tcp keys
Description: Dumps the current selector keys.
Command Format: di ag tcp keys

There are no arguments for this command.

diag tcp stats
Description: Dumps the tcp stats.
Command Format: di ag tcp stats

There are no arguments for this command.

diag watch
The following section lists the diag watch commands and their arguments:

diag watch list
Description: Lists the chronograph entries (hi res timers).
Command Format: di ag watch |i st

There are no arguments for this command.

diameter

The following section lists the diameter commands and their arguments:

diameter route list
Description: Lists the diameter routes.
Command Format: di aneter route |i st

There are no arguments for this command.

eap aka cache

The following section lists the eap aka cache commands and their arguments:

eap aka cache count

Description: Counts fast reauth entries by permanent username.
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Command Format: eap aka cache count[ <per manent _user _nanme>]

[<permanent_user_nam The name of the permanent user.
e>]

eap aka cache delete
Description: Deletes fast reauth entries by permanent username.
Command Format: eap aka cache del ete [ <per manent _user_nane>]

[<permanent_user_nam The name of the permanent user.
e>]

eap aka cache list
Description: Lists fast reauth entries by permanent username.
Command Format: eap aka cache |istt[<permanent _user _nanme>]

[<permanent_user_nam The name of the permanent user.
e>]

eap aka cache

The following section lists the eap ssm cache commands and their arguments:

eap sim cache count
Description: Counts fast reauth entries by permanent username.
Command Format: eap si m cache count [ <per manent _user _nanme>]

[<permanent_user_nam The name of the permanent user.
e>]

eap sim cache delete
Description: Deletes fast reauth entries by permanent username.
Command Format: eap si m cache del ete [ <permanent _user_nanme>]

[<permanent_user_nam The name of the permanent user.
e>]

eap sim cache list
Description: Lists fast reauth entries by permanent username.
Command Format: eap si m cache |istt[<pernmanent user _name>]

[<permanent_user_nam The name of the permanent user.
e>]
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This command manages file behavior.

Command Format:

file close <fil enanme>| delete <fil enanme>|Ii st|open|rel oad
{<fil ename>}|renane <ol dfil ename> <newfi | enane>| vi ew <fil enane>

The following section lists the file commands and their arguments:

file close
Description: Closes afile.
Command Format: fil e cl ose <fil eName>

<fileName> The name of file to be closed.

file delete
Description: Deletes afile.
Command Format: file del ete <fil eName>

<fileName> The name of file to be del eted.

file list
Description: Listsfilesin the run directory.
Command Format: file |i st

There are no arguments for this command.

file open
Description: Opensfiles.
Command Format: fi | e open

There are no arguments for this command.

file reload
Description: Reloads file(s) or list files that can be rel oaded.
Command Format: fil e rel oad

<fileName> The name of the file to be reloaded.

file rename

Description: Renames afile.
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help

ipam

java

Command Format: fil e renanme <ol dFi | eNane> <newfFi | eNanme>

<oldFileName> The current name of the file to be renamed.
<newFileName> The new name of the file to be renamed.
file view

Description: Views the contents of afile.
Command Format: file view <fil eNane>

<fileName> The name of the file to be viewed.

The Help command lists and describes all the commands that can be used with SMT
(Server Management Tool). These commands are listed in this chapter.

Command Format: hel p [ CMVD|

[ ovDl Replace this argument with a command name to
display the command usage.

The following section lists the ipam commands and their arguments:

ipam lease

Description: Displays ipam leases matching the given | P address
Command Format: i pam | ease [sel ector] <address>
address Leased | P address

ipam pool

Description: Dumps ipam pool prefixes

Command Format: i pam pool <pool nanme> <al |l |used|free> [fil enane]
poolname Name of the pool.

all|used|free Mention all, used, or free pools.

This command inquires into the status of the java virtual machine.
Command Format: j ava gc| nenory| properti es|threads| version

The following section lists the java commands and their arguments:
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java gc
Description: Forces a garbage collection on the VM.
Command Format: j ave gc

There are no arguments for this command.

java gc stats
Description: Lists the VM garbage collector statistics.
Command Format: j ave gc stats

There are no arguments for this command.

java memory

Description: Lists VM memory statistics.
Command Format: j ava nmenory

There are no arguments for this command.

java properties
Description: Lists java properties
Command Format: j ava properties

<fileName> The name of thefile to display java properties.

java thread dump
Description: Displays javalock information.
Command Format: j ava t hread | ocks[all]

There are no arguments for this command.

java thread locks
Description: List stack traces for al threads.

Command Format: j ava t hread dunp

There are no arguments for this command.

java thread monitor contention
Description: Controls java thread contention monitoring.
Command Format: j ava t hread nonitor contention [<bool ean>]

< boolean> Mention true or false.
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login

logrule

java thread monitor cpu
Description: Controls java thread cpu time monitoring.
Command Format: j ava t hread nonitor cpu [ <bool ean>]

<boolean> Mention true or false.

java thread stats
Description: Lists thread statistics.
Command Format: j ava thread stats

There are no arguments for this command.

java threads
Description: Lists VM threads.
Command Format: j ava t hr eads

There are no arguments for this command.

java version
Description: Lists VM version.
Command Format: j ava ver si on

There are no arguments for this command.

This command establishes identity.
Description: Establishes identity.

Command Format: | ogi n <user nane> <passwor d>

<username> The name to be used for the user.
<password> The protected, “secret,” word to access the
system.

This command controls logging and rollover file cache.

The following section lists the logr ule commands and their arguments:

logrule add
Description: Adds alogging rule.

Command Format: | ogrul e add <rul e>
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<rule> ::= [<areaCondition>] [<itenmCondition>] [<IoglLevel>]

[ <pattern>] {<channel >}

[ <areaCondition>]::

AREA=<w | dcar ad val ue>

[<itenCondition>]::= <variabl e expressi on> =<wi | dcard val ue>.
<rule> ::= Specifies the section of the 8950 AAA
[<areaCondition>] server where the message is generated.
[<itemCondition>] rul e may be expressed as
[<logLevel>] areaCondition, itemCondition,
[<pattern>] logLevel, pattern, O channel.
{<channel>}
<areaCondition>:= ar eaCondi t i on may be expressed as
AREA=<wildcarad value> AREA=<wildcard value>.
<i tenCondition>::= Specifies an expression to match attributes

<vari abl e expression> andvalues.

=<wi | dcard val ue> itemCondition May be expressed as
<vari abl e expression> =<wi | dcard
val ue>.

logrule areas
Description: Lists available areas.
Command Format: | ogr ul e ar eas

There are no arguments for this command.

logrule clear
Description: Clears all logging rules.
Command Format: | ogrul e cl ear

There are no arguments for this command.

logrule delete
Description: Deletes alogging rule.
Command Format: | ogrul e del ete <nume

<num> The log rule number to be deleted.

logrule insert

Description: Insertsalogging rule.
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Command Format: | ogrul e insert <nunm> <rul e>

<nunp <rule> ::= [<areaCondition>] [<itemnmCondition>]
[ <l ogLevel >] [<pattern>] {<channel >}

AREA=<wi | dcard val ue>

[ <areaCondition>]::

[<itemCondition>]::= <variabl e expression> =<wi | dcard val ue>

<num> Specifies where to insert thislog rule.
<rul e> ::= [<areaCondition>] rule may be expressed as
[<itemCondition>] areaCondi tion, itenCondition,
[<logLevel>] [<pattern>] | ogLevel, pattern, Or channel.
{<channel>}

[<itemCondition>]::= <variable itenConditi on may beexpressed asa
expression> =<wildcard value>  vari abl e expression, Of aw | dcard
val ue.

logrule list
Description: Lists logging rules.
Command Format: | ogrul e |i st

There are no arguments for this command.
Example:
==> |ogrule |ist
1 area * INFO <ALL> LogToFile
==>
logrule load
Description: Loads logging rules from afile.
Command Format: | ogrul e | oad <fil eNanme>

<fileName> The name of the file from which the logging
rules will be loaded.

logrule move
Description: Moves alogging rule.
Command Format: | ogrul e nove <nun® <nun®

numb The start and end logging rule numbers to be
moved.

logrule remove

Description: Deletes alogging rule.
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Command Format: | ogrul e renpbve <nune

<num> The number of the log rule to be deleted.

logrule save

Description: Dumps logging rulesto afile.

Command Format: | ogrul e save <fil eName>

<fil eName> The name of the file to which the logging rules

will be dumped.

logrule swap

Description: Swaps two logging rules.
Command Format: | ogrul e swap <num> <nune

numb The number of the two rulesto be swapped with
one another.

peer

The following section lists the peer commands and their arguments:

peer auto
Description: Sets peer auto.
Command Format: peer aut o <peer Nane>

<peerName> The name of the peer server.

peer down

Description: Sets peer down.
Command Format: peer down <peer Nane>

<peerName> The name of the peer server.

peer list
Description: Lists peers.
Command Format: peer |i st

There are no arguments for this command.

peer up

Description: Sets peer up.

365-360-001R6.0
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.

List of Server Commands



Server Diagnostics and Control Commands List of Server Commands

Command Format: peer up <peer Nane>

<peerName> The name of the peer server.

radius client
Description: This command lists the client radius.
Command Format: r adi us clients

There are no arguments for this command.

server
This command manages server functions, such as server version.
Command Format: server pause|resune| status

The following section lists the server commands and their arguments:

server Kill
Description: forcibly terminates the server without any warning.
Command Format: server kil l

There are no arguments for this command.

server pause
Description: Pauses server.
Command Format: ser ver pause

There are no arguments for this command.

server property add
Description: Adds a server property.
Command Format: server property add <nanme> = <val ue>

<name> The name of the server property.

<value> The value for the server property.

server property list
Description: Lists server properties.
Command Format: server property |i st

There are no arguments for this command.
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server property set
Description: Sets a server property.
Command Format: server property set <name> = <val ue>

<name> The name of the server property to be set.

<value> The value of the server property to be set.

server property unset
Description: Unsets a server property.
Command Format: server property unset <nane>

<name> The name of the server property to be unset.

server resume

Description: Resumes server.
Command Format: server resune

There are no arguments for this command.

server shutdown
Description: Performs an orderly server shutdown.
Command Format: ser ver shut down

There are no arguments for this command.

server status
Description: Displays the server status.
Command Format: server st at us

There are no arguments for this command.

Example:
==> server status

server active

==>
server uptime
Description: Displays the server uptime.
Command Format: ser ver upti nme

There are no arguments for this command.
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session

stat

stats

server version
Description: Displays the server version.
Command Format: server version

There are no arguments for this command.

This command manages session functions.

Command Format: sessi on exec | info

The following section lists the session commands and their arguments:

session exec
Description: Executes a script file on this session.
Command Format: sessi on exec <fil enanme>

<filename> The name of the script file.

session info
Description: Lists information about this session.
Command Format: sessi on info

There are no arguments for this command.

This command displays output statistics variable.
Description: Displays output statistics variable.

Command Format: stat <vari abl e> [ <i pAddr ess>]

<variable> The statistics MIB variable from the RADIUS
statistics.
[ <i pAddr ess>] The IP address of the client from which to

reguest statistics.

This command prints statistics associated with RADIUS MIBs.

Command Format: stats [-reset | -client <address> |
<address:port> | -clients | -servers]

The following section lists the stats commands and their arguments:

-server
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stats client
Description: Lists statistics for a client.
Command Format: stats client <ipAddress>

<i pAddr ess> The IP Address of the client.

stats clients
Description: Lists clients with statistics.
Command Format: stats clients

There are no arguments for this command.

stats group list

Description: Lists the statistics of the group.
Command Format: stats group |i st

There are no arguments for this command.

stats inst list
Description: Lists instances of a group.
Command Format: stats inst |ist <group>

<group> Name of the group.

stats list
Description: Prints the statistics associated with RADIUS MIBs.
Command Format: stats |i st

There are no arguments for this command.

stats reset
Description: Resets the statistics.
Command Format: stats reset

There are no arguments for this command.

stats server

Description: Lists statistics for a server.

Command Format: stats server <i pAddress>
<ipAddress> Specifies the IP Address of the server.

365-360-001R6.0 24-23
Issue 1, December 2008

Download from Www.Somanuals.com. All Manuals Search And Download.



Server Diagnostics and Control Commands

List of Server Commands

system

stats servers
Description: Lists servers with statistics.
Command Format: stats servers

There are no arguments for this command.

stats var dump

Description: Lists the variables of a group.
Command Format: stats var dunp <group>

<group> Name of the group.

stats var list
Description: Lists the variables of a group.
Command Format: stats var |ist <group>

<group> Name of the group.

This command displays alist of system properties.
Command Format: syst em [ PROPERTY]

The following section lists the system commands and their arguments:

system hostaddr
Description: Lists |P address of this host.

Command Format: syst em host addr

There are no arguments for this command.

system hostname
Description: Lists FQDN of this host.
Command Format: syst em host name

There are no arguments for this command.

system time
Description: Displays output current time.
Command Format: system tine

There are no arguments for this command.
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system version
Description: Displays output OS version.
Command Format: syst em ver si on

There are no arguments for this command.

tacacsplus clients
This command displays alist TACACS+ clients
Command Format: syst em [ PROPERTY]

There are no arguments for this command.

uss
The following section lists the Univer sal State Server (USS) commands and their
arguments.
uss counts
Description: Displays output counter information.
Command Format: uss counts [<counter> [<attri bute>]
[<counter> The name of the counter from which
[<attribute>=] information is retrieved.
uss entry
Description: Lists a state database entry.
Command Format: uss entry <key> [key | nod |ev |state |conplete |
attrs]
<key> The IP address and port of the entry to
retrieve.
[key | mod |ev [state Specifiesthe field to get out of the database
|complete | attrs] entry.
If [key] iSSpecified, aSstate entry key,
al entrieswill be listed. However, if key and
any other entry (mod, ev, state,
compete, attrs)isspecified, only that
entry would be listed. For example: state
entry [key | nod | would list only the
mod entries.
L
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uss index list
Description: Lists entries using index

Command Format: uss i ndex |ist [<index>[<val ue>]]

<i ndex> This parameter specifiesthe name of theindex to
retrieve.

<val ue> This parameter specifies the value for the index
key.

uss keys

Description: Liststhe keys.
Command Format: uss keys [ <NASKeys>]

[ <NASKeys>] Specifies IP address of the entry to be retrieved.

uss list
Description: Lists a state entry.
Command Format: uss keys [ <Key>]

[ <Key>] Specifies the |P address of the entry to be
retrieved.

uss load
Description: Restores a state database from afile.
Command Format: uss | oad <fil eNanme>]

[ <fil eName>] The name of thefile to be restored.

uss naslist
Description: Liststhe NASs.
Command Format: uss nasl i st

There are no arguments for this command.

uss save

Description: Saves the state database to afile.
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Command Format: uss save <fil eName>

[<fileName>] The name of the fileto which the state database
will be saved.
Example:
==> uss save <fil enane>
.
=_=>
uss stats

Description: Lists state database statistics.
Command Format: uss stats <nane>

[ <fil eName>] The name of the file from which the database
statistics will be extracted.

uss stats help
Description: Describes the state database statistics.
Command Format: uss stats hel p

There are no arguments for this command.

uss stats reset
Description: Resets state database statistics.
Command Format: st ate stats reset

There are no arguments for this command.

uss status
Description: Displays the state server replication state.
Command Format: uss st at us

There are no arguments for this command.

uss stop all
Description: Displays the state server replication stete.
Command Format: uss stop al l

There are no arguments for this command.

uss stop key

Description: Stops a state entry by key.
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Command Format: uss stop key <key>

<key> The key associated with the state entry to be
stopped.

uss stop nas

Description: Stops all entriesfor aNAS.
Command Format: uss st op nas

There are no arguments for this command.

uss2 entry dump
Description: Displays selected or all datafrom one or al the entries.

Command Format: uss2 entry dunp <nodel > [ <key>]
[ <key| naskey| st at e| sessi oni d| nod| ev| attrs>]

<model > Name of the model
<key> The key associated with the state entry to be
displayed.

<key|naskey|state|ses Specifiesthe field to get out of the database

sionid|mod|ev|attrs>  entry.
If [key] isspecified, adSstate entry key, al
entries will be listed. However, if key and any
other entry (mod, ev, nas, state,attrs)iS
specified, only that entry would be listed. For
example: state entry [key | mod | would
list only the mod entries.

uss2 entry list
Description: Displays entry datafrom one or all entries.

Command Format: uss2 entry |ist <nodel > [<key>] ]

<nodel > Name of the model.

<key> The key associated with the state entry to be
displayed.

uss2 load

Description: Reloads session state from the given file.
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Command Format: uss2 entry list <nodel> [<file>] ]
<nodel > Name of the model

<file> Thefile name.

uss2 model dump
Description: Displays information about one or al models.
Command Format: uss2 nodel dunp <nodel - nane>]

<nmodel - name> Name of the mode!.

uss2 model stats
Description: Displays global statistics for the given model.
Command Format: uss2 nodel stats <nodel - name>]

<nmodel - name> Name of the model.

uss2 node list
Description: Displays one or all nodes.
Command Format: uss2 node |ist [<node-nane>]]

<node- nanme> Name of the node.

uss2 node stats
Description: Displays statistics of one or al nodes.
Command Format: uss2 node stats [ <node-nane>]]

<node- name> Name of the node.

uss2 repl stats
Description: Displays replication statistics for one or al nodes.
Command Format: uss2 repl stats [<node-nane>]]

<node- nanme> Name of the node.

uss2 reset

Description: Resets the given session.
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Command Format: uss2 reset <nodel > <key>

<nodel > Name of the model
<key> The key associated with the state entry to be
reset.

uss2 reset all
Description: Resets all the sessionsin the model.
Command Format: uss2 reset all <nodel >

<nmodel > Name of the mode!.

uss2 reset nas
Description: Resets all the sessions for a given NAS.
Command Format: uss2 reset nas <nodel > <nas- key>

<nodel > Name of the model.

<nas-key> The key associated with NAS.

uss2 resources
Description: Displays the available resources.
Command Format: uss2 resource

There are no arguments for this command.

uss2 resource dump
Description: Displays selected or all datafrom one or all resources.

Command Format: uss2 resource dunp <nodel > [ <nane>] [ <val ue>]

<nodel > Name of the model.
<name> Name of the resource.
<value> Value of the resource.

uss2 resource list
Description: Displays information about one or al resources.

Command Format: uss2 resource |ist <nodel > <resource> [ <nane>]

<nmodel > Name of the mode!.
<resource> Resource type.
<name> Name of the resource.
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uss2 save
Description: Saves all session state to thgiven file.
Command Format: uss2 save <nodel > [<fil e>]

<nmodel > Name of the mode!.

<file> Name of thefile.

END OF STEPS
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Part VIIlI: Appendix

Overview

Purpose
This part contains the Appendix chapter(s) related to SMT.

Contents
This part includes the following chapter(s).

Chapter A, “ Supplementary Information” A-1
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A Supplementary
Information

Overview

Purpose
This section provides additional material to supplement the subject matter of the manual.

The following topics are included in this chapter:

Displaying the Built-in Web Interface A-1
Displaying the RADIUS Server Administration Interface A-2
Displaying the Configuration Server Administration Interface A-3

Displaying the Built-in Web Interface

About Displaying the Built-in Web Interface
To display the built-in Web interface, perform the following procedure:
1. Open abrowser window.

2. Using the IP address of the 8950 AAA server, set the URL field to the following:
http://1P address: 9080

Result: A login window appears.
3. Enter the login and password

Result: The Web interface appears as shown in Figure A-1.
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Figure A-1

Built-in Web Interface
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Displaying the RADIUS Server Administration Interface

About RADIUS Server Administration Interface
Use the following procedure to display the RADIUS server Admin interface:

1. Usingthe IP address of the 8950 AAA server, open a Telnet window using the
following command:

| P address 9023

t el net

Result: A Telnet screen appears.

2. Using the administrator username and password, enter the following command:
| ogi n usernanme password

3. Atthe prompt, enter hel p to display alist of commands for the RADIUS server that
may be used through this interface. Figure A-2 shows such atelnet session.
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Supplementary Information Displaying the Configuration Server Administration
Interface

Figure A-2 Telnet Session Using RADIUS Server Administration Address

Login d.

14:086)

for Derby

Displaying the Configuration Server Administration Interface

About Configuration Server Administration Interface
Use the following procedure to display the configuration server administration interface:

1. Using the IP address of the 8950 AAA server, open a Telnet window by executing the
following command:

tel net I P address 9020
Result: A Telnet screen appears.

2. Using the administrator username and password, enter the following command:
| ogi n usernanme password

3. At the prompt, enter hel p to display alist of commands for the configuration server
that may be used through this interface.

Figure A-3 shows such atelnet session.
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Glossary

AAA
Authentication, Authorization, and Accounting

AAA SERVER
See RADIUS Server

ACCESS-ACCEPT

Authentication acknowledgement sent by the server to the client in response to an Access-Request
signaling that local policy requirements have been met

ACCESS POINT

Hardware device or software that acts as a communication hub for users of awireless device to
connect to awired LAN

ACCESS-REQUEST

A query or gquestion sent from aclient to the server that asks if the user is allowed to use the
requested services and access the network

ACCOUNTING

Process of recording information about a user session

ACCOUNTING REQUEST
Request to the server for information in order to charge and track resource usage

ACCOUNTING START
An accounting request that has its accounting start attribute set to start

ACE/SERVER®
RSA product that acts as a server for a 8950 AAA server

APPLICATION

A collection of executable and configuration files that, when operated upon, provide a defined set
of functionality

ATTRIBUTES

Information used for defining session parameters and avail able services

ATTRIBUTE SETS
Groups of verification attributes and reply attributes

ATTRIBUTE VALUE PAIR (AVP)
Combination of an attribute name and a value

AUTHENTICATION
Process of validating the user’ sidentity
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AUTHENTICATION KEY
A signature that identifies itself to the NAS to insure an additional layer of security

AUTHENTICATION REQUEST

This data packet identifiesthe NAS, the port used for connection, the user name, and the password.
The password is encrypted to insure extra security.

AUTHENTICATION SOURCE

Thisterm refersto two items that relate to password verification. It is the place where auser’s

password is stored, such asauser profile. It isalso an external servicethat authenticates auser, such
as a secure token server.

AUTHORIZATION
Process of validating that the user is allowed to do what was requested

BASE-NAME
A name assigned by a system administrator to a specific user account (See NAI and REALM)

CHAP
Challenge-Handshake Authentication Protocol

CGl

Common Gateway | nterface—a means of transferring data between a Web server and a CGlI
application in order to interact with users

CHECK-ITEMS

Information that the server uses to determine how to respond to a RADIUS request (See
VERIFICATION ATTRIBUTES)

CIDR

Classless Internet Domain Routing—A means to define a group of 1P addresses using one |P
address followed by aforward slash (/) and a number, such as 192.168.5.0/24

CLIENT

Application or machine that requests resources for its use from the server

COMMUNITY STRING
Character string that allows access to a database

CONFIGURATION SERVER

System that is used by the Server Managment Tool to collect server configuration information and
statistical information regarding the 8950 AAA Server and the Universal State Server

CPU

Central Processing Unit
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DIAMETER
An Authentication, Authorization, and Accounting (AAA) protacol.

DATA PACKET
Information transmitted over a network

DATA PANE
Part of the SMT GUI where each SMT panel is displayed

DNIS
Dialed Number |dentification Service—Identifies the number that the caller diaed

EAP
Extensible Authentication Protocol—Protocol most commonly used in wireless LAN (Wi-Fi)
applications

EDIT MENU
List of SMT commands that manage text, server preferences, and the use of data panes

FQDN

Fully Qualified Domain Name— Identifier such aswww.vitalaaa.comwhich is comprised of ahost
(www) and domain name (vitalaaa.com). The domain name is further divided into a second-level
domain (vitalaaa) and atop-level domain (.com).

GUI
Graphical User Interface, a means of running an application by using a mouse, point and click
operations, and windowing components

HASH
Numeric value created from atext string

HELP MENU
List of SMT commands that control the Help Pane

HELP PANE
Part of the SMT GUI where help information is displayed

HTTP
HyperText Transfer Protocol—Protocol used by the World Wide Web
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ISP
Internet Service Provider

ISDN
Integrated Services Digital Network

JDBC

Java Database Connectivity, an application programming interface (API) that allows Javaprograms
to execute SQL statements

JDK

JAVA Development Kit

LDAP

Lightweight Directory Access Protocol - Protocol for accessing on-line directory services running
over TCP/IP. LDAP provides the ability to locate resources within a network and make them
available, whether on the Internet or a corporate intranet.

LDAP DIRECTORY

Authentication source used by LDAP directory service

LIMITED WILDCARD
Placing an asterisk (*) only at the beginning or end of acharacter string to perform pattern matching

LINUX

Free, open source operating system that runs on many different platforms, including PC and
Macintosh

LISTENING ADDRESSES

Ports used for receiving authentication requests

LOG PANE
Part of the SMT GUI where log messages are displayed

MD5

Algorithm that creates digital signatures

MENU

List of commmands for an application accessible through a GUI
MESSAGE

Unit of transmission in atransport layer protocol
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365-360-001R6.0

MESSAGE AUTHENTICATOR
Hashed version of acomplete RADIUS message

METHOD
A programmed procedure that is executed when an object receives a message

MICROSOFT ACTIVE DIRECTORY
Windows 2000 directory service

NAI
Network Access Identifier — username (See BASE-NAME and REALM)

NAS

Network Access Server — Generic term for anetwork server that auser may access. After the user
dialsinto the NAS, the NAS prompts the user for a user name and password. The user enters the
information which the NAS receives.

NAVIGATION PANE

Part of the SMT GUI that contains alist of panel names used for displaying each SMT panel

NUL

A null character isabinary value with all itsbits set to 0. It has a numeric value of 0. NULs can be
used to mark the end of a character string or pad adatafield.

PANE
Part of awindow within a Graphical User Interface (GUI)

PANEL

GUI component comprised of other components or widgets, such as tabs, text fields, buttons, and
panes

PANEL MENU

List of SMT commands that manage control of the active panel

PAP
Password Authentication Protocol

PASSWORD FILE
File located on a UNIX system using the directory paths /etc/passwa Or /etc/shadow

PLATFORM
Anintegrated set of software components that form a base on which applications can be devel oped

PLUG-IN
A custom feature that can be added to an application without modifying the base code
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POLICY

A set of rules that the server uses to determine access rights, user privileges, and accounting
practices based on the user who is requesting access

POLICYASSISTANT

8950 AAA tool used for creating PolicyFlow

POLICYFLOW
A set of AAA decisions used for processing a RADIUS request

POP
Post Office Protocol, used for retrieving email from amail server

PPP
Point-to-Point Protocol, used for connecting to the Internet

PROCESS
A program from disk combined with the OS overhead necessary to support its execution

PROTOCOL
Format used for transmitting data between two devices

PROXY SERVICE
A service that enables access reguests to be forwarded to other servers—either directly or through
intermediary servers—for authentication and, optionally, authorization

RADIUS
Acronym that stands for Remote Authentication Dial-In User Services See RADIUS SERVER

RADIUS DETAIL FILE
Text file used for storing session and billing data

RADIUS PROTOCOL

Special guidelines that define the information that must be passed in order to successfully access
the destination system or service

RADIUS SERVER

A server that enables companies to authenticate, authorize, and account for remote users who
reguest access to a network system or service

RADIUS USER FILE
A text file that conforms to atraditional format defined by the RADIUS protocol

READ COMMUNITY
Character string that allows access to a database in order to access read variables from the server

REALM
Part of the user-name used for grouping users who share the same domain. It is separated from the
individual username by commercia at (@) or forward slash (/).

REMOTE METHOD INVOCATION (RMI)
Set of protocols that provide communication among Java objects
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REPLY ATTRIBUTES
Information that the server returns to the client to configure the session

REPLY-ITEMS
See REPLY ATTRIBUTES

REPORTS MENU
List of SMT commands that manage printed or displayed output

ROOT USER
System administrator specified during installation of 8950 AAA.

S
SAFEWORD SERVER
Product of Secure Computing that communicates with 8950 AAA servers
SAM
See WINDOWS SAM
SERVER
Computer or device that manages network resources, for example, the UNIX host machine that
contains 8950 AAA and supporting software
SERVER MANAGEMENT TOOL
8950 AAA application used for configuring and managing 8950 AAA servers
SERVER MENU
List of SMT commands that manage server connections
SHARED SECRET
A character string specified on both a server and another device or server that establishes mutual
identification. A shared secret is required for proxy or remote servers. The shared secret is used to
encrypt the user’ s password so it does not travel acrosssthe network in clear text. The server inturn
uses the shared secret to decrypt the password upon receipt.
SLIP
Serial Line Internet Protocol, used for connecting to the Internet through dial-up access
SMT
See Server Management Tool
SNMP
Simple Network management Protocol—Group of protocols used for large networks
SQL
Structured Query Language
SQL DATABASE
Structured Query Language database, the built-in database required by the PolicyAssistant
SYSTEM OPERATOR
System administrator with accessto SMT and other administrative interfaces
L GL7
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TCP/IP

Transmission Control Protocol/Internet Protocol. A transport protocol commonly used over a
network. The 8950 AAA application currently supports TCP/IP only.

TECHNICAL SUPPORT FILE PACKAGER

SMT tool for selecting and sending server files to the 8950 AAA technical support team

TELNET
Termina emulation program that makes a computer behave like a specific type of terminal

THREAD
A program component that can run independently

TIMEOUT
Amount of time to wait before an action is taken

TIMEOUT LINGER
Additional time beyond the timeout period before an action is taken

TNS LISTENER

The TNS Listener is a persistent daemon process, run by Oracle that “listens’ to the 8950 AAA
application for database commands and updates.

TOOLBAR

Row of buttons used for invoking commands to a GUI-based application

ul

User Interface application. This application is responsible for providing each 8950 AAA Server
Management Tool user with a graphic interface to communicate with 8950 AAA.

UNIX

Thisis one of the Operating Systems that provides an environment to govern how resources are
used on the machine. Such resources include CPU, RAM memory, and secondary storage. UNIX
also supports the execution of user-level programs.

USER PROFILE

Information about a specific user used by the server for processing requests.

USER SOURCE
L ocation where user profiles are maintained, such as afile, database, or adirectory

UsSS
Universal State Server—In-memory database optimized to track network resource usage

VERIFICATION ATTRIBUTES
Information that the server uses to determine how to respond to a RADIUS request (See CHECK -
ITEMS)
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w
WI-FI
Wireless Fidelity, waterm that refers to any type of 802.11 network
WINDOW MENU
List of SMT commands that manage SMT panels
WINDOWS SAM
Windows Security Accounts Manager, a user source supported by 8950 AAA
WRITE COMMUNITY
Character string that allows access to a database in order to access write variables from the server
X
Y
yA
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A AAA,3
Access-Request, 2
accounting configuration, 13
acctmethodstats, 2
Admin Commands, 14
administrator commands
state, 25
arguments,,2
attribute set, 16
Authentication, 3
authentication source, 4
Authentication Types, 9
Authorization, 3
authorization checks, 16
Automatic Authentication, 9

C cache 2
Certificate Manager panel, 2
Check-Items, 1
close command, 3
Configure Reports panel, 1
Connect to Server, 2
Crypt, 11

D datapane 5
Database Table Tool, 3
Database Table Tool panel, 6
Defining DNIS, 28
Dictionary Editor
panel, 1

E EAP Authentication, 9

edit menu, 5
Collapsedll, 5

copy, 5
cut, 5
Expand all, 5
find, 5
find again, 5
paste, 5
Preferences, 5
select al, 5
External Authentications, 9

Java Database Connectivity, 5
Java Virtual Machine, 6
JDOBC, 5

VM, 6

LDAPR 4
LDAP Directory, 5

Lightweight Directory Access
Protocol, 4

Live Administrator
Admin Scripts, 9

Advanced, 13

Cache Entries, 11

Filesin Use, 8

Garbage Collection, 6

General Info, 3

License Information, 4

panel, 2

Peer Control, 12

Properties, 10

System Information, 5
LiveAdministrator, 1

log channel configuration, 14
advanced tab, 14

documentation tab, 14
propertiestab, 14

log message, 2
areq, 2

level, 2
message ,2
timestamp, 2

logging tools
log channels panel, 2

log messages panel, 2

log rules pandl, 3

maximize command, 11
MD5, 11

Microsoft Active Directory, 4
multiple log outputs, 22

Disconnect from Server, 2 N NAS1
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navigation pane, 6
NavisRadius™, 1
Network Access Server, 1
Notes on File Naming, 19

P panel commands
Reload Files, 3

Revert to Last Saved, 3
Save Changes, 3
panel menu, 3
Password File, 5
Password from User profile, 9
Pending Proxy Reguests, 15
performance monitor, 6
Policy Flow Editor, 1
Policy Limits, 14
Policy Name 5
Policy Wizard, 2
PolicyAssistant, 4
preferences, 5
print command, 3, 4

print options
print preview, 4

save to adobe PDF File, 4
save to Web page (HTML), 4
Print to System Printer, 4
provisioning a session, 12
provisioning rules, 16
Proxy, 8

Purpose of the Server
Management Tool, 1

R RADIUSCclient, 2
RADIUS servers, 3
RADIUS User File, 4

RADIUS User Files, 6
reply attributes, 1
Reply-Items, 1
rolled-over file, 19
run directory, 2

run subdirectory, 4

S Search by Typing, 10
Server Connection, 2
Server Management Tool, 1
Server Statistics panel, 2
Session-Timeout, 14

Setting Reply Attributes for a
User, 12

SHAL, 11

SMT, 1

SMT interface, 2

SMT User Files pane, 3
SQL Database, 5

SQL Databases, 7

Starting the Server Management
Tool, 2

state command, 25
Stats Collector panel, 2
support, technical, vii
switched file, 19
System Administrator, 1
System Operator, 2

T table 6

Tail panel, 10

technical support, obtaining, vii
templates, 16

time based file switching, 19

Universal State Server
commands
state, 25

UNIX System, 5

User Profile Source, 6
user profiles, 2

User Profiles Tool panel, 4
User Session Limits, 14
user source, 4

uss, 1

verification attributes, 1
view, 4, 6

W Windows SAM, 5
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